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CIIUCOK COKPAILLIEHUH

Coxpamenue /

HaumeHnoBanmue / onpeaesieHue

TEPMUH
EI'PUII Enunelii rocy1apCTBEHHBIN peeCcTp MHAMBUALYAIBHBIX PEIIIPUHUMATEIICH
EI'PIOJI Enuublii rocy1apCTBEHHBIN PEECTp IOPUIUUECKUX JIUIL

EITY ®denepanbHas TocymapcTBeHHas uWH(opMmanuoHHas cucrema «EnuHbIi
HOPTaJI FOCYIaPCTBEHHBIX U MYHULIMNAIBHBIX YCIYT (QYHKLIHN)»

ECHA QenepanbHas TOCYAapCTBeHHas WHQOpManmoHHas cucrtema «EnuHas
cucreMa WAEGHTUQUKAIMM M ayTeHTU(QUKAUM B HHPPACTPYKTYpE,
oOecrieunBaromell HH(POPMALMOHHO-TEXHOJIOIMYECKOE B3aUMOJAEHCTBUE
WHPOPMALIMOHHBIX ~ CHCTEM, HCIOJIB3YeMBIX Uil TPEJIOCTABICHHUS
rOCyJapCTBEHHBIX U MYHHUIIMIIATBHBIX YCIYT B DJIEKTPOHHON opmMe»

NHH NnenTrndukaimoHHbI HOMEP HAJIOTOIIIATEbIIMKA

ncC HNudopmanmonnas cucrema

KOII YcuneHnHast KBamupUIMPOBaHHAS AIEKTPOHHAS TTOAINCH

OI'B Opran rocynapcTBeHHOM BiacTH. PenepanbHble OpraHbl UCIIOIHUTEIBHOU
BIIACTH, roOCyJapCTBEHHBIC BHEOIO/IKETHBIE (boHBI, OpraHbl
UCIIOJTHUTENIbHON BiacTu cyOobekToB Poccuiickoit denepannu, opraHsl
MECTHOTO  CAMOYIPABJIEHUS, TOCYJAapCTBEHHbIE W  MYHHUIMIAIbHbBIC
YUPEXKAEHUS,  MHOrOQYHKIHMOHAJIbHBIX  LIEHTPOB  MPEAOCTABICHUS
rOCYJapCTBEHHBIX U MYHULUIAIBHBIX YCIIYT, & TAK)KE€ UHBIC OPraHU3aLUu,
omnpejeNeHHble  ¢enepanbHbIMM  3aKOHamM, aktamu  [Ipe3ugeHra
Poccuniickoit  ®enepanmum  u akramu  IIpaBurensctBa  Poccuiickon
denepaunu

OI'PH OCHOBHOM rOCy1apCTBEHHBIN PErMCTPALIMOHHBIN HOMED

OI'PHUII OCHOBHOM roCyJTapCTBEHHBIN PErMCTPALIMOHHBI HOMEP WHINBUIYAIbHOTO
HpeANPUHAMATEIS

Omneparop BbIlaun | Oprad WM opraHu3zaius, o0Jiafaonas IpaBoM CO3/1aHus (3aMEHbI) KIIto4ya

kiroua [1911 IT3I1 B cootBercTBHM ¢ TocTaHoBIeHUEM [IpaBuTtenscrBa PD ot 25 sHBaps

2013 1. Ne 33 «OO6 ucronb30BaHUM MPOCTOM AIEKTPOHHOM MOAMHCH MPU

OKa3aHHU IoCyJapCTBCHHBIX U MYHUIIUIIAJIBHBIX YCIIYI). B cooTBeTcTBHU C




Coxpamenue /
TEePMHUH

HaumeHnoBanmue / onpeaesieHue

yYKa3aHHbIM 1ocTaHoBiieHUeM IIpaBurenbcTBa, KauectBe OmnepaTopoB
Boljaun  kimroda  [IDII  moryr BelicTynarh  (enepajibHble  OpraHsl
UCTIOJIHUTENIBHOW BJIACTH, TOCYJapCTBEHHbIE BHEOIOKETHbIE (DOHIIBI,
OprafHbl HCIIOJHUTEIBHON BiacTH cyObekToB Poccuiickoit deneparmm,
OpraHbl MECTHOI'O CaMOYIIPABJICHUS, TOCYJaPCTBEHHbBIE U MYHULIUIIAJIbHBIE
yUpEXKIEHUS, MHOTI'0()yHKIIMOHAJIbHBIE LIEHTPbl  IPENOCTaBJICHUS
rOCYIapCTBEHHBIX U MYHUIMIIAJIBHBIX YCIYT, & TAKXKE MHBIE OpraHu3aluy,
ompeneneHHble  (eAepasbHBIMA  3aKOHAaMH, akTamu  llpe3sujenra
Poccuniickoit  ®enepanuum  u  akramu  IIpaBurensctBa  Poccuiickon
@eneparun (2 TakKe  YNOJIHOMOYEHHbIE MMM OpraHM3alun),
OCYILECTBISIOIME OKa3aHWE TIOCYJAapCTBEHHBIX WJIA MYHULMIAIbHBIX
ycayr W TOAKIIOYEHHble K  HMHOPACTpyKType, obecnednBarouei
UH(POPMALMOHHO-TEXHOJIOTUIECKOE B3aMMOJCHCTBHE HH()OPMAIIMOHHBIX
CHUCTEM, HCIOJB3YEMBIX Ul IPEJOCTABICHHUS TOCYHApCTBEHHBIX U

MYHUIIUTNAIBHBIX YCIYT B 3JIEKTPOHHON (hopMe.

Omneparop ECUA

MuHHCTEPCTBO  CBSI3M M MAacCOBBIX KOMMYHHMKanui Pocculiickon

®denepaunn

Omneparop NC

Opranuzanus, ocymecTBistomas peructpaunto u ynpasiaenue HMC. B
kadgectBe omnepaTopoB MC, BKIIOYEHHBIX B PETHCTP HH(MOPMAIMOHHBIX
cuctreM ECHUA, Moryr ObITh OpraHuzanuu, 00ecledMBarolIMe pelieHue
CIIEIYIOIINX 3aj1ay:

— IPelOCTaBJIEHUE TOCYTaPCTBEHHBIX U MYHULIUIIAIbHBIX YCIIYT;

— HCIIOJIHEHHE rOCYJapCTBEHHBIX U MYHHIIMIIAIBHBIX (DYHKIINH;

— ¢dopmuposanne bI'HP;

— MEXBEJOMCTBEHHOE IEKTPOHHOE B3aUMOJEHCTBHE;

— UHBIE 3aJaud, MPEeAyCMOTpPEHHbIe (enepalibHbIMU 3aKOHAMHU,

akrami [Ipesunenta PO u akramu IIpaBurenscrsa PO.

ITone3zoBarens ECUA

[Tonw3oBaTens nH(})OPMAITMOHHO-TEIEKOMMYHUKAITMOHHOM CeTn
«utepHer», 3apeructpupoBanHbiii B ECMMA B kauectBe (pusmueckoro
muna. MoXeT HMeTh pojM  HHIAUBUAYAIBHOTO  IpEANpUHUMATEN,

COTPYAHHMKA IOPUIMYECKOTO JIHUIA, JoHKHOCTHOrO juia OI'B.




Coxpamenue /
TEePMHUH

HaumeHnoBanmue / onpeaesieHue

ITocraBmuk yciayr

UC, unrerpupoBanHas ¢ ECHUA wu ocymecTBistomas IperocTaBIeHNe
nosab3oBarensiM ECUA naHHBIX U yciyr, B YaCTHOCTH, FOCYIapCTBEHHBIX U

MYHUIIUIIATIBHBIX YCIYT B 3JIEKTPOHHOM (hopme.

[1011 [Ipocras 35eKTpOHHas IOAIUCH

Permament PermamenTt B3aUMOJICHCTBHUS YYaCTHUKOB UH(OPMALIMOHHOTO
B3auMojieiicTBusl ¢ omeparopoMm ECHUA u omnepatopom HH(PpacTpyKTyphl
9JIEKTPOHHOTO TPABUTENBCTBA MPU  OpraHu3anuu  MHGOPMAIMOHHO-
TEXHOJIOTUYECKOTO  B3aMMOJACUCTBUS ~ MH()OPMAIIMOHHBIX  CHUCTEM  C
ucnoaszoBanueM ECUA

CMOB QenepanbHasg rocyaapcTBeHHas uHopManuoHHas cuctema «Enunas
CHUCTEMa MEXBEJIOMCTBEHHOI'O 3JIEKTPOHHOT'O B3aUMOJECHCTBUS

CHUJIC CtpaxoBoil HOMEpP WHIMBUIYAIBHOTO JIMIIEBOIO CYETa 3aCTPAXOBAHHOTO
auIa B CUCTeMe mnepcoHuduimpoBaHHoro ydera I[lencuonnoro ¢onma
Poccun

dUO damuans, UMs, OTISCTBO

OPTY ®denepanbHbII peecTp TOCYAAPCTBEHHBIX U MYHUIIMIAIBHBIX YCIYT

HOJI KOpunnueckoe nuio

OAuth OTKpBITBII IPOTOKOJ aBTOPU3ALIUU

REST [lepenaua penpesenraruBHoro cocrosinus (Representational State Transfer)

SAML Security Assertion Markup Language

SMS Cryx0a kopoTkux coobmienuii (Short Message Service)




1 BBEJIEHMUE

Ilepexon K OKa3aHUIO TOCYAAPCTBEHHBIX M MYHULMIAIBHBIX YCIYyI B DJIEKTPOHHOM BHJIE
TpeOyeT OT rocyaapcTBa MPEJOCTAaBUTh JIIOASIM U OpraHaM TOCYIapCTBEHHON BJIACTH BO3MOKHOCTH
6e3omacHo uaeHTU(GUIUPOBATH APYT Ipyra onnaitH. Korna mgoau u opraisl rocyaapcTBEHHOM BiIacTu
MOTYT JIOBEpSATh pe3yibTaTaM WACHTU(UKAMH APYT JAPYyra, OHU MOTYT MPEJOCTaBIATh U THOTPEOIIATh
YCIIyTH, YeTO HENb3si ObLI0 ObI JOCTUYD B APYIOM Ciydae M3-3a OOJBIION CIIOKHOCTH MJIM BaXHOCTH
YCIIYT.

B Tekymeli oninailH cpene oOT soaed TpeOyeTcs BeAeHHE [ECSATKOB pPAa3IUYHBIX HMEH
MOJIb30BaTEICH U Tapojied — MO OJHOM Mape i KaKI0oro BeOcaiTa, ¢ KOTOPBHIM IOJIb30BATEIh
B3auMoieiicTByeT. CIOXHOCTh TAaKOTO MOJXOAa SIBISAETCS OpeMeHeM Ui JII0JeH M MOTBOPCTBYET
TakOMYy TIOBEACHHUIO, KaK IIOBTOPHOE HCIIOJb30BAHME IMApOJIel, YTO YIOPOLIAEeT OHJIAWH
MOIIIEHHUYECTBA U HapyllieHus uaeHTuuKanuu. B To e Bpemsi opraHbl rocyl1apCTBEHHOW BJIACTH
CTJIKUBAIOTCSA C IIOCTOSIHHO BO3pPACTAIOIIMMH 3aTpaTaMM Ha YIPABICHHE YYETHBIMHU 3alACAMH
MOJIb30BATENICH, IOCIECTBUSMU OHJIAIH MOIIEHHUYECTB U HEd()(PEKTUBHOCTHIO IIEKTPOHHBIX YCIYT B
pe3yibTaTe HEXENaHWs MOTEHUUAIbHBIMHU IOJIb30BATEISIMU MPOXOAUTh PETUCTPALMIO €I OJHOMN
Y4ETHOM 3aIUCH.

Coznmannas Munkomcssizbio Poccun ®T'UC ECUA:

1. IlpenoctaBisieT HUCNIONB3YIOMUM €€ MH(POPMAIMOHHBIM CUCTEMaM OPIaHOB rOCYAapCTBEHHOMN
BJIACTH pelIeHHE MO JTOCTOBEpHOW HJIEHTH(UKALUU IMOoJIb30BaTene (Kak (U3NYEeCKUX, TaK U
nomxHocTHBIX il FOJI u OI'B), nocturnyroit 61arogaps ToMmy, 4To:

— peructpauus auna B ECHA comnpsbkeHa ¢ NMPOBEPKOM 3HAYMMBIX U yJOCTOBEPEHMS
JINYHOCTHU KPUTEPUEB;

— ECHA oOecnieunBaer 3aiiuTy pa3MeIléHHOW B Hel HMHQOpMamuu B COOTBETCTBUH C
3akoHoJarenbeTBOM Pocceuniickoit denepanmu.

2. SIBnsieTcst OpUEHTHPOBAHHOW Ha MOJB30BATENS — MPEAOCTABISIET EMYy BO3MOYKHOCTH:

— UACHTUOUKAMM W ayTeHTU(HUKAIMM C HCIOJIb30BAaHUEM €IUHOM YYEeTHOW 3amucu |
IIMPOKOTO CHEKTpa TMOAJEPKUBAEMBIX METOJOB AayTeHTH(QHUKAUUU TpU JIOCTyHe K
Pa3IMYHbIM UH(POPMAIIMOHHBIM CHCTEMAaM OpPraHOB rOCYJapCTBEHHOM BIIaCTH;

— YIpaBJE€HUs CBOMMH NEPCOHAIBHBIMU JaHHBIMH, pa3MmelieHHbIMA B ECHA, 1 KOHTpOs Hag

HUX IpCAOCTABIICHUCM B I/IH(bOpMaLII/IOHHBIC CHUCTCMBI OpPTaHOB FOC}’I[&pCTBCHHOﬁ BJIACTH.



1.1 Ha3nayeHue JOKyMeHTa
Hacrosimmit nokyMeHT:
1. OnwuceiBaer 6a30BbIe clieHapHH Ucoib3oBanus ECHUA:
— uAeHTUUKAIMSA M ayTeHTH(UKANWs MOJb30BaTeNel MpU JOCTyNEe K HH(POPMAIMOHHBIM
CHCTEMaM OpPTr'aHOB IOCYAAapPCTBEHHOM BiacTH (paszaen 3);
— BEJCHHE HJICHTHU(PHUKAIIMOHHBIX JaHHBIX U MOJHOMOYHIA MOJIb30BaTesei (pasaen 4);
— MoJy4yeHHUs WH(POPMAIMOHHBIMH CHCTEMaMH OPTaHOB rOCYIapCTBEHHOW BJIACTH JaHHBIX U3
peructpoB, xpauuMbix B ECUA (pasnen 4).
2. Tloscuser mnopsanok BeneHuss B ECHUA peructpoB (CIpaBOYHHKOB), HEOOXOAMMBIX IS
peanuzanuu 6a30BBIX ClieHapHeB Hcnonb3oBanus ECUA:

— PETUcCTp (bHSI/I‘IeCKI/IX JINIT,

PErUCTP IOPUAUNYCCKUX JIUIL U JOJDKHOCTHBIX JIMI FOPUINYCCKUX JIUIL;

PETUCTP OPraHOB TOCYAAPCTBEHHOM BIIACTH U TOJKHOCTHBIX JIMI] OPTaHOB I'OCYIapCTBEHHOU

BJIaCTH,

peructp HHPOPMALIMOHHBIX CUCTEM.
3. IlpenocraBiser MeToAMYECKHE PEKOMEHJALMU 110 MHTErpanud WHGOPMALMOHHBIX CHCTEM C
ECHA u obecrieueHHIO COOTBETCTBHUS MOJOXKEHUSIM HOPMATHBHO-IIPABOBBIX aKTOB B YacTH

ncnoiibzoBanus ECHUA.

1.2 HopmaTuBHBIE CCHLIKHU

Hacrosimuii 1oKyMeHT pa3paboTaH B LENSIX pealM3allid U BO HCIHOJIHEHUE CIEeIyIOIUX
HOPMAaTHBHO-TIPABOBBIX aKTOB:

— ®epnepanpHbiii 3akoH OT 27 uronst 2010 r. Ne 210-03 «O6 opraHuzanuu MpeaoCTaBICHUS
TOCYJapCTBEHHBIX U MYHHIIUITATBHBIX YCIIYT».

— OenepanbHblil 3aKoH 0T 6 anperst 2011 r. Ne 63-D3 «O0 >11eKTpOHHON MOATIHUCHY.

— Tl'ocynapctBennass mporpamma Poccuiickoit ®enepaunu «MHpopmanoHHOE 001ECTBO
(2011 - 2020 romwl)», yTBepkKIOeHHas pacropsbkeHueM [IpaButenbctBa Poccuiickoit
®eneparn ot 20 oxTsiOpst 2010 T. Ne 1815-p.

— Ilocranosnenue IlpaBurensctBa Poccuiickoit @enepanuu ot 28 Hos0pst 2011 r. Ne 977 «O
dbenepasibHONW  rocymapcTBeHHOW  WH(MOpmanmoHHOW  cucteme «EnunHas  cuctema
UACHTUGUKAIMM M ayTeHTU(UKauuu B HHQpAcTpyKType,  oOOecreduBarouIeii

I/IH(bOpMaI_[I/IOHHO-TGXHOJIOFI/I‘-IGCKOG BSaHMOHGﬁCTBHe I/IH(pOpMaL[I/IOHHBIX CHUCTEM,
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HCIOJIb3YEMBIX JUIsl IPEIOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIMNAIBHBIX YCIYI B
AJIEKTPOHHOHU (popMe».

[Tocranosnenue [IpaBurenscTBa Poccuiickoit @enepanuu ot 9 despans 2012 r. Ne 111 «O6
JJIEKTPOHHOW ITOANMCH, MCIOIb3YEMOM OpraHaMU HCIIOJIHUTEJIBHOW BIJIACTH W OpraHaMu
MECTHOTO CaMOYIPABJIEHUS IPU OPraHU3alUU DJIECKTPOHHOTO B3aUMOICHCTBUS MEKIY
coOoi, o mnopsake e€ MCIOJIb30BaHMs, a Takke OO0 YCTaHOBJIIEHUM TpeOOBaHUH K
00€CTIeYEeHNI0 COBMECTUMOCTH CPEJCTB IEKTPOHHOU MOIITHCHY.

[TocranoBnenue IlpaButenscrBa Poccuiickoit deneparuu ot 25 ssuBaps 2013 r. Ne 33 «O06
HCIOJIb30BAHUN MPOCTOW 3JEKTPOHHOW MOANMCH IPU OKa3aHUU TOCYIHApCTBEHHBIX U
MYHHULMIIAIBHBIX YCIYI».

[Tocranosnenue IIpaBurenscrBa Poccuiickoit @enepanuu ot 10 urons 2013 r. Ne 584 «O6
UCIOJIb30BaHUU (pefepabHOM rocyaapcTBEeHHOM uHGpOpMalMOHHOM cuctembl «Ennnas
cucreMa WAEGHTU(QHUKAIMU M ayTeHTU(UKAUM B HHPPACTPYKType, obecnednBarouiei
MH(POPMAIIMOHHO-TEXHOJIOTHYECKOE  B3aMMOJCHUCTBHE  HMH(OPMAIIMOHHBIX  CHCTEM,
UCIOJIb3YEMBIX JUIsl IPEJOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIUNAIBHBIX YCIYT B
3JIEKTPOHHOH (opme».

[Tonoxenne «O6 uHPpacTpykType, obdecneunBaromeld HHHOPMaIMOHHO-TEXHOIOTHYECKOE
B3aUMOJIEHCTBHE HMH(POPMAIIMOHHBIX CHUCTEM, MHCIOJIb3YEMBIX JUIsI MPEJOCTaBICHUS
TOCYJapCTBEHHbIX M MYHHIMIAIBHBIX YCIYT B 3JEKTPOHHOH (opMme», YTBEpKIEHHOE
nocraHoBieHneM [IpasutenscTBa Poccuniickoit @eneparmu ot 8 mrons 2011 r. Ne 451.
[Tonoxenne «O denepanbHON TrocyJapcTBEHHONM HHPOpMaLMOHHONW cucteme «EnuHas
cucTeMa WAECHTU(UKAIMM U ayTeHTU(UKAUMM B HHPPACTPYKType, oOecrneunBaroniei
MH(OPMALIMOHHO-TEXHOJIOTUYECKOE  B3aUMOJEWCTBUE  HMH(OPMAIMOHHBIX  CHUCTEM,
UCIOJIB3YEMBIX [UISI IPENOCTABIEHUS TOCYAAPCTBEHHBIX W MYHUIMNAIBHBIX YCIYI B
JJIEKTPOHHOU bopme», YTBEPKIEHHOE [IPUKA30M MuHKOMCBS3U Poccun

ot 13 anpens 2012 r. Ne 107.
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2 OBHIEE OIIUCAHUE ECHA

B  coorBerctBum ¢ mocraHosieHueM lIpaBurensctBa  Poccumiickon = ®denepanuu
ot 28 Hos10pst 2011 r. Ne 977 ECHUA nomkHa obecrieynBaTh CAHKIIMOHUPOBAHHBIN JTOCTYN y4aCTHHUKOB
MH(POPMAIIMOHHOTO B3aWMOJCHCTBUA (3asBUTENe W HoKHOCTHBIX jul OI'B) k wuHbopmanuu,
CoZiepKalieiics B~ TOCYAApCTBEHHBIX  HMH(DOPMAIMOHHBIX  CHUCTEMaX,  MYHHIIMIIAIbHBIX
MH()OPMAIIMOHHBIX CHCTEMaX U WHBIX HHPOPMAITMOHHBIX CUCTEMAX.

I[Ipu »srom ECHA He obecrieynBaeT BBINOJIHEHUE IMIPOIECCOB  HMACHTH(HUKAIINH,
ayTeHTU(UKALUY U aBTOPHU3AIMH YYaCTHUKOB MEXBEIOMCTBEHHOI'O B3aMMOCHCTBHSI, BOZHUKAIOIINUX
B mporiecce ucmonb3oBanusi CMOB, B yacTHOCTH, TPU B3aUMOICHCTBUN MH()OPMAIIMOHHBIX CHCTEM C
ucnosbs3oBanueM CMOB.

OcHoBHble GyHKIIMOHATBHBIE BO3MOXKHOCTH ECUA:

— WACHTUUKAIMS U ayTeHTU(UKAIUS TT0JIb30BaTENCH, B TOM YHCIIE:

— OJIHOKpaTHas ayTeHTH(bI/IKauml, kotopas pgaer mnoib3oBatessiM ECHA  cnenyromee
MPEUMYIIECTBO: TPOHAS Tpoueaypy uacHtuukanuun wu ayreHTHukanuu B ECHA,
MOJIb30BaTeIh MOXKET B TEUEHHE OJHOr0 ceaHca paboThl oOpamarbes K JHOOBIM
nH(OpPMALIMOHHBIM  cucTeMaM, wucnonsdytomuM  ECHUA, mnpu  3ToM  MOBTOpHas
UACHTUPUKAIUSA U ayTeHTU(PUKAIUS HEe TpeOyeTcs.

— TMOAJAEpKKa Pa3IMYHBIX METOJIOB ayTeHTHU(PHUKAIIMU: 110 MAPOJII0, MO AJIEKTPOHHOMN MOAINCH,
a Takke AByX(aKTopHas ayTeHTU(]UKAIUSA (10 MOCTOSHHOMY MNapoii0 U OJHOPa30BOMY
MapoJIio0, BEICKIAEMOMY B BUJIE SMS-COOOIICHHS);

— TOJJEpKKa YPOBHEH JJIOCTOBEPHOCTH WACHTH(HUKAIMK TMOJb30BaTelsi (HEempoBEepeHHAsI
ydeTHasl 3alUCh, IPOBEPEHHAsI yUSTHAS 3alTUCh, TIOATBEPKICHHAS YUE€THAS 3aIIKCh).

— BelCHHE HICHTH(UKAIMOHHBIX JAHHBIX., @ MMEHHO — BEJICHHE PErHCTPOB (DH3MYECKHX,
IOPUIMYECKUX JIUI, OPTaHOB M OpraHu3alui, OJKHOCTHBIX JIMI] OPTaHOB M OpraHU3alui U
WH(OPMAIIMOHHBIX CUCTEM;

— aptopu3aius ynonrHomodeHHbIX Uil OI'B npu nocryne k cneayromuM ¢pyakiusm ECHUA:

— BeneHue perucrpa nospKHOCTHBIX Ul OI'B B ECHA;

! CootBercrByrOmIHii TepMIH Ha aHrHICKOM si3bIKe — Single Sign On
2 COoOTBETCTBYIOLIMIT TEPMIH Ha aHIIHiicKoM si3bike — Identity Management
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— BeJlleHUE CIpaBOYHMKA MosHOMouHnil B oTHoumeHuu MC u mpenocTaBieHre MOJIb30BaTESIM
ECUA (3apeructpupoBanabiM B ECHA kak nmomwkHoctHbie jnuna OI'B) momHomouunii mo
nocryny K pecypcam UC, 3apeructpupoBanubiMm ECUA;

— JIeJIeTUPOBAHMUE BhINICYKa3aHHBIX TIOJTHOMOYHI YIIOJIHOMOYEHHBIM JinliaM HipkecTosumx OI'B.

— BelleHWE M MperocTaBlieHue HH(OpMAIMM O MOJHOMOYMSIX IOJB30BaTelied B OTHOLICHUU

UH(POPMALIMOHHBIX CHCTEM, 3aperucTpupoBaHHbix B ECUA.
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3 AYTEHTH®UKALUA MOJB30BATEJIEN YEPE3
ECHA

Pa3paboTunku rocylapCTBEHHBIX CAMTOB, MOPTAJIOB W MPOYUX BEO-MIPHIOKEHUNH MOTYT
MIPEIOCTaBUTh CBOMM I10JIb30BATEISIM BO3MOXKHOCTh BXOJUTh B CUCTEMY, HCIIONb3Yys YUETHYIO 3alHCh
ECHA. D10 n3bapnseT pa3pabOTYMKOB OT HEOOXOAMMOCTH JeNIaTh COOCTBEHHOE XPaHWINIIE YUETHBIX
3amuceit, obecrieunBaTh 0€30MaCHOCTh XpaHEHHsI apoJiei, pa3pabaThiBaTh MEXaHU3MbI PETHUCTPALINH,
ayTeHTU(UKALUY NOJIb30BaTENeH, TOAePKUBATh UX B pab0oueM COCTOSTHUH.

[Ton mnonwp3zoBatensmu ECHA  nmoHuUMArOTCS  CIAEAYIOUIME  KATETOPUU  YYaCTHUKOB
MH(POPMAIIMOHHOTO B3aNMOACHCTBUS:

— (usmueckue auIa, UMEIOIIUE YYETHYIO 3auch B peructpe pusndeckux i ECUA;

— UHOUBUAYyalbHbIE MpEANPUHUMATENH, T.€. (U3NYECKUE IHUIAa HUMEIOUINe MpHU3HAK
WHBUIYAILHOTO TIPEIPUHUMATES,

— JIOJDKHOCTHBIE JIMIA FOPUIUYECKHUX UL, T.e. (PU3NYECKUE JIHIA, MPUCOCTUHEHHBIE K
YYETHBIM 3anucsaM ropuaudeckux i ECUA;

— JIOJDKHOCTHBIE JIMIIA OPTaHOB U OpraHu3aluil, T.e. PU3NUYeCcKue JIHIa, IPUCOSTNHEHHbIE
K yueTHbIM 3anucsm OI'B.

[Tonp3oBaTenn MOJYy4arOT BO3MOXKHOCTH OJHOKPATHOW ayTeHTHU(UKAIMU. DTO O3HAYaeT, 4TO
npoias mpoueaypy ayreHtuduxanun B ECHUA, monmp3oBarenh MOXET B TEUEHHE OJIHOTO CceaHca
paboThl BOUTH B HECKOJIBKO CHCTEM, M IPU 3TOM MOBTOPHO BBOJAUTH JIOTHH U MApOJIbh HE TOTpeOyeTCs.

C nenpio obecnieuenus ykazanHoro ¢pynkiuonaita B ECUA peann3oBaHo /1Ba albT€pHATUBHBIX
MEeXaHHM3Ma, KOTOpbIE MO3BOJSIOT pa3pabOTUMKy MCIOJIb30BaTh HauOosiee MOAXOIAINIMHM ISl €ro
CUCTEMBI:

—  MEXaHW3M, OCHOBaHHBIN Ha cTtangapte SAML Bepcun 2.0;

—  MexaHwu3M, ocHOBaHHBIN Ha Moaenn OAuth 2.0.

AyTeHTH(QUKALUSA ¢ UCNIO0Jb30BaHHeM cTanaapTta SAML

ECHA wucnonezyer crangapt SAML Bepcun 2.0, kotopsiid Obl1 pazpadoran B 2005 romy
koHepaoM OASIS. SAML 6asupyercs Ha s3sike XML wu ompenenser cnocoObl oOMeHa
uHpopmanueit 00 ayTeHTHU(UKALUU MOJb30BaTeNeH, HMX IOJHOMOYMAX U MICHTU(UKAMOHHBIX
naHHbIX. B cooTBeTCTBUU C MpUHATON B 3TOM cTaHaapte tepmuHoiorueii, ECUA BeicTynaer B ponu

noBepeHHoro mocraBimuka wuaeHtuukammu (ldentity Provider), a cuctema BbICTYHaeT B poid
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nocrasmka yeyr (Service Provider)®.
O6u1as cxema noakiouenus cucrembl K ECUA mpecrasieHa Ha pUCYHKE HUKE.

bpaysep
nosib3oBaTtesns
(HTTP User Agent)

HTTPS HTTPS
SAML 2.0 SAML 2.0

nc ECUA

MocTaBLWKK ycnyr MocTaBWWK naeHTUGUKaLUN
(Service Provider) (Identity Provider)

Pucynok 1 — Cxema B3anmogeiictsust UC ¢ ECUA c nenbio naeHTudUKanuy 1 ayTeHTU(QUKALNNA C

ucronp3oBaHueM cranaapra SAML 2.0

AyTeHTHQUKALUA ¢ HcnoJab30BaHueM moaean OAuth 2.0

B ECHA co3gaH MexaHM3M ayTeHTH(UKAIMM  [OJb30BaTeNiell, OCHOBAHHBIM Ha
crerudukanusax OAuth 2.0 u pacmmpennn OpenlD Connect 1.0.
ITpotokon OAuth 2.0 ompeernseT B3aUMOCHCTBHE CISAYIOIIUX CTOPOH:

— BHajeneln pecypca (resource owner) — CYIIHOCTb, KOTOpas MOXET MpPeJOCTaBUTh JOCTYN K
3alUIaeMoMy pecypcey (Hampumep, pusruecKoe JIIo, 3aABUTEIb);

— cucreMa-KiaueHT (client) — mpuiIokeHHe, KOTOpPOe 3ampamiuBacT JOCTYN K 3allHIaeMOMY
pecypcey OT UMEHH €ro BIIaJIelblIa;

— cepBuc aBtopu3anmu (authorization server) — cepBHUC, KOTOPBIA BBITYCKAET IJISI CHUCTEMBI-
KJIMEHTa MapKepbl HACHTU(PHUKAIIUH C pa3pelIeHUsIMU OT BJIJIENIblIa pecypca, a TaKkKe MapKephl
JIOCTYTIA, TO3BOJIAIOLINE MOTYYaTh AOCTYI K JAHHBIM;

— TOCTaBUIMK pecypca (resource server) — cepBHC, 00ECIeUnBaOIMK TOCTYI K 3alllUIIaeMoOMy
pecypcy Ha OCHOBE IPOBEPKHU MapKepoB HIACHTU(HUKAMH U MapKepoB JOCTyHa (Hampumep, K

I/I,I[eHTI/I(i)I/IKaI_II/IOHHBIM JaHHBbIM HOHI)SOB&TGJ'IH) .

s [ToapoGHoe onmucanue cxeMbl HHTETpany nocpeactBoM SAML 2.0 npencrasieHo B puiokeHnu b.
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[Mpotokosr OAuth 2.0 mpearnosaraer ucrnonb3oBanue mMapkepa uaeHtudukanuu (ID Token) B
LENIAX TPOBENCHUS WACHTH(PHUKAIMKA U ayTeHTH(HKAIMU TOJIb30BaTeNss. Mapkep HUIACHTU(DUKAIIH
COZIEPKUT MACHTU(UKAIIMOHHBIC TaHHBIEC MOJIH30BATENs, a TAKXKE DA CIIy>)KEOHBIX MMapaMeTpoB (Jara
BBIJJaYM, BPeMsI OKOHYAHUS CPOKa JICHCTBUS U TIp.).
Jns wumoctpanuu ucnoib3oBanus nporokoida OAuth 2.0 B ECUA npunsta cinenyromias
TEPMHUHOJIOTHSL:
— BIQJENEI pecypca — 3TO MOJIb30BaTENb;
— CHCTEeMa-KJIMEHT — 3TO HH(pOpMAaIMOHHAs cucremMa wuHTerpupoBanHas ¢ ECHUA c¢ mensro
UIeHTU(UKAIIMY U ayTCHTU(PHUKALUK, HAIPUMED PErHOHAIBHBIN TOPTAJ YCIYT;
— CEepBUC aBTOPH3ALIUU U MTOCTABIIMK pecypca — 310 ECHA.
O6mas cxema mnoxakmoueHus cucreMsl kK ECHMA gans mpoBeneHus ayTeHTH(DUKAIUU

MMpEACTaBJICHA HA PUCYHKE HHIKC.

Bnapeney pecypca
@ bpaysep
’ nonb3osartens

HTTPS HTTPS

rd N

nc ECHA

HTTPS < CepBuC aBTOPU3aLMM
REST-> P P 4

C cnucrtema-KnamenT /

<|_|OCTaBLLI,MI-( M,CI,EHTVId)I/IKaLI,MVD

Pucynok 2 — Cxema nogxkioueHus cucreMsl K ECUA
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3.1

Kak o0ecnneuuts Bxoa noJsb3oBaresieil yepe3 ECUA

Uto0Obl IpeAOCTaBUTh IMOJIb30BATENSIM Ballleld CHCTEMBI BO3MOKHOCTh BXoIuTh uepe3 ECUA,

UCTOJNB3ys TOT WM HMHOM MEXaHW3M, CO CTOPOHBI MOJKJIIOYAIOUICHCS CHUCTEMBI HEOOXOIUMO

00€eCIIEUnTh:

1.

3.1.1

Peructparmuio UC B peructpe undopmanuonusix cucteM ECHA (momath 3asBKy B
cooTBercTBHE ¢ Permamentom”).

Peructpariuio cucTemsl ¢ IENbI0 UASHTU(PUKAIMU U ayTeHTU(UKAIIMA B TECTOBOW Cpelie B
COOTBeTCTBUH ¢ PermamentoM’. VICIONHEHHE STOH 3asBKM MPELOCTABISET BO3MOXKHOCTH
y4acTHUKY Mpou3BoAUTH B3aumo/eiicteue ¢ ECUA B TecToBoii cpene.

BrimonmHeHne 10paOOTKH WHTETPUPYEMON CHCTEMBI C IENbI0 00CCIeUYCHHS TOICPIKKH
BBEIOpAaHHOTO MEXaHW3Ma HICHTU(PUKALINN U ayTCHTH(PUKAIH.

[TonkitoueHue MPOIYKTUBHOW BEPCHUU WHTETPUPYEMOW CHCTEMBI K MPOAYKTUBHOHN cpene
ECHA myreM HampaBlieHUs 3aIBKU B COOTBETCTBHUH C PernamenTtom’.

Jlaytee ka)IpIi M3 MIaroB JIJIS KaXJI0T0 MEXaHU3Ma ayTeHTH(DHUKAIINN PACCMOTPEH MOAPOOHEe.

AyTeHTH(UKAIMSA ¢ HCMOJb30BaHUeM cTaHaapTta SAML

1 u 2 mar: [ogaTs 3asiBKY HA NOAKJIIOYEHUE

3asBka nogaercs oneparopy UDII cornacuo Pernamenty (pasnuen 6).

3 mar: JlopaGoratp cucremy

Pexomenayemast mocneqoBaTeIbHOCTD IEHCTBHIN:

ChopmynupoBath (yHKIHMOHAJIBHBIE TpeOOBaHMA K B3aUMOJCHCTBHIO CBOEH CHCTEMBI C

ECHA. Jlns 3TOrO CleyeT:

—  M3YYHUTh PEKOMEH]IyeMble CIIECHapHH UCIIOJIb30BAHUS U BHIOPATh HYXKHBIE;

—  ONpelenuTh TMepeyeHb CBEACHHN O Toyib3oBaTene, koTopelie Bamed MC Ttpelyercs
nostydats 3 ECUA B yrBepxaenusax SAML;

—  OompeAenuTh TpeOOBaHUS K YPOBHIO IOCTOBEPHOCTH MIEHTH(UKALIMU TOIb30BaTENS (CM. II.

4.1.1).

4 Pasxen 6 Permamenra.
5 Pa3nen 9 Perinamenra.
6 Pasgen 10 Pernmamenra.
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2. IlpeacraBuTh MM CAMOCTOSATENILHO CTCHEPUPOBATh (HAIPUMEp, C IOMOLIBbIO yTHIUTHI Keytool
u3 cocraBa Java Development Kit) pans cBoeil cucremsl cepTuduUKaT  KiIroya
HEeKBATM(UIIUPOBAHHON 3JIeKTpoHHON moamucu B (opmare X.509 Bepcum 3. Ceprudukar
Tpedyercs mia unaeHtudukamuu HMC npu  B3aummoneiictBuu ¢ ECHA. Jlomyckaercs
UCITIOJIb30BaHUE CAMOIIOANUCAHHOTO cepTudukara. CnenuanbHble TpeOOBaHUA: aITOPUTM
RSA, nnuna kmoua 2048 6ut. bonee moapobnyto nadopmanmio o ceprudukare X.509 MoxHO

IOCMOTPETH 110 cchuike http://tools.ietf.org/html/rfc5280.

3. PeamuzoBate mHTEepdeiicel mocraBmuka ycryr SAML. B kadecTBe MCXOAHBIX JAaHHBIX IS
pa3paboTKH ClIeyeT UCIIOIb30BaTh:
—  (QyHKIMOHANBHBIC TpeOOBaHUs, cHOPMUPOBAHHBIC Ha | 1mare;

— cneuudukanus SAML 2.0 (nocrynna mo ceeuike http://saml.xml.org/saml-specifications),

B TOM uucie ornmcanue npodrier Web Browser SSO, Assertion Query/Request, Single
Logout Profile;
— crneuudukamus Interoperable SAML 2.0 Web Browser SSO Deployment Profile

(moctynHa mo ccwuike http://saml2int.org/profile/current);

— onucanue ¢QopmaroB u mpumepsl coobmennit SAML B ECHUA (cm. m. b.4-b.7
npuiokeHus b);

— PEKOMEHJALUMM II0 MCIHOJIB30BAHUIO TOTOBBIX pEAIM3alUi IOCTAaBUIMKOB YCIYI C
OTKPBITBIM KOJIoM (cM. 1. b.2 mpunoxxenus b).

4. JlopaboTaTh nu3aiiH caiiTa, BBIOpaB MecTo AJis pa3MmeleHus: KHonku «Boiitu uepes ECUA» u
peanan30BaTh B CUCTEME JIOTHKY 00paOOTKH JIaHHBIX O MOJIb30BaTeNsX, noinyyaeMbix 3 ECHA.
Henonyctumo orobpaxars crpanuny ayrentudukannu ECHUA Bo dpeiime caiira.

5. OOecrieunTh B COOTBETCTBUM € TpeOOBaHMSMHM 3aKOHOJATENbCTBA KOMIUIEKC Mep,
HEOOXOIUMBIX Al o0ecrieyeHus UH(OPMAIIMOHHON 0€e30MacHOCTH M 3aIlUThI IEPCOHATBHBIX
JAHHBIX TIOJb30BaTeNed, TMONIydyaeMblX HH(OPMAIIMOHHONM CHCTEMOM B Ipoliecce ee
B3aumoencTBus ¢ cucreMol ECHA.

6. 3arpy3uTh aKTyalbHbIC METaJaHHbBIE MTOcTaBIIMKa uaeHTHuKkammn ECUA:

— MeTaJlaHHble TeCTOBOro mnocTaBiiuka uaeHtudukanuu ECUA omyOnukoBaHBI MO CCHUIKE

https://demoX-esia.gosuslugi.ru/idp/shibboleth’:

7
3nech u nanee X B CCBUIKE — YUCIO B 3aBUCHUMOCTH OT AeMO-cpelbl. KoHKpeTHyro nemo-cpeny ams
perucTpalyy yCTaHaBIMBACT ONEPATOp HKCILTyaTaIluH MpH 00paboTKe 3asBKH HA PErHCTPALIUIO.
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http://tools.ietf.org/html/rfc5280
http://saml.xml.org/saml-specifications
http://saml2int.org/profile/current
https://demoх-esia.gosuslugi.ru/idp/shibboleth

— METaJaHHbIC TPOMBIIUICHHOTO TocTaBmuka uaeHTudukanuu ECHUA omyOiukoBaHBI 110

cepuike https://esia.gosuslugi.ru/idp/shibboleth.

7. TloaroToBUTh METAaHHBIE HMHTETPUPYEMOW CHCTeMBbl (MOCTAaBIIMKA YCiIyr). UtoOwl

MOATOTOBUTL UX NPABUJIBHO, PECKOMCHAYCTCSA UCIIOJIB30BATh CICAYIOIINUC NCXOAHBIC JaHHBIC:

onucanue (aiia Mmeragannbix (1. b.5 npunoxenus b);
— mabsoH ¢aitna metaganHbix (1. b.6 npunoxenus b);
— TpeboBaHMs Balllell CUCTEMBI K THITY YYETHON 3aIUCH:

- TUO  pOJM  MOJB30BATEN (pusnyeckoe  NUIO,  UHIUBUAYATbHBIN
NpeANpPUHIMATENb, TPEACTABUTENS OPUAMYECKOTO JIMLA, TOJHKHOCTHOE JIHIIO
rocyaapcTBeHHoOU opranusaium) — 6ok SupportedGlobalRoles 1 MmeTaganHbIX;

- jJomycTuMblii Meron ayreHTudukamuu (mo mapomo, no KOII, ycunennas
ayrentudukamnus ) — 610k SupportedGlobalRoles MeragaHHbIX;

- JIONYCTUMBII ypoBeHb (cTaTyc) y4YeTHOW 3amucu (HOATBEpXKICHA WM
npoBepeHa/Henpoepena) — 610k SupportedAccTypes MeTaaHHBIX.

— TpeOoBaHMs Ballell CHCTEMBI K TIEPEYHIO CBEIEHHUI O IOJIb30BaTeNie, KOTOPBIE HYKHO
nostyuats u3 ECHUA B yrBepxaenusax SAML;
—  cepruduKaT KIr0Ya dJIEKTPOHHOH IOAITUCH.

8. CUHXpOHHM3UPOBAThH CHCTEMHOE BpeMsl CepBepa, Ha KOTOPOM YCTaHOBIIEHA Ballla CHCTEMa
(mocTaBHIMK YCIYT), CO 3HAYEHHUEM TOYHOTO BpeMeHH. PacxoskieHue Oosee 4eM B MHHYTY
MOJKET TMPHUBOJUTH K BO3SHHUKHOBCHHIO OIIMOOK IMPH B3aMMOJICHCTBUM ITOCTABIIMKA YCIYT C
noctaBuukom uaeHtudukanuu ECUA.

9. Ilepenatp omeparopy MOIII meramanHble i 3arpy3Kd METaJaHHBIX MMOCTABIIMKA YCIYT B
tectoByto cpeny ECMA u ornanute B3aumoneiictBue ¢ ECHMA B TectoBoil cpeme. D10

BBITIOJIHACTCS B paMKax UCIIOJTHCHUSA 3adBKU B COOTBETCTBUU C PGFHaMeHTOMs.

4 mar: BeecTn 10padoTKy B IKCIIYaTAILlHI0

1. Tlogarp 3asBKy Ha pErHCTpallvi0 MeTagaHHbIX B mpombinuieHHON ECHA B cooTBercTBUHU C
PermamenTom”. OOparuTe BHHMMaHHE, BMECTE€ C 3asBKOW HYXHO IepelaTh MeTa/JaHHbIe

MOCTaBIIMKA ycayr cinyx0e skcrmyatanuu ECHA.

8 Pa3nen 9 Perinamenra.
o Pasgen 10 Pernmamenra.
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https://esia.gosuslugi.ru/idp/shibboleth

2. Tlocne Ttoro kak cmyx06a skcruryatarun ECHA  BBIIOTHHUT 3asBKY, TPOBEPHTH paboTy

npomeinuieHHoN Bepcun ECHUA ¢ npombIluIeHHOM Bepcuel Balield CUCTEMBL. .

3.1.2 Ayrentudukamnus c ucnoan3osanuem OAuUth 2.0

1u 2 mar: [Hogath 3asiBKY HA NOAKJIIOYEHUE

3asiBka nojaercs corsacHo Pernamenty oneparopy UOII (pa3nen 6).
IIpu ucnons3oBanuu crocoba ayreHTHduKanuu, ocHoBanHoro Ha OAuth 2.0 u pacmmpenus

OpenlID Connect, ve Tpedyercs popMUpOBaHHE METATaHHBIX.

3 mar: /lopaGoraTh cucremy

Pexomenayemas mocinenoBaTeIbHOCTD JICHCTBHN:

1. BrImycTHTh KJIIOUEBOW KOHTEHHEp M CepTH(HKAT KIr0Ya KBAIM(HUIIMPOBAHHON SIEKTPOHHOU

HOJAIMUCHU JJIs MOJKI0YaeMoi MH(pOpMalMoHHON cucteMbl (fHomkeH coxaepxkars OI'PH FOJI,
SBJISIIOIIETOCS ONIEPaTOPOM UH(POPMALIMOHHON CUCTEMBI).
JlonoHUTENBHO NOIEPIKUBACTCS paboTa ¢ KIIFOUEBBIM KOHTEHHEPOM M CepTU(PUKATOM KiIroua
HEKBATM(UIIMPOBAHHON AIEKTPOHHON moanucu B gopmare X.509 Bepcum 3. B atom ciydae
ABJIIETCS JIOIYCTUMBIM CaMOCTOSITEJIbBHO CT€HEpUpOBaTh (HAIpHUMEp, C MOMOIIBIO YTHIIUTHI
keytool u3 cocraBa Java Development Kit) mist cBoeil cuctembl KiItoueBOW KOHTEHHEp U
camonofnucanHeli ceptudukar. Ceprudukar tpedyercs ans uneHtuguxkanuu HNC npu
B3aumozeiictBun ¢ ECUA. ECUA mnoanepxuBaer aliropuTMbl (GOpMHpPOBaHUS JIEKTPOHHOM
noanucu RSA ¢ muno# xitroua 2048 OUT U adropuTMOM KpUNTOrpaHUUEcKOro X3IIHPOBAHUS
SHA-256, a Ttaxxke amroput™m siaekTpoHHoi moxmucu 'OCT P 34.10-2001 u anroputm
kpunrorpaduueckoro xammposanus 'OCT P 34.11-94.

2. PeanmsoBate umHTepdeiicel cuctembl-kimeHTa REST-cepBucoB ECHUA u Momenn KOHTpOIIs
nocryma, ocHoBanHoi Ha OAUth 2.0. [eransHas nHGOpMANUs COACPKUTCS B MPHIOKECHUIX B
ul.

3. JlopaboTare nu3aiiH caiiTa, BBIOpaB MecTo AJs pa3MelneHus kHonku «Boiitu uepes ECUA» u
pean3oBaTh B CHUCTEME JIOTHKY 3alpoca JaHHBIX O MOJIb30BATENAX, OIYy4aeMbIX C MOMOIIBIO
nporpammuoro uHtepgeiica ECUA. HenonyctuMo otobpaxkarh CTpaHMIy ayTeHTU(UKAIUU
ECHA Bo ¢peiime caiita.

4. OOecrieuTh B COOTBETCTBUM C TpeOOBaHMSIMU 3aKOHOZATENbCTBA KOMIUIEKC —Mep,

HEOOXOAMMBIX JIJIsi oO0ecTiedeHUs] HHPOPMAIIMOHHON 0€30MaCHOCTH U 3aIIUThI TIEPCOHATBHBIX
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3.2
3.2.1

JAHHBIX TIOJb30BATENEH, TMONydyaeMbIX HWH(OPMAIIMOHHONW CHCTEMOW B Tpolecce ee
B3auMojieicTBus ¢ cuctemot ECHUA.

CHUHXpPOHU3UPOBATH CUCTEMHOE BpeMsi CepBepa, Ha KOTOPOM YCTaHOBJICH MOCTABIIMK yCIYT, CO
3HaYeHHUEM TOYHOTO BpeMeHH. Pacxoxzaenue Oosnee 4eM B MHHYTY MOXET NPUBOAMUTH K
BO3HMKHOBEHHUIO OIIMOOK TMPU B3aUMOJICUCTBUM TOCTABIIMKA YCIYr C IOCTaBIIUKOM
uneatuduxarm ECHUA.

ITepenarp omepatopy HWDIIl ceprudukar kimroda HEKBATA(DHUIIMPOBAHHOW dSJIECKTPOHHOU
MOJIUCU CUCTEMBI-KJIMEHTA JIJIsl ero 3arpy3ku B TecToByto cpeny ECUA. DTo BbIMonHSIETCS B

10
PaMKax HUCIIOJHCHUS 3aABKU B COOTBETCTBUU C PernamenTom .

4 mar: BBecTu 10padoTKy B IKCILIyaTALNIO

[logate 3asiBky Ha peructpanuio HMC B mnpombiiennon ECHUA B cOOTBETCTBUU C
PermamenTom™. OOpartuTe BHUMaHUE, BMECTE C 3asIBKOM HY)KHO IepesiaTh CepTU(PUKAT KoY
HEKBAIU(UIUPOBAHHON 3JIEKTPOHHONW TMOJIMHUCH CUCTEMbI-KIMEHTa CIIy)KOe SKCIUlyaTaluu
ECHA.

[Tocne Toro kak ciyx0a oskcrmyaranuud ECHA BBINOJIHUT 3asBKY, IPOBEPUTH padoTy

npoMeinuieHHoN Bepcun ECHUA ¢ mpoMmbllluIeHHOM Bepcrell Ballei CUCTEMBI.

Pexomenayemble cueHapuu uHTerpanun no SAML

Cuenapuu ayreHTuguKanuu noJb3osaresaei yuepes ECUA

ba3oBblil cueHapuii ayreHTHGUKALMY [10J1b30BaTe/IA

ba3oBbIM clieHapueM SBISETCsS CLeHapuil ayTeHTH(QUKaUuu (QU3NYEecKoro JiMua (Hampumep,

3a$IBI/ITeJ'I${). OTOT CI_[eHapI/Iﬁ MO3BOJIACT TOJYUYUTH CBCACHUSA 00 HWHIAWBUAYAJIbBHOM IIOJIb30BATCIIC

(¢pu3nyeckoMm nUIE) B MOMEHT ayTEeHTH(PHUKAIUU U COOTBETCTBYeT mpodmmo Web Browser SSO

Profile cranmapra SAML 2.0. CrieHapwii BKITIOUaET CIEIYIONINE TIIaru:

1.

[Tonp30BaTens HaXKMMAET HAa CTPAHUIIE CHCTEMBI MOCTABIIMKA YCIyr KHOMKY «BoilTu depes
ECHUA».
[TocraBuuk ycmyr dopmupyer u otnpasinser B ECHMA 3ampoc Ha ayTeHTHQUKALHMIO U

nepeHanpasisieT Opay3ep mojb3oBaTeNst Ha cTpanuily ayrentudukannn ECUA.

1
0 Paznen 9 Pernamenra.
1 Pasnen 10 Pernamenra.
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3. ECHA mnposepsier, craTyc ayreHTUHUKAIMKM Tonb3oBarend. Eciu nmonb3oBatens B ECUA He
ayTeHTU(UIMPOBaH, TO JUIA MPOJODKEHUS Mpolecca OH JIOJDKEH MPONTH ayTeHTH(HKAIHIO
OJIHMM M3 JIOCTYITHBIX crioco0oB. Ecnu monb3oBatens emé e 3apeructpupoad B ECUA, To on
MOJKET MEePEeNTH K IPOIECCY PETUCTPALUH.

4. Korma momnw3oBatenb ayreHTuduiupoBad, ECHA mpoBepseTr, 4To ypOBEHb JTOCTOBEPHOCTH
UJACHTU(HUKAIIMA ~ TIOJB30BATENS  COOTBETCTBYET  TPEOOBAaHHMSIM  CHUCTEMBI,  KOTOpBIC
3a(pUKCUPOBAHBI B METAJAHHBIX.

5. Korga mome3oBarens ycnemno ayreHtuduiupoBad, ECHMA mnepemaér B cucreMy OTBET Ha
3aIpoc ayTeHTU(HUKALIMY, KOTOPBIN coepKUT Habop yrBepxkaeHuit SAML (SAML Assertions)
0 I0JIb30BAaTelIE.

6. IlocraBumKk ycayr NOpUHUMAaeT peuieHue o0 aBTOpHU3alMM IOJb30BATENs Ha OCHOBE

nonyuenHoit u3 ECUA undopmanmu.

MonbzoBaTenb

(uepezeeb-bpayzep) M C EC M A
|
|

; Mons3oBaTens sanpalmeaer pecype
HTTPs GET

. P A

WC Hanpaenaetre EC M,ﬂisanpor: Ha ayTEHTUMKALMIO
. SAMLMTTPs Redirect

Monb30BaTens NPOXO/MT ayTEHTUHUKaLMIO
HTTPs POST I

ECWA HanpaenAeT e VIC oTBET Ha 3anpoc Ha ayTeHTUUEALMK
SAMUHTTPs POST

=

WC npenocraenaer pecypc

o8 Sab e winkel dully e du
NP NPy APy Appp—p——

Pucynok 3 — MnenTudukanus u ayreHTU(GHUKAIUS 10JIb30Bareiei mocpeacrsoM ECHUA mpu ncnosib30BaHUM
SAML 2.0

JIONOJIHUTEIBLHBI  CHeHapuil  ayTeHTH(QUKAIMM  IO0Jb30BaTe]Id B KadecTBe

NpeaACTaAaBUTEC/IA OPranm3aluu
ECHA Taxxe no3Boisier ayTeHTI/I(I)I/IL[I/IpOBaTB IOJIB30BATEIIA B KAYCCTBE NMPEACTABUTECIIA.

— OpUAUYCCKOro JIula,
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- OI'B.

Ora ¢QyHKUUA BOCTpeOOBaHAa CHUCTEMaMH, CPEAM I0JIb30BATENCH KOTOPBIX €CTh COTPYAHMKH
OpraHM3alyii, HalpuMep, BBICTYNAIOIIME KaK 3asiBUTENM YCIYT WM Kak JoJpKHOCTHblE juna OI'B.
Ecnu BKIIOUMTH 3Ty (PYHKUIMIO B METaJaHHbBIX NocTaBiiuka yciayr, To ECUA B orBere Ha 3ampoc
ayTeHTH(UKauuu OyneT nepeaaBarh CBeJeHHMs 00 opraHu3aluM nojb3oBaresd. Eciau nmonb3oBarenb
ABJIACTCS yYaCTHUKOM HECKOJIBKHX opranusanuid, To ECHA npenBapuTesbHO ONPOCUT MTOJIB30BATENS
Ty M3 HHUX, OT JIMLa KOTOPOH OH OCYyWIECTBIsieT ayTeHTH(uKauuio. Ecnu cucrema mopnep>KuBaet
paboTy nosb30BaTeNell ¢ pa3InYHBIME POJISIMHU, TO B MIPOIECCE ayTEHTHU(PHUKAIIMU MT0JIb30BaTEIh OyAeT
HUMETb BO3MOYKHOCTh CJIeJIaTh BBIOODP POJIM, B KOTOPOH OH OyzaeT paboraTh B faHHOH MC.

JUis  mpoBepkM Hanmuuus Yy ayTeHTU(uuupoBaHHOro cotpyaHuka FOJI HeoOXoauMbIx
MOJTHOMOYMH CIIeyeT UCIIOBb30BaTh (PYHKIIMOHA CUCTEeMHBIX rpym (4.2.2.3).

Jis TpoBepKM HANMUUS Y ayTEHTU(HUIMPOBAHHOTO IOJDKHOCTHOTO JIMIA HEOOXOIMMBIX

MOJTHOMOYHI PEKOMEHIYETCsl HCIOIb30BaTh cooTBeTCTBYIONMIce SAML-yTBepkaenue (1. 4.3.3).

CueHapuii ¢ yCTAHOBKOM JIOKAJIbHOM CeCCHH

Kak Tonmpko  mosib3oBaTens — mpowen — ayreHTu¢gukauuto, ECHA  ycraHaBnuBaer
I10JIB30BATEIBCKYIO CECCHIO, MPOJOJDKUTENIBHOCTh KOTOPOH cocTasisieT 3 yaca. dakT Havana ceccun
3anuchIBaeTcs B (aiine cookie, KOTOPBI XpaHUTCS Ha KOMIIbIOTEpe MoJib3oBarens. Cucrtema MoKeT
YCTQHOBHUTB Ul II0JIb30BATENsl CBOKO <UIOKAIbHYIO» CECCHIO. PexkoMeHayemas MpoJOLKUTENBbHOCTb
ceccud — OT 15 muHYT 1o 3 wacoB. Ilpn 3aBeplIeHMHM <«IOKAJbHOW» CECCUU CHCTEMA JIOJDKHA

HanpasisaTh B ECUA HOBBIH 3anpoc Ha ayTeHTU(PHUKALHIO.

CueHnapuii ¢ aBTopu3anueii NoJb30BaTeNs

Cucrema ECHA o6nagaer (QyHKIMOHAJIOM [0 MPEJOCTABICHUIO TOCTaBIIMKY YCIYyT
nH(pOpMaluY, Ha OCHOBAHUU KOTOPOW BO3MOKHO NMPOBE/ICHUE aBTOPU3ALUU ayTeHTHPHUIIMPOBAHHOTO
nojp3oBarens. Pemenue 00 aBTOpH3alMM TOJIb30BaTeNsl NPUHUMAET CHUCTEMa, B KOTOPYIO
noJp30BaTesb aBTopuszyercs (Tadmuma 1).

Tabnuia 1 — TpeGoBaHus K aBTOPU3AIMH TTOJIH30BaTEICH

TpedoBanus PexoMenayemoe pemenue

Tpebyercsa 3HaTh uyTO-TO O moJb3oBarene it | JaBare moctyn mnocne mnomyuenus u3z ECHA
OJTHOTO ceaHca paboOThl (HampuMmep, UM, | OTBETA Ha 3allPOC ayTeHTU(UKALIUHU COAEPIKAIIETO
KOTOPBIM MTOATMUCHIBATh KOMMEHTapuu | TpeOyeMblil HA0Op CBEAECHUN O MOJIb30BATEINE.

nosib3oBatens). Her HeoOXomuMocTh XpaHUTh
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JaHHBIE 00 AaKTUBHOCTH IIOJIB30BATENs  JIO
CJIEIYIOILErO CeaHca.
TpeOyercss 3HaTh 4TO-TO O Tmodb3oBarene | [laBarb moctynm mocne mnonydenus u3z ECHA

(manpumep, ®MO, email u ap.) U ATUTETHHO

XPAaHUTDH M0JIb30BaTEIIbCKUM KOHTCKCT

(HaCTpOMKH, 3a5IBKH, KOMMEHTAPHH ).

OTBETa Ha 3aMpoc ayTEHTHU(PHUKAINN COJEPIKAIIETO
TpeOyemblii HaOOp CBeACHUH O TMOJIB30BATEIE.
[pu TI0JIH30BATEIIS

IIEpBOM BX0OAC

PErHCTPUPOBATh ero UJICHTU(DUKATOP
nosib3oBatenst (userid). B nmanpHeimeM XpaHUTBH
MOJIb30BATEILCKHM KOHTEKCT B IMPHUBA3KE K 9TOMY

UICHTHPHUKATODY.

Tpebyercsa orpaHnuuTh HAOOp MPEAOCTABIAEMBIX
¢GyHKIMH B 3aBUCHMOCTH OT THMA YYETHOW
3allMCH, POJM II0Jb30BATEIA, HCIOJb30BAHHOIO

METOAAa ayTeHTI/I(bI/IKaHI/II/I.

HMaBate poctyn mnocie nonydeHus u3z ECHA
OTBETAa Ha 3alpoc ayTEHTH()UKAIINN COEPIKAILETo
TpeOyeMblii HAOOp CBEICHUH O TOJIb30BATEIIE.

HpI/I IIONBITKEC  I1IOJIB30BATCIIA 06paTI/ITLC$[ K

GyHKIUY, 1S TPEJOCTaBICHHS KOTOPOH TeKyIIre

THII yquHOI;'I 3alUucCu  IOJIb30BATCIIdA, POJIb

MOJIb30BATENsl WM METOJ ayTEeHTU(]UKAIIU

SBJISIIOTCA ~ HEIOCTATOYHBIMHU, BBIBECTH  €MY
COOOlIeHNEe C TMOSICHEHUSIMH 10 JalbHEHIINM
NencTBUSIM. PeKoMeHJyeMble COOOIIECHHS IS
pa3NMYHBIX CHTyalluii MpHUBEAeHBI B TaOmuie 2. B
rnaBe 4.1.1 mnpuBeneHbl CBeIEHUS MPO THUIIBI
3alucedl  IONIb30BaTeled W

YUETHBIX ponu

OJIb30BaTEJIEN.

B cnenyromieit Tabnauiie mpuBeaeHb PEKOMEHIAIUK 110 TTPOBEPKE COOTBETCTBUSI TPEOOBAHUSIM

MH(POPMALIMOHHOM CHUCTEMBl THUMA YYETHOH

3allMCu  I10JIb30BaTCIIA,

pojin  MOJIB30BATCIIA U

HUCIIOJB30BaAHHOT'O METOJa aYTeHTI/I(I)I/IKaI_II/II/I, a TaKXKC JaHbl pCKOMCHIAINHU I10 COO6IJ_ICHI/ISIM, KOTOPBIC

CTOUT MNPEAOCTABUTH IIOJB30BATCIIAIM B ClIyda€ HCECOOTBECTCTBUA HX Tpe6OBaHI/I$[M CUCTEMBI H

MPUBEAECHBI PEKOMEH/IAIINY TT0 JATbHEUIIINM IEHCTBUSIM.
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Tabnuua 2 — PekomeHnganuy no HGOPMHUPOBAHUIO TIOIH30BATENS O HECOOTBETCTBUH

aBTOPU3ALUU TPEOOBAHUSIM CUCTEMBI

Curtyanus Kak onpenesiuTh CUTyal M0 YTo co00IIHTH M NPENJIOKUTH
M0JIb30BaTETI0
ITons3oBarens ¢ yuerHow | IIpoananusuposatsb IIpu  goctyne k  QyHKIUAM,
3aMKUChIO c TUTIOM | YTBEPXKICHUE SAML ¢ | TpeOyromuM MIPOBEPEHHOM
«HETIPOBEpEHHAs» TOMbITAJCS | UMeHeM assurancelLevel wiu | yueTHoit 3amucu:
obpatuthcss K GyHkumsaM, | personTrusted (cm. Tabaumy | «/los goctyma BaM  HEOOXOJIMMO

MpeaoCTaBIACMBIM TOJIBKO IJIA
KIIPOBCPCHHBIX» /U
(IIOATBCPKACHHBIX» YUYCTHBIX

3aIMcen.

5)

MPOMUTH  HPOUENYPY  TNPOBEPKHU

CBOHMX NTAaHHBIX. Ecnu Bamm nuunbie

JaHHBIE TOJBKO YTO  IPOLLIH
IPOBEPKY, TO BaM HY)XHO BOHTH B
CHCTEMY IIOBTOPHO.»

Ccbuika Ha IPOBEPKY JAHHBIX:

https://demoX-

esia.gosuslugi.ru/validate

[lpu  nmoctyme k  QyHKUMSIM,

TpeOyromuM MTOATBEPKICHHON
YUYETHOM 3aIUCH:

«dnsg noctynma BaM HEOOXOJIUMO
MIPOUTH

Opoucaypy IIPOBEPKHU

CBOMX JAHHBLIX W TOATBCPKICHHA

AMYHOCTH. Ecimm BBl TOJIBKO 4YTO
HNOJATBEPANIN CBOK JIMYHOCTH, TO
BaM HYXHO BOHTH B CHUCTEMY
MTOBTOPHO.»

Cchplka Ha IPOBEPKY JIaHHBIX

https://demoX-

esia.gosuslugi.ru/validate

[Tons30Barens ¢  y4eTHOH

3alluCbIO C THUIIOM
«IIPOBCPCHHAAY IOIIBITAJICA

oOpatuthcs K  (PyHKIUAM,

[IpoananusupoBath
SAML ¢

umenem assurancelLevel (cm.

YTBEpPXKICHUE

TabsuIy 5)

«ns moctyma Bam HE00X0AMMO
IIPOUTH HIpOoLE

MOATBEPXKACHUS JIUYHOCTU. Ecau

BBl TOJIBKO 4YTO IOATBEPAUIIN CBOIO
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https://demoх-esia.gosuslugi.ru/validate
https://demoх-esia.gosuslugi.ru/validate
https://demoх-esia.gosuslugi.ru/validate
https://demoх-esia.gosuslugi.ru/validate

npeaoCTaBIACMBbIM TOJIBKO IJIA

JIMYHOCThb, TO BaM HYKHO BOWTH B

«TOATBEPKIACHHBIX» YUETHBIX CUCTEMY TIOBTOPHO.)
3aIMcen. Ccrlika Ha MOJTBEPKICHUE

JUYHOCTH:

https://demoX-

esia.gosuslugi.ru/confirm
[Tonp3oBatens ¢ yuerHou | [IpoananuszupoBaTh Ecim HeoOXxoanuma poib
3aIHChIO c poinbio | yrBepxkaenue ~ SAML ¢ | corpynauka  FOJI  wm  Tekymias
(U3NIECKOTO JHIIA TOMBITAICS | UMCHEM globalRole W | ydeTHas  3aluCh  HMEEeT  THUI
obpatuthcst Kk (yHKumamM, | orgType (cM. Tabmwuiy 5) «IOJITBEPXKIACHAY.

[IPEIOCTABIIEMBIM TOJIBKO IS
UII / nonxsaoctubix naur FOJI /

nomxaocTHRIX i OI'B.

«dng noctynma BaM HEOOXOIUMO
BONTM B CHUCTEMYy B KadecTBe

COTPYJIHHUKA IOPUAMYECKOTO JIMLA.

Ecnn BEI SIBIISIETECH
PYKOBOJIUTETIEM FOPUANYECKOTO
JINIIA, BEI TaKKe MOJKETE

3aperucTpupoBaTh YUETHYIO 3aIKCh
IOPUINYECKOTO JIULA
Ccpuika it peructpanuu FOJI:

https://demoX-esia.gosuslugi.ru/org

Ecoun neobOxomuma pons HWII u
TEKyIllass ydYeTHas 3amuch WMEeT
THUTI «TIOJITBEPIKJICHAY.

«Ins goctyma BaM HEOOXOAMMO

BOWTM B CHCTEMY B KadecTBE

WHIMBHIYAITEHOTO
npeanpuHuMarens. Bel  Takxke
MOKETE 3apETUCTPUPOBATH

YUETHYIO 3alUCh WHIUBUIYATBHOTO
MPEATPUHUMATEIIS. »
CcpUika:

https://demoX-

esia.gosuslugi.ru/orgs
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https://demoх-esia.gosuslugi.ru/confirm
https://demoх-esia.gosuslugi.ru/confirm
https://demoх-esia.gosuslugi.ru/org
https://demoх-esia.gosuslugi.ru/orgs
https://demoх-esia.gosuslugi.ru/orgs

Ecmu HeoOXxoanuma pOJIb
nojpkHoctHoro suuma OB m
TeKylllasg ydYeTHas 3aluch HMEeT
THUII «IIOJITBEPKJICHA .

«ns nmoctyma BaM HEOOXOIUMO
BOWTH B CHUCTEMY B KayecTBe
JNOJDKHOCTHOTO — JIMLAa  OpraHa
roCy/1apCTBEHHOW BJIACTH.)

Ecmn II0JIb30BAaTENb UMeeT
HETIPOBEPCHHYIO/TPOBEPEHHYIO
YUETHYIO 3allliCh, TO HEOOXOIAMMO
ero npouH(GOPMUPOBATH 0
HEOOXOJUMOCTH  IOATBEPKJICHUS
JTMYHOCTH. 310 SBIISICTCS
HEOOXOJUMBIM TPEABAPUTEITHHBIM
YCIOBUEM  JJII  BO3MOXKHOCTHU
MONTyYCHUST TI0JIb30BaTENIEeM  POJIU
nomkHoctHoro Jmna IHOJI, OI'B

unu ponu UII.

Ilonp30oBarens,

ayTeHTU(PUIIUPOBABIIUICS 110
MapoJIt0, MOMBITANICS TOMYUUTh
JOCTYT K ¢byHKIINH,
TpeOyromieil ayTeHTH(PHUKAIIUU

10 AJEKTPOHHOM MOIUCH

[Tpoananu3upoBath
yrBepkaenne  SAML ¢
umerem authnMethod (cwm.

Tabnuity 5)

«dnsg noctynma BaM HEOOXOJIUMO
HCII0JIb30BATh CPEICTBO
KBIN(UIIMPOBAHHON 3JIEKTPOHHOU
noanucu. Ecmm y Bac mnmeercs
CPEICTBO DJIEKTPOHHOM TOATMNCH,
BOMINTE 3aHOBO, MCIOJL30BAaB 3TO

CPEICTBO.»

Ilocne 9TOro COO6H.[CHI/I5I
PCKOMCHAYCTCS PasMECTUTDH
KHOIIKY BbI3OBA CIANHOI'O

3aBCPUICHUA CCCCHUH.
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3.2.2 Cuenapuii eIMHOI0 3aBepIIEHUs CECCUH

B Teuenue neiicTBus ceccun MoOJb30BATENb MOXKET 0€3 NOBTOPHOW ayTeHTU(UKALMU BOWTH B
OJTHY WJTM HECKOJIBKO JAPYTHX cHcTeM, MoakIto4eHHbIX K ECUA. Tlpu BO3HUKHOBEHHH HEOOXOAUMOCTH
B OJHOBPEMEHHOM 3aBEPLICHUM CECCUM BO BCEX CHUCTEMAX MCIIONb3YETCS COOTBETCTBYIOILUN
cueHapuil. EnuHOoe 3aBeplieHHe cecCMM HEOOXOOUMO, HampuMmep, NP H3MEHEHMM JaHHBIX
ayTeHTU(UIUPOBAHHOTO II0JIb30BaTeNsl — B ATOM cilydae i IMOJXy4eHUs HH(DOPMalMOHHBIMU
cucreMaMy B yTBepkaAeHUAX SAML 0OHOBIIEHHBIX JaHHBIX M0JIb30BATENb JOKEH COBEPILIUTD BBIXO
U TIOBTOpHYIO ayTeHTU(ukanuio B VIC.

EnwnHoe 3aBepieHHe ceccMU BBIMONHICTCS B COOTBETCTBUU ¢ mpodmiem Single Logout
craggapra SAML. IIpouecc uHUIMHMpYETCS IOJNb30BATENEM IIPU HAXKaTUM KHONKU «BbIxon» B
cucTeMe MOCTaBIIMKa YCIIyT, peall30BaBLIEro yKa3aHHbIN cueHapuil. HopManmonHas cucrtema He
JOJKHA CaMOCTOSITEIbHO MHULIMUPOBATh €MHOE 3aBEPILECHIE CECCHU.

Cuenapuil BKJIIOUAET CIIEAYIOLINE IIary:

1. Tlonp3oBarenb HaXUMAaET KHONKY «BBIX01» B cucTeMe.

2. Cucrema ¢opmupyer u HampaBisser B ECHA 3anpoc Ha 3aBepUIeHHE CECCUM —
<LogoutRequest>.

3. ECHA ormpenenser oCTalbHBIX YYaCTHUKOB cecCuu. OCTabHBIE YYaCTHUKU CECCHH — JTO BCE
CUCTEMBI, B KOTOpBIE MOJb30BaTenb Bomen yepe3 ECHA Ha mpoTsHKEHHMH TEKyIEH CECCHH.
Ecimn npyrue ygactuku cymiectByror, ECHA ormpasinser 3anpoc <LogoutRequest> kaxxaomy
U3 HUX.

4. Cucrema, nonyuuBiias <LogoutRequest>, 3aBepuiaeT Ha CBOEW CTOPOHE AaKTHBHYIO CECCHUIO
nojb30BaTeis (WIM IMpOBEpsSET, YTO CECCHsl K 3TOMY MOMEHTY YK€ HEakTHBHA). 3aTem
dopmupyert u ornpasiisier B ECUA oTBeT 0 TOM, 4TO ceccus 3aBepiieHa — <LogoutResponse>.

5. Korga Bce ocranbHble y4aCTHUKHM KOPPEKTHO 3aBepuinin cBou ceccuu, ECUA dopmupyer u
otnpanisier oTBeT <LogoutResponse> cucreme, MHUIMHPOBABIIEH MPOLEAYpY 3aBEpIICHUS
ceccur. Ecnm kakoi-TO W3 MOCTAaBIIMKOB YCIYyTr HE CMOr 3aBepmiuth ceccuto, ECHA
0TOOpakaeT IMoJIb30BaTeN0 BeO-CTpaHUIly, HH(POPMHUPYIONIYIO €ro O TOM, YTO Hpoleaypa He
MOKET OBITh KOPPEKTHO 3aBeplieHa M YTO II0Jb30BaTENI0 HEOOXOAMMO Iepe3aryCTHTh
Opaysep.

6. Cucrema, MHUIIMMPOBABILAs MPOILEAYPY 3aBEPILIEHUS CECCUHU, 00pabaThIBaeT MOJYyYSHHBIH OT
ECHUA otBer. Hampumep, nepeHampaBisieT IOJIb30BaTeNlsi Ha BeO-CTPAHUILYy 3aBEpIICHUS

CECCHH.
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3.2.3 ®opMaThI cOO0IIeHN A
OcHoBHbIe ucnosibdyembie B ECHUA dhopmatsl anekTpoHHBIX coobmmennii SAML 2.0:
— 3anpoc ayreHtudukanuu (AuthnRequest);
—  oTBeT Ha 3anpoc ayreHTu(ukanun(AuthnResponse);
—  3ampoc 3aBeplleHUs aKTUBHOM ceccuu noJib3oBatens (LogoutRequest);
—  OTBET Ha 3arpoc 3aBepiieHust akTuBHOM ceccun (LogoutResponse);
JeranpHoe omucanue (HOopMaToB STHUX 3JIEKTPOHHBIX COOOIICHWH, a Takke TpeOOBaHWH K

dhopmMupoBaHHIO MeTagaHHBIX Tt nHTerpanuu ¢ ECUA, conepxuTcs B mpuitokeHuH b.

3.3 Pexomenayemblii clieHApHUii ayTeHTU(PUKAIUN NIPU UHTETPAIUHA 110

OAuth 2.0

ba3oBrlii cueHapuii ayTeHTHPUKALMU

ba30oBbIM crieHapueM ayTeHTU(HKAMU MpH uchoib3oBanuu npotokon OAuth 2.0 sieusiercs
ClieHapuil ayTeHTU(UKauuu (PU3MYECKOT0 JIMLa (Harpumep, 3assBUTENS).
CueHapuil BKIIOYAET CIEAYIOIINE Iaru:

1. Tlonp3oBaTenb HaXUMaET Ha BeO-CTpaHUIIE CUCTEMBI-KIIMEeHTa KHOTIKY «Boiitu uepes ECHA».

2. Cucrema-knueHT Qopmupyer u otmpasiaser B ECHMA 3ampoc Ha ayTeHTH(UKALUIO U
NepeHaripaBiisieT Opay3ep Moib30BaTeNs Ha ClIeNalbHY0 CTPAHUILY PEAOCTaBICHUS 1OCTYIIA.

3. ECHA ocymiecTisieT ayTeHTH()UKAUIO MTOJIE30BATENS OJTHUM U3 JIOCTYITHBIX crioco0oB. Ecim
noJsib30Barenb emé He 3aperucrpupoBaH B ECHUA, To OH MOXeT nepedTH K mpoueccy
pETUCTPALMH.

4. Kornma mnonb3oBarens ayreHTu¢uuupoBaH, ECHA coobmaer mosib30Barento, 4To CHUCTEMa-
KJIMEHT 3alpalluBaeT JaHHble O HEM B LEIIX TMpOBEIEHUs UIACHTUPUKAIMK U
ayTeHTU(UKALIMH, IPEIOCTABIISIS IEPEYCHb 3alpallIiBaeMbIX CHCTEMON-KIMEHTOM CBEICHUH.

5. Ecnu monb3oBarenp JaeT pa3pelieHue Ha MPOBEJCHUE ayTeHTU(UKAIUN CUCTEMOM-KIMEHTOM,
10 ECHA BBIIa€T CHCTEME-KIMEHTY CIIENHAIbHBIN aBTOPU3AIMOHHBINA KOJI.

6. Cucrema-kimueHt Gopmupyet B aapec ECHUA 3ampoc Ha moirydeHne MapKepa HIeHTH(DUKAITIH,
BKJIIOUAs B 3aIIpOC MOJyYEHHBIN paHee aBTOPU3ALIMOHHBIA KO,

7. ECHA mpoBepsieT KOppEeKTHOCTh 3ampoca (HampuMep, YTO CUCTEMa-KIMEHT 3aperucTpUpOBaHa

B ECHUA) 1 aBTOpHU3aIIMOHHOTO KO/Ia U TIEpejaeT CUCTEME-KIMEHTY MapKep HUACHTU(UKALINY.
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8. CucreMa-KJIMEHT H3BJICKACT HACHTHU(PHKATOP IMOJB30BaTEIs M3 MapKepa HISHTH(UKALUU.
Ecnu wpeHTudUKATOp TMONMy4eH, a MapKep MpPOBEpPEH, TO CHUCTEMAa-KIUEHT CYUTAeT
MI0JIb30BATENsI ayTEHTH(PHUIINPOBAHHBIM.

[Tocne momydeHus: mMapkepa WACHTH(HKAIMH CUCTEMa-KIMEHT ucnoib3dyeT REST-cepBuch
ECHUA nns monydyeHus JOTOJHUTENBHBIX JAHHBIX O TMOJb30BATeNe, NPEABAPUTEIHHO IIOIYYUB

COOTBETCTBYIOLIMI Mapkep noctyna (cM. npuiioxkenus B u I).

lNMone3oBarens nc ECHA
(4epes seb-Hpayiep) (cHCcTEMa-KNHEHT)

L 3

I
|
| MNonsaoBaTens 3aNpaWKBasT pecype
[
|
|

I i
C WMC HanpasnAeT 3dnNpoc Ha ayTeHTHUdKKa LMD

T -

I |
MNonbioeaTens NPOXOAWMT ayTeHTHdMKa u,b{l-cl

I
Monb3oBaTent AaeT paspelleHMe Ha gochyn K CEOMM daHHLIM
b

ECHMA Bo3epawaeTlaBToOpH3IaUMOHHBIA KO

|
|
|
L
|
|
F
|
|
| T

:

»
- 3aNpoC Ha NONYYEHHME MapHEpa
HAEHTHG KA LWH

)

WC ayTenTHhMUMPYET NONLIOBATENA

F

| |
| I
| |
| |
L 1
I |
" MapKep MOeHTHOMKALMM I
i~ i
| |
| |
| |
I |
| I
I |

Pucynok 4 — Unentndukanys u ayreHTH(HUKAIMS TOJIb30BaTeNeH

M UCIons30Bannu Mexanusma OAuth 2.0

JONOJIHUTEJbHBIA  CHeHAapHil  ayTeHTH(HUKAUMH  IO0Jb30BaTeJd B  KayecTBe

NpeacTaBuTEC/IsA Oprauusanuu

ECHA Tarke mMO3BONSET ayTCHTU(QUIMPOBATH IOJB30BATENsl B KAadeCTBE IPEICTABHTEIS
opranu3zaru, s 3roro UC nomkHa:
— 3anpocuth y ECUA He Tonpko Mapkep uaeHTH(DHUKAIIMN, HO U MapKep MOCTyMa (Ha MOJIydeHHE

JAHHBIX T0JIH30BATEIIA);
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—  C HCIOJB30BaHHMEM Mapkepa jJocTyna u nporpammuoro uHTtepdeiica ECUA, ocHoBaHHOTO Ha
REST, mnomyunth wuHbOpMaInuio O TOM, COTPYIHHKOM KaKHUX OpraHU3aIuil SBISICTCS
10JIb30BATENb;

—  3alpocCUTh y MOJIb30BaTeNs, OT UMEHU KaKOW opraHu3aiuu oH Oyzaer pabotath B manHoil MC
(ecnu MoOIB30BATEND SBISETCS COTPYAHUKOM HECKOJIBKUX OpraHU3alui).

[Ipu neobxoaumoctn HMC Takxke MOXKET NPOBEPATh, BKIIOYEH JHM TOJb30BaTellb B
HEOOXOJIUMBIE CHUCTEMHBIE TPYIIbl IOPUAUYECKOrO JIUIA, SBISETCS JM OH PYKOBOJIUTEIEM
OpraHH3alMH.

HeoOxonnMo moMHUTB, 4TO BBIOOp OpraHM3alud, OT HMMEHU KOTOpoWl Oyner paboTaTb

I10JIB30BAaTCJIb B I/IC, JOJDKCH IIPOUCXOANUTH Ha CTOPOHC camoiri IC ¢ ncnonp30BaHHEM €€ CpCacCTB.

CueHapuii ¢ yCTAHOBKOM JIOKAJIbHOH CeCCHHU

Kak Tompko  mosib3oBaTens — mpowen — ayreHTugukauuto, ECHA  ycranaBnuBaer
MI0JIb30BATEIbCKYIO CECCHIO, TIPOODKUTEIBHOCTS KOTOPO cocTaBiseT 3 yaca. dakt Havyama ceccun
3anmuchIBaeTcsa B (Qaitnie cookie, KOTOPBI XpaHUTCS Ha KOMITBIOTEpE IMoib3oBaTelss. CucremMa MOKET
YCTaHOBHUTH ISl HOJB30BATENs CBOIO «IOKAJIBHYIO» CECCHIO. PekomeHmyemas HpoJoDKUTEIbHOCTh
ceccun — oT 15 MuHyT 1m0 3 uacoB. [Ipu 3aBeplIeHMM <«JIOKalbHOI» cecCMM cHucTeMa JO0JKHA

HanpasisiTe B ECUA HOBBIH 3anpoc Ha ayTeHTU(PHUKALHIO.

CueHnapuii ¢ aBTopu3anueii NoJb30BaTeNs

Cucrema ECHA oOnamaer (QYHKIHMOHAJIOM IO MPEAOCTABICHUIO CHCTEME-KIUEHTY
nH(pOopMalMY, HA OCHOBaHUU KOTOPOM BO3MOKHO MPOBEIECHNE aBTOPU3ALUU ayTeHTUPHUIIMPOBAHHOTO
nonsp3oBarens. Pemenue 00 aBTOpH3alMM IOJIb30BaTelsl IPUHUMAET CHCTEMa, B KOTOPYIO
I10JIb30BATEb ABTOPU3YETCH.

Jiis monydeHus: aBTOPU3AIMOHHBIX JTAHHBIX CIIEYeT MCIIOJIb30BaTh MPOrpaMMHBII HHTEpdeEiic,
ocHOBaHHbIH Ha apxutekrypHoMm ctuiie REST (m. 4.3, npunoxenue [Ipunoxenue B). B atom ciydae
MIOMHMO MapKepa HJIeHTHU(UKALUK CHUCTEMa JIOJDKHA TaKXKe 3alpOCHTh MapKep JOCTYyNa K HYXHBIM
aBTOPU3ALIMOHHBIM JAHHBIM.

ITomyunB mapkep nocrymna, MC MokeT mosyduTh AAHHBIE O IOJIb30BATENE U HA UX OCHOBE

IMPUHATH PECHICHUC O MMPEAOCTABIICHUHU JOCTYIIA ITOJB30BATCIIO K CBOUM pECypCaM.
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3.4 TpeboBanusi K BU3yajabHOMY 0()OPMJIEHHIO BXO0/1A MOCPEICTBOM

ECHUA

[Tpu ucnons3oBanuu ECUA i uaeHTuGUKANK U ayTeHTH(PHUKAINN TI0JIb30BaTENEH, a TaKKe
JUI UX perucTpalnyy, BapuaHThl pa3MELEHUs] KHOMOK JUIsl BX0/la MOTYT Pa3jMyaThCsl B 3aBUCUMOCTHU
OT crieHapus ucnosb3zoBanuss ECHUA:
—  ayTeHTH(HKAIH UCKIIUNTENbHO ocpenctsoM ECUA;
— ayrentudukanus nocpeactBom ECHA B kadecTBe OJHOTO M3 BO3MOXKHBIX BapHUaHTOB
ayTeHTH(UKAIIH.
HeszaBucumo oT BBIOpaHHOT'O clieHapus, IpU 0(OPMIIEHUH BX0/Ja B CUCTEMY C UCIIOJIb30BaHUEM
ECHA He pexkoMmeHIyeTcs MCIONb30BaTh CJIOBAa «ayTEHTU(UKAIMS» WIM «aBTOPU3ALUS, BMECTO

9TOro CJICAYCT UCII0JIb30BATH CIIOBO «BXOI».

3.4.1 AyrenTuduKanUs HCKIIYUTEIbHO mocpeacteoM ECHUA;

Ecnmu cucremoit wucnonw3yercss ayreHTudukamms nocpenctBom ECHA B kauecTBe
CANHCTBCHHOI'O crocoba aYTeHTI/I(i)I/IKaLII/II/I, TO B O6H.I€M CJIydac pEKOMCHAYCTCA PasMCIaThb KHOIIKY
«Bxom» B BepxHel paBoi 4acTu («B IIANKE») COOTBETCTBYIOIIEH CTPAHHULIBI.

IIpn HaxaTuu Ha KHONKY «BX0a» TOJKHO MPOMCXOAUTH NEPEHANPABICHHUE MOJIb30BATENS HA

ctpanunly ayreHtuduxaryu ECHA B cOOTBETCTBUM € IPUMEHSEMBIM CLIEHApHEM ayTeHTU(PUKAIIH.

3.4.2 Ayrentudukanus nocpeacrsoM ECHUA B kauecTBe 0JHOT0 U3 BO3MOKHBIX

BAPHAHTOB AYTEHTUPUKALUHN

Ecnu cucremoil ucnoneiyercst ayreHtugukanus nocpeacrsom ECHA B xauecTBe 0JHOTO U3
BO3MOXKHBIX CIIOCOOOB ayTEHTH(QHKAIMU, TO PEKOMEHAYETCSl pa3MelllaTh CChUIKY MM KHOMNKY «Bxon
yepe3 ECHA» B manke cOOTBETCTBYIOLIETO CailiTa, PacloJOXKUB €€ PSAOM CO CCBUIKOM (KHOIKOH),

MO3BOJISIONIEH BOWTH B CUCTEMY IPH IMOMOIIM aTbTEPHATUBHOIO IIpOBaiiiepa ayTeHTU()UKALIUY.
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4 BEJAEHUWE PEIT'HCTPOB ECHUA

[Tpomeccel U MexaHM3MBI BeldeHHs JaHHbIX peructpoB ECHMA umeror cBowo cnenuduky B

3aBUCHUMOCTH OT PErucCTpa U TUIIA I10JIb30BaTECJIA. HepequL MCXaHU3MOB U IIPOLCCCOB IMPCACTABJICH B

Tabimue 3.
Tabmuua 3 — OcHOBHBIE MeXaHU3MBI BeieHus peructpoB ECUA
IIpouecc Peructp Mexanusm Cenlka Ha pasaen
JAOKYMEHTAa
Peructpanus | Peructp Be6-unrepoeiic 41.1
(pH3HUIECKHX JIHIL [IporpammHsIil nHTEpQEIiC, [Tpunoxxenue /1
noctynHbii uepes CMOB
Peructp Be6-unrtepdetic 4.1.2
IOPUJINYECKUX JTUIT
Peructp OI'B [HerictBus cornacHo PernameHry 4.1.3
Peructp UC Jencrus coriacHo Periiamenty 414,415
VYupasnenue | Peructp Be6-unrtepdetic 421
JTAHHBIMH (bU3NIECKUX JIHIT
Peructp Be6-unrepoetic 422
IOPUJINYECKUX JTUI]
Peructp OI'B Be6-unrepoeiic 4.2.3
[Iporpammusriii naTepdeiic SOAP 4.2.3, Ilpunoxxenne A
JeiictBust cornacHo PersiaMeHTy 4.2.3
Peructp UC Be6-unrepoeiic 4.2.4
HeiictBus cornacHo Pernmamenty 424
ITonyuyenue Peructp [IporpammHbIif nHTEpQEiic Ha 4.3, IIpunoxenue b
JAHHBIX (bU3NUECKUX JIHIL ocHose SAML

[IporpaMMHBIil nHTEpdEIic Ha

ocunose REST

4.3, lMpunoxenne B

Peructp

IOPUINYICCKUX JIUI]

[IporpammHbIif nHTEpdEiic Ha

ocuose SAML

4.3, Ilpunoxenne b

[IporpaMMHBIil uHTEpdEiic Ha

ocuoBe REST

4.3, MMpunoxenne B
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Peructp OI'B

[IporpammHsIif nHTEpQEiic Ha

ocnose SAML

4.3, IIpunoxenue b

[Tporpammusrit uaTepdeiic SOAP

4.3, Ilpunoxenue A

Peructp UC

[IporpammHsIif nHTEpQEiic Ha

ocunose REST

4.3, IMpunoxenue B

4.1 Perucrpanus

4.1.1 Perucrpanusi GpusmyecKHuX JIUIl U MOJyUYeHHe PoJieit

B ECHUA npenycMOTpeHbI CIEAYOUINUE POJIU MOJIb30BaTENEH:

— (usnMYecKue 1A, UMEIOIINE YISTHYIO 3amuch B peructpe ¢pusndeckux aun ECUA;

— HWHIUBUAYAJIBHBIC MPCANPUHUMATCIN, T.C. (1)I/ISI/I‘~I€CKI/I€ Juina HUMCHOIIMEC IMPU3HAK

WHAUBUAYAJIBHOI'O IPCAIIPUHUMATCIISA;

— HOJDKHOCTHBIC JIMIAa HOPUAWYCCKUX JIML, T.C. C];)I/I?;I/I‘-ICCKI/IG Jjia, NpuCoCAUMHCHHLBIC B

ECHA « yuerHbIM 3anucsam ropuandeckux jun ECHUA;

— HOJDKHOCTHBIC JIMlIa OPraHoB U opraHmauHﬁ, T.C. (1)I/I3I/I‘-IGCKI/I€ Junia, MpuCoOCANHCHHBIC

B ECHA k yuernbim 3anucsam OI'B.

Hanuume y IMOJIB30BAaTECIIA

poiin IIO3BOJISACT I/IH(I)OpMaI_[I/IOHHBIM CUCTCMaM,

B3aumojeiicteytomuM ¢ ECUA, ucnonb3oBarh 3Ty MHGOPMALUIO ISl BBHIIOJHEHUS COOCTBEHHBIX

MPOIIECCOB (HAIPUMED, JIJISI aBTOPU3AIIHH).

ITone3oBarenu mMoryt nMers B ECHUA omgHy wim Heckosbko posiel. ba3oBoil sBisieTcss poJib

(I)I/I3I/I‘-ICCKOFO JIM1a: YTOOBI MOJIYYUTh OJHY M3 YKA3daHHBIX pOJ'ICfI, IOJIB30BATCJIb JOJIZKCH OBITh

MepBOHAYAJILHO 3apPETUCTPUPOBAH B KauecTBe (PU3MUECKOTO JIULIA.

B ECHA npenycMOTpeHbl yuyeTHBIE 3auicu (U3MYECKUX JIUI CIEAYIOIUX TUIIOB, KaXabld U3

KOTOPLBIX COOTBETCTBYCT OIIPECACIICHHOMY YPOBHIO I/II[eHTI/I(i)I/IKaHI/II/I I10JIb30BAaTEIIS .

— HEMpOBEpeHHas Yy4yeTHas 3aluch (COJNEPKUT MHUHUMANIbHBIA HAOOp JaHHBIX O

MOJIb30BaTeNe);

— TIpOBepeHHas y4eTHas 3aluch (JaHHBIE O TToJIb3oBaTee nmpoBepeHs B bI' MP);

— TIOATBEpXJCHHAs y4deTHas 3amuch (JaHHBIE O MOjbk3oBarene mpoBepeHbl B BI'MP, a

JINYHOCTD HOJ'IL30B3.T€J'I$I—(I)I/I3I/I‘ICCKOFO Jiuia MOATBEpKACHA OJHUM U3 JOCTYHHBIX

CIIOCOOOB MOJITBEPIKICHUS).

CxeMaTH4HO CBSI3b MCXKAY PpPOJIsIMU W TUIIAMH YUYCTHBIX 3anucei (1)I/IBI/I‘ICCKOFO JIMna

oToOpakeHa Ha puc. .
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Nonb3osarenb cetn
UHTepHer

%

HenpoBepeHHasn yueTHas 3anucb

-

MpoBepeHHan y4eTHas 3anucb

-

MoAaTBep’KAeHHanA yyeTHasA 3anucb

WHauBMAYanbHbIA [onxHocTHOE nLo JonxHocTHOe nuo
npeanpuHumarenb opuagUuYecKkoro amua ors

-

Peructp Peructp OB
IOPUANYECKUX UL,

Pucynok 5 — Tunsl yueTHbIX 3anuceil v ponu nosb3oBarens B ECUA

4.1.1.1 Perncrpanus y4eTHOM 3anucu (pu3nyeckoro Juna

Perucrpanus ydeTHOM 3anucy (pU3MUECKOro JIMLA BO3MOXKHA CIEAYIOIIMMU CIIOCOOaMHU:

1. CamocrosiTenpHas perucTpauus MoJjb3oBareist uepe3 BeO-uHTepdeiic. B stom ciyuae

MOJIB30BATCIIO CaMOCTOATCIBHO HYKHO HpOfITPI CJICOAYIOIUC IIaru:

perucTpanusi HEMpOBEPEeHHOH y4YeTHOH 3amucu mojib3oBarens (TpeOyercss yka3aTh
(bamunuio, UMs, OAMH W3 BO3MOXKHBIX IOJATBEPXJACHHBIX KaHAJIOB KOMMYHMKAIUU —
MOOUJIbHBIN TeTe()OH MK apec AINEKTPOHHOM MOYTHI);

MepeBOl YYETHOM 3alucu B COCTOSIHME MPOBEPEHHOM (BKIIIOYAaeT B ceOs 3aloJHEHue
MIOJI30BATEIEM JIMYHBIX JAHHBIX, WHULIUUPOBAHUE IMPOLEAYPHI NPOBEPKH JUYHBIX
nanHbix B BI' P u aBromMaTtnueckyro BepupUKauio JUYHbIX JaHHbIX B BI'P).

MepeBoJ] YYETHOM 3aluCU B COCTOSHHUE TOATBEPKACHHOM (BKIOYaeT B cels

MNOATBCPKACHUC  JIMYHOCTU  IIOJIB30BATC/IAI OJHUM H3  JOCTYIHBIX crmoco0oB
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12
MNOATBCPXKACHUA — C IOMOIIBIO O6paH_[eHI/I$I B OJMH U3 LCHTPOB O6CJIy)KI/IBaHI/I$I ;

OTIPABKOM KO/a MOATBEPKIECHUS JIMUYHOCTHU 110 IouTe WK ¢ noMoiubio KOII).

2. PeFI/ICTpaHI/IH IIOJIB30BATEIIA B OAHOM M3 HCHTPOB O6CJ'Iy>KI/IBaHI/I$I, ncC KOTOPOI'o OCYIICCTBIISACT

BBI30B OIIEpAIMil ¢ UCIIOJIb30BaHUEM IporpammHoro narepdeiica ECUA, ony01MKoBaHHOTO B

CMDB. Jleranpnas wunpopMmamms o mnporpammHoM wuHTepdeiice ECHUA pasmemiena B

npunoxenun . B pesynprare perucrpanuu B LEHTPE OOCITY>KMBAHHS IOJIB30BATENb CPazy

MOJy4aeT NOATBEPKACHHYIO yueTHYIo 3anuch ECHUA.

4.1.1.2 Haznauenue poJieii

Haznauenue Bcex pomneit ¢usmueckoro nmma B ECHUA ocymecTBisiercss ¢ MOMOIIBIO BeO-

uHTepdeiica. B nomonHeHne K 3TOMYy Ha3HAYEHHE POJH JIOJDKHOCTHOTO JIMIIA MOXKET OBITh TaKkKe

MIPOM3BEICHO C TIOMOIIBIO CIIEIMAIBHOTO 3JIeKTpoHHOTO cepBrca SOAP.

I[eTaJ'IBHaSI I/IH(I)OpMaLII/ISI O Ha3HAYCHHHN OCHOBHBIX pOJ'I@fI (1)I/I3I/IIIGCKOFO Juna 1npeacraBJICHA B

Tabmuie 4.
Ta6muma 4 — CriocoObl Ha3HAYEHUS POJIeH
Poub Cnoco06 Ha3HaAYeHUA POJIH
WunuBuayanbHbIN CamocrosarenbHo yepe3 BeO-untepdeiic ECHA ¢ nomoursio
peaIPUHUMATEND HanpaslieHus 3adBku ¢ JaHHbIMU UIT, BKiTtovaromiei B ceost:

- O®UO;

— WHH ¢usuyeckoro nuna;

— OI'PHMUIL
3asBka npoxoauT nposepky B BI'MP. Ecau B EI'PUII nefictBuTensHo
CyIIECTBYET 3alMChb C YKa3aHHbIMM JIaHHBIM, TO IIOJIb30BAaTElb

MOJIY4acT poJib MHAUBUAYAJIbHOT'O IIPCAIIPUHHUMATCIIA.

I[OJ'DKHOCTHOG JIMIO

IOPUINYCCKOTO JIMa

[Tonyyenue ponu pomxHoctHoro juua KOJI B ECHUA mpoucxoaut B

pe3ynbTare:

— peructpauuu IOJI B ECHUA, B 3TOM ciyyae perucTpupyromui
FOJI monb3oBarens mosydaeT poib AoJbKHOCTHOro nuna HOJI ¢
npaBamu pykoBoautess (cum. 1. 4.1.2);

— TIpUTJIALIEHUS PYKOBOJMUTENEM WU aJMHUHUCTPATOPOM TPODUIIS

2 Mo TTOATBEPKICHUS] TMIHOCTH IIEHTPHI OOCTYKUBAHUS MOTYT HCIIOJIB30BaTh COOTBETCTBYIOIINN
nporpammusiii uaTepdeiic ECUA (cm. m. /1.2 npunoxenus J1).
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KOJI 8 ECHUA cotpynHuka.

[Ipouenypa mnpuriameHuss COTPYAHMKA JJIs I[PUCOSAUHEHMS K

OpraHu3aIlMy BBHINOJHSAETCS C Tomolplo BeO-uHTepdeiica ECHUA.

Bxuttouaet B ce0s cielyromye maru:

1. PykoBomutens wunu aaMuHUCTpaTtop ydeTHoil 3amucu FOJI B
ECHUA ¢opmupyer ¢ mnomompbto BeO-unTepdeiica ECHA
MPUIJIALIEHNE HA MPUCOECIUHEHUE K OPraHU3allMM, BKIHOYAKOLIEe
B ce0s:

— aJpec 3JIEKTPOHHOM MOYTHI M0JIb30BATENS;
—  ©®MHO nonp3oBaTes;
— CHWIJIC nonb3oBares (OMIMOHATIBHO).

2. ECHA otmpaBisieT Ha yKa3aHHBIA aJipec 3JIEKTPOHHON IOYTHI
M0JIb30BATENS MPUTJIAIIEHUE CO CChUIKOM AJI MPUCOEIMHEHUS K
OpraHu3alMH.

3. Tlomp3oBaTenb, UMEIOMMN TMOATBEPKACHHYIO YUYETHYIO 3aIliCh,
BxoauT B ECHUA no cceuike B npuriamenud. Eciu ero ®UO u
CHMWJIC coBnamaer ¢ JaHHBIMH B IPUIJIAIIEHUH, TO OH
npucoeaunsiercss kK ydetHod 3anucu FOJI. ®usnyeckoe nuio

MOJIy4aeT poJib JoJKHOCTHOTrO juna FOJI.

HomxnocTtHoe nuio OI'B

[Ipy Ha3HaueHHMM POJNM JOJDKHOCTHOTO JIMIA C TOMOIIbIO BeO-
untepdeiica  ECHUA YIIOJIHOMOYEHHBIN COTPYAHUK OI'B
(ammunucTpaTop mpoduiast OI'B) momkeH BBIMONHUTD CIIEAYIOIIUE
JICHCTBHSL:

1. Boiitu B BeO-npunoxenue «lIpopune  rocyaapcTBeHHOM

opranm3anumy» (https://esia.gosuslugi.ru/profile/agency).

2. BriOpatb ¢yHKIHIO 100aBIEHUS HOBOTO JOKHOCTHOTO JIHIIA.

3. BBectm nmuHBIE W CITy)KeOHBIE JTaHHBIE TPUCOCIHHIEMOTO
JOJDKHOCTHOTO JIMLIA.

4. TloaTBepauTh  pETHCTpPAlMIO  JOJDKHOCTHOro Jjuna. Ecmm
nosib3oBarens ¢ ykazaHHbiIM CHUWJIC yxe 3apeructpupoBaH B
ECHA, To ECUA npucoenuHsier y4€THYIO 3allUCh MOJIb30BATENS
K yuérHoi 3amucu OI'B. B pesynprare monp3oBaTelb MOJIYy4aeT

poab gomkHocTHOro tnna OI'B.
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[Ipy Ha3HaueHUM poOJM JOJDKHOCTHOIO JIMLA C  IIOMOIIBIO
anektpoHHoro cepuca ECHA cucrema 10iKHa OCYIIECTBUTH BBI30B
cepBuca OfficerManagement. [letanpbHOE€ oOIKMCaHHME CepBUCA

MPEJICTABICHO B 1. A.3 IpUIIOKEHUA A.

Omun mnons3oBatesib ECHMA MoXeT OJHOBPEMEHHO SBISITHCA JOJKHOCTHBIM JIMIIOM B

Heckonbkux OI'B u FOJI, a Takyke UMETh PoJib OJTHOTO MHAMBUIYAIBLHOIO MPEANPUHUMATEIIA.

4.1.2 Peructpaunusi OpUANYECKUX JUIL

Peructpamus FOJI (BHecenme 3ammcu B peructp HOJI) ocymectBisiercss ¢ moMoIpio Beb-
untepdeiica ECUA. Co3znaBars yderHyto 3anuch FOJI MOXXHO TONBKO W3 MOATBEPKACHHON y4ETHOU
3anucu (pU3MYECKOro JHia — PyKOBOAMTENS OpraHU3alMU WK MPEICTaBUTENs IOPUIUYECKOrO JULa,
MMEIOLIETO MPaBo JIeHCTBOBATh OT UMEHHM OpraHu3aluu 0€3 JTOBEPEHHOCTH.

[Tpouenypa perucrpauuu FOJI U3 moaTBepKIeHHONW y4ETHON 3allMCH MOJIb30BaTeNsl BKIIOYAET
B ce0sl ceAyIolue Mary:

1. Ilepexox Bo BkIaaky «OpraHuzauuu» H0poQuias MONb30BaTENs W HWHULUUPOBAHUE
IPOLEAYPbl PETUCTPALIUH.

2. TlogxmiroyeHue cpeacTBa DIEKTPOHHON moAmucH. J{is perucrparuy RpUIIdeckoro Juia
TpeOyeTcs HCIOIb30BaTh KBATU(UIIMPOBAHHYIO SJEKTPOHHYIO TOJMUCH, BBIIAHHYIO Ha
UMSI pYKOBOJUTENS FOPUINYECKOTO JIMLIA UM Ha JIUI0, UMEIOIee MPaBo JEWCTBOBAaTh OT
MMEHH I0PUINYECKOTo JHIa 0e3 JOBEpEHHOCTH.

3. 3amonnenue (Gopmbl ¢ JAaHHBIMU O HOPUIUYECKOM JIHUIE U JAaHHBIMH O PYKOBOJUTENE
opranu3anui. OCHOBHBIE TOJS MPEA3ANOIHEHBI, MOCKOIbKY OHHM OBLIM CYUTAHBI W3
ceprtudukaTa 3JIEKTPOHHOW MOANUCH, HEOOXOJUMO YKa3aTh JIMILIb Psiji JOMOTHUTEIbHBIX
CBEICHHI 00 opraHu3aluu:

— OpraHHU3aIMOHHO-TIPaBOBYIO (popMy;

— ajJpec dJIEKTPOHHOM MOYTHI OpraHU3aIuu.

Ecnu B muunbix manabix He 0611 ykazan MHH, To cnenyer ykazate MHH nonb3oBaTens kak
¢buznyeckoro auua.

4. OsxkugaHue OKOHYAHUS aBTOMATUYECKOW MPOBEPKU JAHHBIX OPTaHHU3AINH U PYKOBOIUTEIS
opranuzaiun B denepanbHoil HamoroBoil ciyxOe. Ecnu ommbOK He BO3HHKHET, TO
IOPUAMYECKOE JTUI0 OYIeT 3aperucTpupoBaHo, T.e. OyneT BHeceHa 3anuch B peructp FOJIL.
PykoBoautens FOJI, ocymectBisBmmii peructparuio FOJI, aBToMaTudecky MoayduT pojib

JnoJpkHOCTHOrO Juna fasHoro FOJI u npaBa pykoBOgUTENS.

38



4.1.3 Brawuenune OI'B B peructp OI'B

B peructp opranoB u opranmzanuiic ECHIA moryTt OBITh BKIIOYEHBI TOJBKO OpPTaHHM3aIlUH,
noananaromue nox geucrtsue Ilocranosinenus IIpaBurenscrBa Poccuiickoir ®Penepauuu  OT
28 Hos16ps 2011 1. Ne 977.

Bxmtouenue OI'B B peructp ECHMA npoucxoauT aBTOMAaTHYECKHM B pe3yJbTare
cunxpoHuzanuu ganubix ECUA ¢ OPTY.

Jns ucnonszoBanus Bo3moxkHocTed ECHUA mpencraButensm OI'B HeoOXxommMo Ha3zHAYUTh
CBOETO YIIOJHOMOUYEHHOT0 COTpyIHUKa. Ha3zHaueHne BO3MOXKHO CIEAYIOIUMH CIIOCOOaMu:

1. Ecnu Beimectosmas opranu3zaius ganaoro OI'B uMeer ynoJIHOMOYEHHOTO COTpYIHUKA B
ECHA, T0O MMEHHO OH Ha3HA4aeT YNOJHOMOYEHHOro COTpyaHHKa Huxecrosuero OI'B,
UCTONB3Ys A7 aToro Be6-unrepdeiic ECHUA.

2. Ilpu OoTCyTCTBMM y BBINIECTOSINEH OpPraHU3alUK YIMOJHOMOUYEHHOTro corpyauuka ECHUA
CJIEIyeT BBIIOJHUTH CIEAYIOLIUE NEHCTBUSA:

— HamnpaButb oneparopy ECHA 3asBKy ycraHoBlIeHHOU Pernmamentom (1)0pr113;

— o0ecneunts peructpamuio B ECHA coTpynHuka, KoTopoMmy OyIeT Ha3HAuY€HO
nosHOMouMe  aamuHHCcTpatopa npoduns OB (COTpyAHHK JOMKEH UMETh
HOJTBEPKACHHYIO yueTHYto 3anuch ECHUA).

B pesynbrare ycnemHoro HMCHOJHEHHUs 3asBKU yrnoiaHoMmouyeHHoe auio OI'B momyuut

nojJHoMoune aaMuHHucTparopa npoduias OI'B u momyuuT moctynm K BeO-NIPHUIIOKEHMIO

«[Ipoduns rocynapcrBenHoit opranusanun» (https://esia.gosuslugi.ru/profile/agency), rue,

B YAaCTHOCTH, CMOXKET YIpPaBIsATh JaHHBIME cBoero OI'B (cm. . 4.2.3).

4.1.4 Peructpauusi HH(POPMALMOHHBIX CHCTEM
Peructpanus MC Beimonnsiercs no 3asske OI'B, sBnstomerocs onepatopom nannoi MUC. OI'B
MpeBapUTENILHO JODKEH ObITh 3apeructpupoan B ECUA (cm. 1. 4.1.3).
B ECHA nomxubl 0b1Th 3apeructpuponanbl MC, koTopsie:
— wucnonp3ytoT ECUA kak nocrasiumk uaentudukanuu (Identity Provider) mis unentudukanuu
U ayTeHTU(UKALMU TI0JIb30BaTENEH;
— HCIIONB3YIOT AeKTpoHHbIe cepBuckl ECUA mo ynpasienuto nomxHocTHeIMU uiiamu OB u

UX IIOJIHOMOYUSIMH,

13 Pasnen 4 Pernamenra.
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— wucnoiae3ylor ECHMA B kauecTtBe mnocraBmmka pecypca (mus wumHTerpanuu no REST wu

OAuth 2.0);

— OCYILECTBJISIIOT peructpaiuto nojp3onareneid B ECUA.

Jna peructpauun UC cinenyer mogars omepatopy ECHMA 3asBky Ha noxaximouenue MC
YCTaHOBIICHHOM (DOpMBI, KOTOpasi, B YAaCTHOCTH, BKIJIIOYAECT OIMUCAHWE HEOOXOIMMBIX CHCTEMHBIX
rpynn (s ucnoiab3oBanus ux FOJI). dopma 3asBKu IpUBeACHA B Pernamenre”,

B pe3ynbraTe ycnemHoro uCnojaHeHus 3asBKU Ha peructpanuio UC:

— UC BHOCHUTCS B perucTp HHGOOPMALMOHHBIX CUCTEM;

— Omneparop ECHA coobmaer oneparopy WC wuaentudukatoppl (MHEMOHHUYECKHE

HaI/IMeHOBaHI/IH15) UC, kotopsie 6yayT ucnons3oBarbes B ECUA nannoit UC.

4.1.5 Perucrpaunusi nOJTHOMOYHUI U CHCTEMHBIX IPYIIII

Jnsa cucrem, unterpupoBaHHbIX ¢ ECUA, umeercss BO3MOXHOCTh INPOBEPATHh HalU4ue Y
MOJIb30BaTeNeH CHEMPUUECKUX MOJHOMOYMN O JOCTYNy K 3TO# cucreme. JlaHHas BO3MOXKHOCTB
obecnieunBaercs B ECUA crnegyrommMu MexaHU3MaMH:

— MEXaHW3M CHUCTEMHBIX I'pyHN — JJs MpoBeleHus aBTopusanuu corpynHukoB FOJI. Onepatop
NC MoxeT 3aperucTpupoBaThb OJHY WM HECKOJIbKO CHCTEMHBIX TIpYMI, KOTOpble OYyAyT
noctynuel FOJI; ynmonnomouennsle coTpynHuku HOJI cMoryT BKITIOYAaTh/MCKIIIOYATh CBOMX
COTPYAHUKOB ¢ momompio BeO-untepdeiica ECUA (cm. m. 4.2.2.3). Iocne ayreHTHHKALNTH
JaHHble O TNpuHaANeKHOCTH coTpyaHuka FOJI x cucremubiM rpynmnam ganHod MC Oynyt
nepenanbl B SAML-yTBEepKACHUSAX, a TakKe JOCTYIIHBI C TIOMOIIBIO MPOTPAMMHOTO
uHTepdeiica, ocHoBaHHOrO Ha apxutekType REST,;

— MEXaHW3M TOJIHOMOYMM — JJisi TTpoBeneHus aBTopu3anuu cotpyaaukoB OI'B. Omnepatop UC
MOYKET 3aperuCTpUpPOBaTh OJHO WJIM HECKOJBKO MOJHOMOYMH C MOMOIIBIO BEO-TIPUIOKEHUS
«[Ipounp rocynapcTBeHHON opraHuszanuu», Kotopsle OynyT poctynHsl apyrum OI'B mms
Ha3Ha4yeHHs. YTIOJHOMOYEHHble coTpyaHukun OI'B  cMoryr Ha3HauaTh/OT3BIBATH 3TH
MOJITHOMOYMST Kak ¢ moMmormipio BeO-uHTepdeiica ECHUA  npmnoxenuss  «IIpoduib
TOCY/IapCTBEHHOM OpraHU3alln», TaK U IeKTPOHHBIX cepBucoB ECUA (cM. m. 4.2.3.3). TTocne
ayTeHTU(UKALMU JaHHBIE O HAJIMYUMU Yy JoJbKHOCTHoro nuia OI'B momHoMoumit OynyT

nepenanbl B SAML-yTBep K IeHHSIX.

4 Pasnen 6 Permamenra.

1 .

® Ecin UIC Gbuia panee 3apeructpupoBaHa B CMOB, To coxpaHsieTcs NPUCBOCHHAsA €Ml TpHu
peructpaunu B CMOB MHemonuka M1C
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Perucrpanus cuctemMHbIX rpynn ocyuiectsisiercss Ha stane peructpauuu MC B ECHUA (m.
4.1.4), nepeyeHb CUCTEMHBIX IPYIIIT MOXKET OBITh M3MEHEH B pamkax n3meHeHus nanusix IC 8 ECUA
(m. 4.2.4).

Texymuit  GyHKIMOHAT CHCTeMHBIX Tpynn / mnomHomounit OI'B  He momnepxkuBaet
BO3MOXXHOCTh HajeneHus: otnenbHbix FOJI / OI'B mpaBoM HCHONB30BaTh COOTBETCTBYIOIIHE
CHCTEMHBIC TpyNIbl / MOMHOMOYMs. VIHBIMH CIIOBaMH, BCE 3aBEACHHBIC CHUCTEMHBIE TPYIIBI /

MOJTHOMOYHS OyayT «BuauMb» Bcem FOJI / OI'B.

4.2 VYinpapiieHHe TaHHBIMH

4.2.1 YnpasieHue JaHHbIMU PU3NYECKHUX JIUIL

VhpaBneHne — JaHHBIMH  [OJb30BaTEIS—(U3UYECKOTO  JIMIA  OCYIIECTBISIETCS MM
caMoCTOsITeNbHO ¢ momomipio  BeO-mHTepdeiica ECHUA. Jloctym k mnpoduiro  Mmoiib30BaTems
OCYIIECTBIISICTCS 110 CCBHIIKE:

https://demoX-esia.gosusluqgi.ru/profile/user/

K nepconanbubIM faHHBIM, pazMenieHHbIM B ECUA, oTHOCATCA:
— OCHOBHAas WH(POPMAIIHS:
- (amwmnus, UMs1, OTYECTBO;
- 10,
- JlaTa pOXACHUS;
- PEeKBM3HTBHI yJIOCTOBEPSIOUIETO JIMYHOCTh JOKYMEHTa (TOJBKO Uil HPOBEPEHHON H
MOATBEPK/IEHHOM y4eTHOM 3anucu);
- TPa)xJaHCTBO (TOJIbKO IS MPOBEPEHHON U MOITBEPKIEHHOW yUeTHOM 3amucu).
—  UAECHTU(PHUKATOPHI:
- CHMIJIC (TonbKo AJ1s IPOBEPEHHOMN U MOATBEPKIEHHON YUETHON 3aIUCH);
- HWHH (Tonbko 11t MOATBEPKAECHHON YUETHOM 3aIHCH).
— JIOKYMEHTHI:
- PEKBU3UTHI BOAUTEIILCKOIO YIOCTOBEPEHHUS.
— KOHTaKTHas MH(OpMaIus:
- aapec IEKTPOHHOM MOYTHI;
- MOOUIBHBIN TenedoH;
- JomairHui TenedoH
- TOYTOBBIN AJIpEC;

- aJpec perucTpaiuy.
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— TpaHCIIOPTHBIE CPEACTBA:
- TOCYJIapCTBEHHbIH PErMCTPALlMOHHBIN 3HAK TPaHCHOPTHOIO CPEACTBA U PEKBU3UTHI
CBUJCTEIBCTBA O PETUCTPALIUU TPAHCIIOPTHOT'O CPENICTBA.

ITpouenypa perakTUpOBaHMs psAla MOJIEH Pa3IMYaeTCs B 3aBUCUMOCTH OT TOTO, SIBJISETCA JIN
y4eTHas 3alliCh I10Jb30BATENsl HENPOBEPEHHOM, IPOBEPEHHONM WIM IOATBEPXKACHHOU. A
IIPOBEPEHHON U IOATBEPKICHHON yYETHOM 3allUCH M3MEHEHUE Psia MOJIE BO3MOXKHO TOJIBKO I10CIIE
npoBepku 3TuX AaHHBIX B BI'UP. [lo Tex mop, moka gaHHbIe HE OyAyT MOATBEP)KICHBI, U3MCHCHUE

JAHHBIX HE MTPOU30MICT.

4.2.2 YnpasiieHue JaHHBIMU IOPUIUYECKUX JIHI

Vnpasnenne panHsiMH  OJI  ocymiecTBisieTcs  CaMOCTOSITENBHO PYKOBOIMTENIEM — HIIH
anmuaucTparopoMm mpodmins HOJI ¢ momompio BeO-mHTepdeiica ECUA. JlocTymHbl ciemyromue
byHKIUY:

— ympaBiieHHe UACHTUGUKAIMOHHBIMU JaHHbIMU FOJT;
— ympasneHue corpyaaukamu FOJI;
—  yIpaBlicHHE PUHAJISKHOCTHIO COTPYIHHKOB K CHCTEMHBIM TpyIInaM (TpyIiaM J0CTYIIa).

Boiitu B npoduns opranuzanuu ECHUA u ynpaBisTh JaHHBIMH OpPraHU3allMd MOXKET TOJIBKO
YIIOJIHOMOYEHHBIN COTPYJHMK — T.€. TI0JIb30BATENb, KOTOPBIN SABJISETCA PYKOBOIUTEIEM OpraHU3aluH,
BBIMOJIHUBIIMM PETUCTPALMIO OPTaHU3ALUHU, WIM KOTOPBIH BKJIIOUEH B TPYMIY aJIMHUHHCTPATOPOB

npopuns ECUA.

4.2.2.1 YupasJienue uaeHTupuKkannoHHbIMu 1aHHbIMU FOJI

YTOIHOMOYEHHBIN COTPYAHUK UMEET BO3MOXKHOCTh PeIaKTUPOBaTh cieaytomiue nanasie KOJI:
— OpraHu3alOHHO-TIPaBOBas GopMa;

— aJpec JIEKTPOHHOU MOYTHI.

4.2.2.2 Ynpasienue corpyaankamu FOJI

YIOTHOMOYEHHBIM COTPYAHUK C momolibio BeO-uHTepdeiica ECUMA unmeeT BO3MOXKHOCTH
MIPOCMOTPETH NMEPEUYEeHb COTPYIHUKOB, T.€. MOJIb30BaTENEH, MPUCOEINHEHHBIX K OpraHu3aluu. Takxe
OH MMe€eT BO3MOKHOCTb:

—  OTPENAaKTHPOBATh CAEAYIOLIUE aHHBIE COTPYIHUKA:
- KOpIOPATUBHBIN aJpec JIEKTPOHHOM MOYTHI;
- JIOJDKHOCTB;
- KIIII ¢unmana (s ciydaes, korga HE0OXOJUMO, YTOOBI TOJIB30BATENb IEHCTBOBAI OT

UMEHH (priMasa JaHHON OpraHu3alun).
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—  OTHpaBUTH TMpPUIJIALICHUE TOJIH30BATEIO ISl €ro IPUCOCAMHEHHS K Opranuzanuu (cwm.
n.4.1.1.2), a Taxke UCKJIIOUUTh COTPYJHHMKA U3 OpraHu3ainuu. [Ipu MCKIIOYCHUH COTPYIHUKA
ECHA ynansger moyib30BaTeisi U3 BCEX CUCTEMHBIX TPYMNI U UCKIIOYaeT coTpyanuka u3 HOJI,

16
IIpH 5TOM YUYC€THAaA 3allMCh COTPYAHHUKA HE YAATIACTCA U3 pErucTpa (bHBH‘ICCKI/IX ) 0700 QI

4.2.2.3 YnpasJ/ieHHe NPHUHAVIE;KHOCTHIO COTPYIHUKOB K CHCTEMHBIM Irpynnam

Jiist perynupoBaHus OCTYIa COTPYAHUKOB K MHTerpupoBanHbiM ¢ ECHUA nnbopmanmoHHbIM
CHUCTeMaM YIOJHOMOYEHHBI COTPYAHHK OpraHU3allMi HMMEET BO3MOXXHOCTh C IIOMOIIBIO BeO-
unrepdeiica ECHA BkIIrO4aTh 1 UCKIFOYATh COTPYTHUKOB U3 CHCTEMHBIX rpynn17.
['pynmsl moctymna (CHCTEMHBIE TPYIIIBI) CBSI3aHBI ¢ MHPOPMALMOHHBIMUA CHCTEMaMH, JTOCTYII K
KOTOpPBIM OHHU PETyJIUpYIOT. Eciau cOTpyqHMK OopraHu3aluy ObLI BKIIOYEH B CUCTEMHYIO TPYIIY, TO
COOTBETCTBYIOIIME JaHHBbIE CMOXKeT oOpabarbiBath MC-Bnazenerny AaHHOW CHUCTEMHOW TpPYIIIbL:
uH(popMalKg O MPUHAAICKHOCTH K CHCTEeMHOU rpymme Oyaer mepefana B yrBepxkaeHusx SAML, a
TAaKK€ MOXET OBITh I[IOJIydeHa C T[IOMOILBIO IPOrpaMMHOIO HHTepdeiica, OCHOBAHHOIO Ha
apxutekrypHoM ctuiie REST.
OO61mas cxema B3aMMOJICHCTBUS BRITJISIIUT CIEAYIOINUM 00pa3oMm:
1. OI'B peructpupyer B ECHUA wundopmammonnywo cucremy (MC-1), moctym koTtopoi
JIOJKHBI TIOJy4aTh NPEACTAaBUTENM IOPUIMYECKHMX JIML, 3apeructpupoBaHHblx B ECUA.
[Ipu peructpauuu MC-1 ganssiii OI'B  ompenensier Ha3BaHHME COOTBETCTBYIOLIEH
cucteMHoH rpynnsl (cM. 1. 4.1.4), Hanpumep («rpymnmna 1»).
2. VYnonnomoueHHbli cotpynHuk OJI ucnonw3yer BeG-untepdeiic ECUA mia npocmotpa
CYIIECTBYIOIIMX TPy aAocTyna. HaxoauT rpymisl qoctyna, cBsizanubie ¢ cucremon MC-1,
U BUJWT, YTO B 3TOM IIEpEUHE MOSBUIACH «Tpymma-1y.

3. YnomHoMoueHHbI coTpyauuk FOJI noGasnser B «rpymiy-1» cOTpyJHUKOB OpraHHU3alluy,
KOTOpPBIM OH pa3pemaet AeiictBoBath B UC-1 ot umenu FOJL.

4. Cotpynnuk FOJI, BKIIOUEHHBIH B CUCTEMHYIO TPYIIY «rpynna-1», ayreHTuGUuIupyercs ¢

nomouibto ECUA B UC-1.

5. UC-1 momyuaer cpenu SAML-yTBepkaeHuid MH(OpManuio O TOM, YTO MOJB30BATENb

BKJIIOYEH B «rpynmy-1» (ans aToro aHanusupyer yrBepxaeHue memberOfGroups — cm. 1.

1% BriBmmii corpyaauk FOJI MoxkeT mpomomkare HMCHOJIB30BaTh CBOK YydeTHyro 3amuch ECHA,
HanpuMep, IS MOJIy4EHHs TOCYAAPCTBEHHBIX YCIYT B 3JIEKTPOHHOM BHJIE.

Y Ecii cooTBETCTBYIOMMME HH(OPMAIIMOHHBIMA CHCTEMAMH TIPEyCMOTPEHBI TPYIIIB JOCTYIIA
(cucreMHsble rpynnsl), cM. 1. 4.1.5.
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b.5 mpunoxenus b), 1 nIpUHUMaET MOJIOKUTEIBHOE PEIIEHUE O JOCTYIE MOJIb30BaTENs K
CBOMM pecypcam.

6. Ecim npyras unrerpupoBanHas ¢ ECHUA HC-2 npu ayreHtudukanuum oOpadaThiBacT
SAML-yTBepxkaeHue O MPUHAUIEKHOCTH IOJIb30BaTENsl K IpyIaM, TO OHa HE YBUAUT
uHpopManuio 0 «rpymnme-1y», moromy uro manHas MC-2 He sBiseTCsS BIAENbLEM 3TOU

TPYIIIBL.

4.2.3 Ynpasiaenue 1anabivu OI'B

VYnpasnenue nanasiMu OI'B ocymiecTisiercs: clieAyOIMMU CIIOCO0aMHU:
— B pe3yJIbTaTe BHIIOIHEHHS POLIECCOB, ONpeeIeHHbIX PernmamenTom ™,
— ¢ nomompbto BeO-untepdeiica ECHUA  (cmeumanbHoe BeO-npunoxkenue «lIpoduns

rocyJIapCTBEHHOM opranu3anuny, https://esia.gosuslugi.ru/profile/agency);

— ¢ IOMOIIBIO 3IIEKTPOHHBIX cepBucoB (SOAP).
VYrpasnenue nanasivu OI'B Brimtouaet B ce0si:
- W3MEHEHHE WACHTHU(PHUKAIMOHHBIX HaHHBIX OI'B,;
- ymopaBliieHue 10JKHOCTHbIMU Jintamu OI'B;
- yYIpaBJIEeHUE MOJIHOMOYHAMHM JOJKHOCTHBIX Jini OI'B.

Boiitu B BeO-nipuioxkenue «IIpoduiab rocynapcTBeHHON OpraHU3aluu» U YIPABIATH TaHHBIMU
OI'B MOXXET TOJBKO YIOJIHOMOYEHHBIM COTPYOHUK — T.€. IOJb30BaTENlb, KOTOPBIN SBIAETCA
aaMuHucTpatopoM jnaHHoro OI'B. DrtoT coTpynHuk ykasbpiBaeTcs B 3asiBKke Ha peructpanuio OI'B B
ECHA 4.1.3.

Jns Bxona B BeO-nipuiioxkenue «IIpoduis rocy1apcTBEHHON OpraHu3aimy yIoJIHOMOYEHHBIN
COTPY/IHUK JOJDKEH MCIOb30BaTh ayreHTH(ukauuio ¢ nomouibto KOII. [Ipu sToM momycTuMbIM
aBigercs ucnoabzoBanueM KOII, cooTBeTcTByIOmME cepTUdUKATHI KOTOPBIX:

—  BBIJaHHI Ha gonkHOCTHOE nuo OI'B;

—  BBIIaHBI Ha pusnueckoe nuio (conepxxkatr CHUIIC u ®HO).

4.2.3.1 U3MeHeHHe HaeHTH(PUKATNMOHHBIX JaHHBIX OI'B 1 cMeHa ynoJIHOMO4YEeHHOr0 COTPYAHHKA
OorB
Hannsie 3anucu peructpa OI'B 8 ECUA MeHs0TCS ClIeyronMu Clioco0aMu:

— B pesyiprare cuHXpoHmzauuu ¢ OPI'Y, nnsg m3MeHeHHMs 3THX JaHHbBIX npeacraBurens OI'B

HaIpaBJIseT 3aiBKY B OPIY™;

18 Pazgen 7 Permamenra.
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— B pe3ysbTare UCMHOJb30BaHUs BeO-mnpuioxeHus «lIpoduns rocynapcTBeHHONH OpraHU3aIHN»

(https://esia.gosuslugi.ru/profile/agency), moctym K KOTOPOMY HMEETCS y YIIOJHOMOYEHHOTO

corpynauka OI'B (coTpyanuka, UMEIOIIEro NoJTHOMOYHs aqMuHUCTpaTopa npoduis OI'B).

Ecimu apmunuctparop npoduins nannoro OI'B yrparun moctyn k ECHUA (BoccraHoBieHHe
JI0CTyIa HEBO3MOKHO, Y BBILIECTOSALICH OpraHu3allMy HET JOCTYyNa K YYETHOH 3aluch), TO ClIeIyeT
nogath omeparopy ECHA 3asBky Ha u3MeHEHHME MAaHHBIX oprada/opranm3anuu  (OI'B),
PYKOBOJICTBYSICh Permamentom”.

B ECHUA ne npenycmorpeno omneparuu ynaainenus 3anucu OI'B u3 perucrpa ECUA,
nHunuupyemont npeacrasutenem OI'B. Jlng ypanenust 3anucu cienyer noaarb oneparopy OPI'Y
3afBKy Ha ynajJeHue MaHHbIX opraHa/opranmzaunuu (OI'B). Ilocne ymajgeHus: MaHHBIX W3 PErHCTpa
OPI'Y B pe3ynbTaTe aBTOMaTHYECKON CUHXpOHU3AMK OyAeT 3abmokupoBana 3anuck OI'B B peructpe

ECHA.

4.2.3.2 YupasJjieHue 10KHOCTHBIMU Juniamu OI'B

JloGaBieHure MOMKHOCTHBIX JIMILl OCYIIECTBISETCS B PE3yJbTaTe BBIIOJHEHUS ONEpaluu
MPUCOCTUHEHUST TOJB30BATENCH—(U3NIECKUX JIMI, MMEIOUINX MOATBEPKICHHYIO YUYETHYIO 3aIliCh
ECHA. DtoT mpomecc MOXKET BBINONHATHCS Kak € TOMOMBI0 BeO-mpuiokenus «lIpoduib
rOCY/IapCTBECHHOM OpPraHU3aIlui», TaK U C MTOMOIIBIO 3JIEKTPOHHOTO cepBuca (cM. 1. 4.1.1.2).

[Ipu u3MeHeHHMH CIayXkeOHBIX JaHHBIX JODKHOCTHOro yuna OI'B Moxker HCmonb30BaTh
CJIEYIOIINE MEXAHU3MBI:

— BeO-mpunoxkenne «lIpopunp  rocynapcTBeHHOM — opraHuzanuu». M3MeHATH  aHHBIE

JOJIKHOCTHOTO JIUIAa MOXKET YIOJHOMOYEeHHbIN coTpyaHuK OI'B. OH Takxke MOXKeT:

- 3a0JIOKMpOBaTh POJb MOJIb30BaTENs KaK JOHKHOCTHOTO JIMIIA JaHHOW opraHuzanuu. B
9TOM Cllydyae JEHCTBHUE BCEX IPENOCTABIECHHBIX 3TOMY JOJDKHOCTHOMY JIMILY
TOJTHOMOUHI TPHOCTAHABIMBACTCA>. B TO XK€ BpEeMs IIOJIb30BATENb COXPAHHUT
BO3MO>XHOCTb TIOJIb30BaThCSl CBOEH YUETHOM 3alHChI0 B KaUyeCTBE (PU3NYECKOTrO JUIa (1
JIPYTUMH POJISIMH, HE CBA3aHHBIMU ¢ JaHHBIM Ol B);

- HCKIIOUUTH JoipkHOcTHOe yinno u3 OI'B. Ilpm BemmonHenun 3toil omnepanuun ECHUA

OT3bIBACT BCC IIOJIHOMOUYHUSA, KOTOPBIC ObLIN nNpeaoCTaBJICHBI OOJKHOCTHOMY JIMIY

19 [Topsimox u ocobenHocTH B3anmoeicTBus ¢ @PI'Y HaxonsaTcs 3a mpejesiaMu pacCMOTPEHUS
JTAHHOTO JOKYMEHTA.

20 Pasnen 5 Pernmamenra.

2! B yactHOCTH, 3JIEKTPOHHBIN CEPBHC IO NMpoBepke nosHomounit AgencyAuthorityProvider
BO3BpAILAECT IYCTOM CIIMCOK AEHCTBYIOLIMX ITOTHOMOYHI
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OI'B, u uckmouaer aomkHoctHoe im0 u3 OI'B. Ilpu 3Tom yueTHas 3anuch OBIBIIETO
JIOIDKHOCTHOTO JIWI[A HE YAAISETCS M3 PerucTpa (QH3MUeCKIX NI >,
— DIIEKTPOHHBIA cepBHUC. sl aBTOMATU3MPOBAHHOTO (HOPMUPOBAHHMS W BEIEHHUS PETUCTpa
nojpxHOCTHBIX Jinl OI'B cnenyeT ucnonb3oBaTh ciaeayrouiue 3aeKTpoHHble cepBuckl ECHUA:
- OfficerManagement;
- Request.

JleTanpHO€E onMcaHKe 3TUX AIEKTPOHHBIX CEPBUCOB NpeacTaBiieHo B [Ipuioxennn A.

4.2.3.3 YnpasiieHue NOJTHOMOYHAMM T0LKHOCTHBIX ung OI'B

[TorHOMOYME MOJDKHOCTHOTO JIMLIA — 3TO IPaBO JOJDKHOCTHOIO JIMIIA HA BBINOJIHEHHE
HEKOTOPOTO JEHCTBUS B pamMKax HMH(DOPMAIMOHHOW CUCTEMBbl. B KadecTBe NaHHOW CHUCTEMBI MOXKET
BBICTYIIATh:

— ECHA, B 3TOM citydae peub HUAET O «0a30BBIX» MOTHOMOUMSIX IoJbKHOCTHOTO ymia OI'B. K
ATOMY THUILy MOJHOMOYMH OTHOCHUTCSI TIOJHOMOYHE agMuHHCTparopa npoduis OI'B, kotopoe
HO3BOJISIET JODKHOCTHOMY JIMIly OCYIIECTBIATH cienyrouue neiicteus B «lIpodune
rocynapcrBeHHo# opranuzauun» ECHUA:

- BECTH peructp AoKHOCTHBIX jun OI'B (mpucoennHsTh, OJOKHPOBATH, PEIAKTUPOBATH
ci1y>keOHbIe JaHHbIE, HCKJII0YaTh JOLKHOCTHBIX Jull u3 OI'B);
- YOPAaBIATH NOJHOMOYMAMM JTOJKHOCTHBIX JIMILI.

— uHrerpupoBanHble ¢ ECUA wun@popmanuonHble cucteMmbl. [lepeueHb TakuxX IOJIHOMOYUMN
mosxet onpeaensath OI'B mist ceoux UC, unrerpupoBannbix ¢ ECHA (1. 4.1.5). B atom ciyuae
HC, umeromas cou noaHomounss B ECHA, nMeeT BO3MOXHOCTb NPOBEPATH HAIWYUE Yy
T0JKHOCTHBIX JUIT OI'B HE0OXO0IMMBIX MOTHOMOYHHN U pPelIaTh HA 3TOM OCHOBAaHUHU BOIIPOC 00
aBTopu3zaiuu (cM. 1. 4.3.3).

YpaBiasaTh NOJTHOMOUYHUSAMH JOJDKHOCTHBIX JiuIl AaHHOro OI'B ¢ momomisio BeO-uHTEpdeEiica
(uepe3  BeO-mpuioxkenus:  «lIpodunab  roCcyIapcTBEHHOM — OpraHuzalMM»)  MOXET  TOJIBKO
YIIOJTHOMOYEHHBIN COTPYHUK JTAHHOTO OI'B (umerorui TTOJTHOMOYMS
aJIMMHHCTpaTOpa/aIMUHUCTPATOPA MTOJIHOMOYHIA), 160 YIOJIHOMOYEHHBIN COTPYIHUK
Bhiecrosimero OI'B.

VYnpasnenue m1o0siM noaHoMourieM B ECHA Bxitouaet B ce0sl clieayIoIue mporecchl:

— HAa3HAYCHHUC MOJIHOMOYUA JOJLDKHOCTHOMY JIMIY,

22
beIBIIEE TOJDKHOCTHOE JMIIO MOXKET NMPOAODKATh MCIIOJIB30BaTh CBOK ydeTHYrO 3anuchk ECHUA,
HalpuMep, AJIs MOJIy4eHHUS TOCYAAPCTBEHHBIX YCIIYT B 3JIEKTPOHHOM BHUJE.
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— OT3bIB ITIOJIHOMOYHA Y DOJIZKHOCTHOI'O JIMIIA.

YupasjieHue OJTHOMOYHUSIMHU C MCIO0JIb30BaHUEM BeO-uHTepdeiica nunrepdeiica

YnonaoMmoueHHBI coTpyaHuk OI'B MoxeT Ha3HA4YUTh J0O0MY JAOKHOCTHOMY JIMITY CBOCH
OpraHu3any MmojJHoMouusi B oTHoueHuu oboir MC, 3apeructpuposasuieii B ECUA nmomnomouns
(cm. . 4.1.5).

Jns BhiMoNHEHUs (YHKUMM Ha3HAuU€HUS MOJHOMOYHMI HEOO0XOJMMO HCIOJIb30BaTh BeO-
npuiokenue «IIpoduiib rocymapcTBeHHONM opraHu3anuuy». Takke 5TO NPUIIOKEHUE IO3BOJISET

OTO3BaTh HA3HAYCHHOC PaHCC ITOJTHOMOYHC.

lepaB.JIe}me MOJTHOMOYIMSIMH Y€PE€3 3JICKTPOHHBIE CEPBUCHI

I[JISI Ha3HAUCHWUS W OT3BIBA ITOJIHOMOYHI JOJDKHOCTHBIX JIMIT (68,30BI>IX HOJIHOMOYHH "
MMOJTHOMOYHM B OTHOIIICHUH CI/ICTCM) CJICAYCT MCII0JIL30BaTh CICAYIOIMUC aCMHXPOHHBIC 3JICKTPOHHLIC
cepucel ECUA:

— AgencyAuthorityManagement;
— Request.

Jlis CMHXpPOHHON TMPOBEPKHU JACUCTBYIONIMX TOJHOMOYMHA CIIEyeT HCIOIb30BaTh CEPBUC
AgencyAuthorityProvider.

Jlanee paccMOTpEHBI CIIEHApUHM WCIIOIb30BaHUS AJIEKTPOHHBIX cepBucoB ECHUA  mis
BBITIOJIHEHUS OIEpaliii MO0 Ha3HAYEHHUIO/OT3hIBY TOJIHOMOYHMH M TOJMYYEeHHUI0O HH(POPMAIMHA O
MPEIOCTaBIEHHBIX TOMHOMOYMSX. TexHudeckas uHQopmanus O cepBUCaxX TMPEJCTaBlICHAa B

MIPWIOKEHNH A.

Cuenapuii 1. HaznayeHnune noJtHoM04usi J0JZKHOCTHOMY JTHILY

1. UcC OI'B BBI3BIBAET omeparuro grantAuthority DIEKTPOHHOT'O cepBHca
AgencyAuthorityManagement u nepenaér uaentudukarop moab3obatens ECHUA, koropomy
HY>KHO Ha3HAUYUTh MOJIHOMOYHE U UJICHTHU(UKALMOHHbIE TaHHbIE IOJTHOMOYHS, KOTOPOE HYKHO
IIPENOCTAaBUTD.

2. DnextpoHHbI cepBuc co3gaét B ECHA 3asBKy Ha mpenocTaBieHHE MOJTHOMOYHUS H, MpPU
YCIIEITHOM CcO3/1aHuM 3asBKH, Bo3Bpaiiaer B UC OI'B unentudukarop 3asBKu.

3. Tlpm ycrientHoM BBITTOJTHEHUHU 3asBKH CTATYC 3assBKH H3MEHSETCS Ha «Y CIICTITHO BBITTOJIHEHAY.

4. IC OI'B BbI3bIBaeT omnepanuio getStatus »JIeKTpoHHOro cepBuca Request u mepemaér
UJICHTU(PHUKATOD 3a5BKH.

5. DIeKTpOHHBIN CEpBHUC BO3BpAIACT TEKYIIUN CTaTyC 00PabOTKH 3asBKH.
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Cuenapnifl 2. OT3BIB OJIHOMOYHS Y AOJIZKHOCTHOI'O .J'II/III323

1. UC OI'B BBI3BIBACT OTeparuio revokeAuthority  3JeKTpOHHOTO cepBuca
AgencyAuthorityManagement u nepenaér uaentudukarop nonb3osatenss ECUA, y kotoporo
HY)KHO OTO3BaTh MOJHOMOYWE M MICHTU(UKAIMOHHBIC TaHHBIC MTOJIHOMOYHS, KOTOPOE HYXHO
OTO3BAaTh.

2. DnekTtpoHHBIN cepBuc co3maér B ECHUA 3asBKy Ha OT3BIB MOJHOMOYHUS M, NMPH YCIHEITHOM
co3nanuu 3asBkH, Bo3Bpamaet B UC OI'B uneHTH)HUKATOD 3a5BKH.

3. Ilpu ycriemrHOM BBITIOJTHEHUU 3asBKH CTATyC 3asiBKA U3MEHSETCS Ha «Y CIEIIHO BBIITOJHCHAY.

4. IC OI'B Be3bIBaeT getStatus siexTpoHHOro cepBuca Request u mepemaér upeHTHu(dUKATOD
3as1BKH.

5. DJIEeKTPOHHBIN CEPBHUC BO3BpAIIACT TEKYIIUN CTATYC 00PabOTKH 3asBKH.

JeranpHas wHQOpMAIMS O TMOJYYCHWH JAaHHBIX O TIOJHOMOYHSX JOJKHOCTHOTO JIHIIA

npeacrariena B 1. 4.3.3.

4.2.4 Ynpasiaenue 1anabivmu UC
Hns wm3menenus npanubix MC onepatop MC nomxen nonpate oneparopy ECHUA 3asaBky
YCTaHOBJIEHHOW PermamenToM (1)0pMLIZ4. B pesynbrare ycrnemHoro HCIOJIHEHUs 3asiBKH B PETUCTP
MH(OPMALIMOHHBIX CUCTEM BHOCSTCSI U3MEHEHHS.
Jna ynanenus nanuelx MC oneparop UC nomxen monmate omepatopy ECHUA 3asBky Ha
ynanenue nanHbix 00 C ycranoBnenHoi ¢popmbl. @opMma 3asBKU NpUBEACHA B PernamenTe?,
B pe3synbprare ycnemHoro HCIoIHEHUs 3asiBKU Ha Y AJICHUE!
— BC€ IpenocTaBieHHble mnoib3oBaTessM ECHMA mnonHomouns B oTHomeHuu naHHou WC
OTO3BaHbl, IOJTHOMOYHS / CUCTEMHBIE TPYIIIbI YAAJIEHBI;
— yuérHas 3anuch VC ynanena u3 peructpa HHQOPMAIIMOHHBIX CUCTEM.
YnonmuomoueHHslii cotpyaHuk OI'B—oneparopa UC uMmeeT Takxke BO3MOXKHOCTH C MOMOIIBIO
BeO-npuioxeHus «IIpoduns rocyrapcTBeHHON OpraHu3alyum» OCYIECTBISAThH CIEAYIONUE IeHCTBUS:
— 3arpyxartb 4 yaansath ceptudukars UC;

— penaktupoBath nosHomounsi OI'B.

23 ECHA Taxke aBTOMATHYECKH OT3BIBAET BCE MOJHOMOYHS JOKHOCTHOTO JIHIA MPU UCKITFOYCHUH
ero u3 OI'B.

24 [Topsimox n3amenenus nanueix MC onucan B pazaene 7 Pernamenra.

= [opsinok ynanenus nanusix MC onucan B pasznene 8 Pernamenta.
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4.3 TIlogydyeHHe JaHHBIX

Nudopmanmonnas cucrema, mnoakiarodenHas kK ECHUA ¢ menpio wuaeHTUUKANUKA |
ayTeHTU(UKALWH, TOTydaeT MHPOPMALUIO O CYObEKTax, JaHHBIE O KOTOPBIX XPAHATCA B PErUCTPax
ECHA. C stoii nensto B ECUA nipeaycMOTpeHBI ClIeAyIOIIKe MPOrpaMMHbIE HHTEP(EHUCHI:

1. IIporpammusiii uaTepdeiic Ha ocHoBe SAML 2.0. IC, unterpupoBannas ¢ ECUA, nonydaer
JAHHBIE TTOJIb30BaTelNsl HAa MOMEHT ero ayreHTudukanuu B ECUA. Jleransnas ungopmanus oo
UCIIOJIb30BaHUH 3TOTO IPOTPaMMHOT0 HHTepdeiica mpeacTaBieHa B IpUIOKeHun b.

2. Ilporpammuslii uaTepdeiic Ha 6a3e apxutekTypHoro ctuis “Representational State Transfer”
(REST). On no3Bonser uaterpupoBanibiM ¢ ECUA nHGOpPMAIIMOHHBIM CHCTEMaM IOJIy4aTh
noctyn Kk xpassmuMmcs B ECHA naHHBIM B IPOM3BOJIBHBIE MOMEHT BpEMEHHM IIOCie
NPEABAPHUTEIBHOTO MOMYYCHHs PA3PELICHAs OT MOJb3oBaTess- . OBeCIednBacTCsl TOCTYI K
CIIEIYIOIIUM JaHHbBIM:

— JIaHHBIE O TMOJb30Bareie (MACHTU(UKAIMOHHBIE JaHHBIC, JaHHBIE O TPAHCHOPTHBIX
CpeICTBax, JaHHBIE O BXOXKICHUH B OpraHU3allUN);

—  naHHBIe 00 opraHmM3anusax (MIeHTH(PHUKAIMOHHBIEC JaHHbIC, JaHHBIE O COTPYAHUKAX );

— naHHble 00 WHGOPMAIMOHHBIX CHCTeMaX (MACHTU()UKALMOHHBIC JAaHHBIC, TAaHHBIE 00
OpraHH3aIH-BIAJeINbIIe).

JeranbHas nHGOpMaIus 00 MCIOJIB30BaHUM 3TOTO0 MIPOTPaMMHOT0 MHTepdeiica npeacTaBieHa

B [Ipunoxenunsax B u .

Jlis mosrydeHust 1aHHBIX O AOJDKHOCTHBIX Junax OI'B u ux nmoiaHoMouunii Takxke pa3paboTaHbI

ANIEKTPOHHBIE CEPBUCHI, OCHOBaHHBIE Ha npoTokoie SOAP (cMm. mpuioxeHue A).

4.3.1 Oco0eHHOCTH MOJTYy4YeHHUSs JAHHBIX PU3HYECKUX JIUIL
[Tony4ate faHHbIE PU3NUECKUX JUIL (C JTFOOBIMU POJISIMH, 32 UCKIIOYEHUEM JTOJKHOCTHBIX JIHIL
OI'B) MO>XHO ¢ TOMOIIBIO TPOTPaMMHBIX HHTepdelicoB, ocHoBaHHbIX HAa SAML 2.0 u REST.
[Tomy4yenue qaHHBIX GU3UIECKUX JIUI], UMEIOIIUX POJIb TOJDKHOCTHOTO juia OI'B, Bo3aMOXkHO ¢
MOMOUIBI0 TMPOTPaMMHBIX HHTepdeiicoB, ocHoBaHHBIX Ha SAML 2.0, a Takke C MOMOUIBIO
351eKTpOoHHBIX cepBucoB SOAP.

HpI/I MOJIY4YCHHUU [OaHHBIX (I)I/IBI/I‘-ICCKI/IX July € IIOMOIIBIO I/IHTep(beﬁca, OCHOBAHHOI'O Ha

28 33 MCKIIOUCHHEM nony4yenus ganubeix 00 MC (cm. n. B.7 npunoxxenus B u nn. I'.3 npunoxenus I
? Tlopsimok moakimouernst K ECUA ¢ 11ebio BCIoIb30BaHus IIPOrPaMMHBIX HHTEP(EHCOB OMKMCaH B
. 9-10 Pernamenra.
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SAML 2.0, ciegyeT npuHUMATh BO BHUMAHUE CIEAYIOIINE OCOOCHHOCTH:

— UC nonyvaer naHHbIE 110JIb30BATeNsl HA MOMEHT €ro ayTeHTU(UKAIUH, KaK pe3ysbTarT,
€ClIi JaHHbIE O II0JIb30BaTENle MEHSUIUCh B TeueHue ofHou ceccuu, To MC cmoxer
MOJTYYUTh UX TOJIBKO MOCTIE MOBTOPHOI ayTeHTHU(HUKAIINH MTOIH30BATES,;

— HC umeer BO3MOXHOCTh MOIYy4aTh TOJIBKO T€ JaHHbIE, KOTOPBIE OBUIN ONpE/EIeHbl Ha
craguu noakaodenus MC k ECUA (cm. m. 3.1.1).

[Ipy nomyueHuM AAHHBIX (U3MYECKUX JIMII C IOMOILBIO HHTepdelica, OCHOBAaHHOIO Ha
apxutektype REST, cnexyer npuHUMaTh BO BHUMaHUE CIEIYIOIINE OCOOCHHOCTH:

— HMC nonyuaer 10CTyn K JAaHHBIM O MOJb30BaTEI€ TOJIBKO MOCIE SIBHOI'O pa3pelieHUs CO
CTOPOHBI M0JIb30BATENSA. Y MOJIb30BATEINS UMEETCS BO3SMOKHOCTD BIIOCJIEICTBUU OTO3BATh
3TO pa3pelIeHuE;

— Ui [IOJIyYEHUs JaHHBIX O M0JIb30BaTee HET HE0OX0AUMOCTH UHTEerpupoBarbes ¢ ECUA

no potokoiry SAML mutst ayTeHTH)HUKAIMKA TOTIH30BATENCH.

4.3.2 OcobenHocTH MOJYYCHHUSA JTAHHBIX HPUAXYCCKHUX JTUI
[Ipy monydeHUM NAHHBIX OPUIAMYECKUX JIMI[ C TOMOLIbI0 HMHTep(eiica, OCHOBAHHOIO Ha
SAML 2.0, ciegyeT npuHUMAaTh BO BHUMaHHUE CIEAYIOINE OCOOEHHOCTH:
— HC moxer nonyyaTh ToibKo JaHHble 00 ogHOM FOJI, B KOTOPOM COCTOMT (pU3HUECKOe
JMIIO, Mpouleaiee ayreHTuduKkanuio (moab3oarens BbiOpan FOJI, oT uMeHu kotopoi
Oynet aeiictBoBaTh B nanHoi MC).
[Tpu monmy4eHnn JaHHBIX IOPUINIECKUX JIUI] C TOMOIIBI0 HHTep(deiica, ocHoBaHHOTO Ha REST,
clieiyeT MPUHUMaTh BO BHUMAHHUE CJIeIyIOIIe OCOOEHHOCTH:
—  BO3MOXKHO MOJy4YeHHE O0ImMX AaHHbIX 000 Bcex HOJI, cOTpyaHMKOM KOTOPBIX SIBJISETCS
JaHHOE (hr3HYecKoe JIUIIO.
— ToJHBIA noctyn K JaHHbIM FOJI MOKeT 1aTh TOJIBKO YMOJHOMOYEHHBIN coTpyAaHUK HOJI
(HampuMep, ero pyKoBOJUTENb), 00BIYHbIN coTpyaHuK FOJI MoxkeT nath paspelnieHue Ha
MIPOCMOTP JIMIITb OTPAHUYEHHOT'O 00beMa JTaHHBIX.
Cxema moNlyueHHUs JAHHBIX O TWPUHAUIEKHOCTH COTPYJHHMKA K CHCTEMHBIM TpyIIaMm

npencranieHa B 1. 4.2.2.3.

4.3.3 Ocobennoctu nosydyenusi AaHHbIX OI'B ¥ noJTHOMOYMI JOJTKHOCTHBIX JIMII

Hannpie 06 OI'B moryr ObITh MONyY€HBl C IOMOIIBIO NPOTrPaMMHOIO HHTepdeiica,

OCHOBaHHOT0 Ha mporokoie SAML (B pamkax mosydyeHHs JaHHBIX O JOJDKHOCTHBIX Jjmnax OI'B,
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ayreHTuuupoBanubix uepes ECHUA, cm. . 4.3.1).

Ecnmu MC mpousBoauT uaeHTU(UKAUIO W ayTeHTH(UKanuioo JomkHOCTHRIX Jun OI'B ¢
nomompto ECMA u y Hee BO3HHMKAaeT HEOOXOAMMOCTh IPOBEPATh HAJIWYME Yy I10JIb30BATEIs
cnenuuUeckux  MOJTHOMOYHH, TO  PEKOMEHAYeTCS HCIOJb30BaTh  yTBepkaeHus SAML
systemAuthority (cMm. [Ipunoxenue b).

Ecnmu VIC He mpou3BOAMT MACHTH(PHKALMIO W ayTeHTU(UKauuio AoKHOCTHBIX jui OB ¢
nomotibio ECHA u eif Heo0X0IMMO TOJIy4aTh O MOJHOMOYHSX JIOKHOCTHOTO JIMIA, XPAHAIIUXCS B
ECHA, B npou3BOJIbHBII MOMEHT BPEMEHH, TO HEOOXOIUMO MCIIOJIb30BaTh CHELMAIM3UPOBAHHBIC
AIIEKTPOHHBIC CEPBUCHI, OCHOBaHHBIX Ha mpotokoine SOAP (IIpunoxkenue A). B nanHOM cityuae peyb
uner 06 ucnonszoBanuu ECHA B kauecTBe cepBHca aBTOPU3ALIMU JJIsl pELIEHHs] COOCTBEHHBIX 3ajay
nHbOpMalMOHHOM cucTembl. [lomyuyeHre HaHHBIX O MOJHOMOYMSAX JOJKHOCTHOTO JIMIA HE MMEEeT
OTHOIIEHHA K MEXBEIOMCTBEHHOMY B3aMMOAEHUCTBHIO nocpeactsoM CMOB, nanHblil cueHapuit
PEKOMEHYeTCS WCIIOJIb30BaTh JJIsi aBTOPU3AIMH JOCTYIIa K CEpBHCaM, HE OITyOJMKOBAHHBIM HA
CMDOB.

ba3oBbIil ClieHapuil NOJMy4YeHUs JaHHBIX O IOJHOMOYMSX JoJpkHOocTHoro Jymua OI'B c
HCII0JIb30BaHUEM 3JIeKTpoHHOTO cepsuca ECHA Bkirodaer ciieyromue maru:

1. JomxHocTHOe muuo ¢ wucnois3oBanueM MC-norpeburens Hanpasnser 3ampoc UC-

MOCTAaBILHUKY.

2. UC-nocraBuiuk:

—  U3BJIEKAET M3 3aIlpoca CBEAEHHUS O IMO0JIb30BaTese, OTIPABUBILIEM 3aIpOC: UACHTU(DUKATOD
nonp3oBarens kak ¢usnueckoro auuna (CHUJIC), unentudukarop OI'B, B koTopom
MOJIb30BaTeNb ABIsAETCS AOKHOCTHBIM JuioM (OI'PH);

— wHanpaBmsier B ECHMA 3ampoc Ha BbnonHeHue omepauuu ObtainBaseAuthority
anekTpoHHoro cepuca AgencyAuthorityProvider u mnepemaér uaeHTHdUKATOpP
nonb3oBarenss ECHUA, OI'PH opranusanum (B KOTOpOH IOJIb30BaTelb  SIBISETCS
JOJKHOCTHBIM JuiioM). [l otipaBku 3anpoca MC-noctaBIuk UCMoNb3yeT 3JIEKTPOHHBIN
cepsuc ECHUA (Ilpunoxenue A).

3. ECHA mnepenaér B MC-nocTaBmUK JaHHBIE O JEHCTBYIOIIMX MOJHOMOYMSX JOKHOCTHOTO

JIULA.

4. UC-noctaBuiuk Ha OCHOBaHMM modydeHHbIX u3 ECHA fmaHHBIX O TOJTHOMOYMSIX

JIOJKHOCTHOTO JIMIA aBTOPU3YET 3aMIpOC JOJKHOCTHOTO JIULA.

Cnenyer nomMHUTh, 4TO0 MIC MOXET MOJIYyYUTh AAHHBIE O HAJUYHUU y TIOJIB30BATENS TOJBKO TEX

MOJTHOMOYMH, KOTOPBIE 3apeructTpupoBanbl 3ot MC.
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ore-1
noTpebuTens
HH(OpMaLMA JonxHocTHO

nmuo

\ i

nC

noTpebutens
7

I 3

nan

1. JomkHocTHOE NkL o 4. C-nocTasLyk

HanpaeBnAeT 3anpoc B 0TBEYaeT Ha EC M A

Apyroe Be0OMCTEO 3anpoc

A

2. IC-nocTaBLIMK

i} npoeepAeT
ore-2 Y MoMHOMOuMSA
HOgaBUJHK M C JOMBKHOCTHOTO Nk a
WHopMaurm

" 3.ECWA npenocTasnser
WHGOPMAaLMID 0
NONHOMOYMAX

NOCTaBLUHK

Pucynoxk 6 — [ony4yeHre JaHHBIX O MOJTHOMOYHUSX JTOJIKHOCTHOIO JIMIIA

Ilpumep mnouaydenuss AaHHbIX O mnoaHomouun MC, umurerpmpoBanHoii ¢ ECHA, c

MNOMOIIBIO 3JICKTPOHHOI'O CEPBHUCA

B kauecTBe mpumMepa I NOSICHEHHs HCIIOJIb30BAaHUS ITOJIHOMOYUN B OTHOILIEHUU CHCTEM
NpUBEIEM CIEAYIOUMI CHEHApUil KCHOJB30BaHUS HWH(POPMALMOHHOW CHCTEMOW MJAaHHBIX O
MoJIHOMOYUSIX, Xpausumxcs B ECUA.

[IpenBapuTENbHBIE YCIOBUS Ul PEATU3ALMN CLIEHAPUS:

— OI'B-1 3apeructpupoBan B ECUA u y mpencraButenss ganHoro OI'B ectb noctyn k BeG-

npunoxennto ECUA «Ipoduins rocynapcTBeHHON opraHuzanun» oT uMeHu aa€Horo OI'B-1,

T.e. umeercss AnmuHuctparop npodumis OI'B-1;

— OI'B-1 sBaserca omneparopom HC-norpebutens. OI'B-1 3apeructpupoBan B ECUA HC-
noTpeOuTEN;
— Anmunuctpatop npoduist OI'B-1 npucoenunun nomns3oBarens JJI-1 k OI'B-1 B kauecTBe

noipkaoctHoro aura OI'B-1;

— OI'B-2 saBnsiercs omepatopom WC-nocraBmmka. OI'B-2 3apeructpupoBan B ECHMA HC-

ITOCTaBUIMKA U CIIpaBOYHUK nosiHoMounii M C-nocraBmuka. B cipaBoYHMKE MOJTHOMOYNH €CTh

nonaomouue [TJTH-2.

Cuenapuii BKJIIOYAET CIIeAyIOIIne mark (puc. 7):
1. Anvunuctparop mnpopuns OI'B-1 nHasznHauun pomxHoctHomy smny JUJI-1 w3 OI'B-1
noaaomoune I1JIH-2 B orHOmennn MC-mrocTaBmnimka.

2. J1JI-1 c ucnonszoBannem MUC-notpedburens nanpasisier 3anpoc MC-mocTaBuKy.
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3. MC-nmocraBmuk:

— M3BJIEKAaeT M3 3ampoca CBEACHUA O JIOJDKHOCTHOM JIMIE, OTIPAaBUBLIEM 3aIpocC:
uaeHTUUKATOP nosib3oBaTens kak gusuueckoro auna (CHUJIC) n unentuduxarop OI'B,
B KOTOPOM I0JIb30BATENb SABIAETCS NOJKHOCTHBIM JiniioM (OI'PH);

— Hampasnser B ECUA 3ampoc Ha monydeHrne HHGOPMAaLUU O MOJTHOMOYHSX MOJIb30BATENS B
orHomeHun MC-nmocraBumka. g  3TOro  MCHOJIB3YeTCsl  AJIEKTPOHHBIA  CEpBHC
AgencyAuthorityProvider.

4. ECHA nepenaér B UC-nocTaBImIMK JaHHBIE O TOM, 4TO JoJbKHOCTHOE juno OI'B-1 obnamaer
noiaHomouuem [TJTH-2.
5. UC-noctaBuMk Ha oOcHOBaHMM nosydyeHHbIX Hu3 ECHA JaHHBIX O HOJHOMOYMSX

JOJIKHOCTHOTO JIUIa aBTOPHU3YET 3aIrpoc AobKHOCTHOro juia OI'B-1.

ore-1
noTpebuTens
UHEbopMaUMn| NonmHocTHOe > M C ApmUHMCTPaTOR
LI il notpebutens npopuns
f |
1.Haanauenne nonHomoumit
AOMAKHOCTHOMY ANLY
Wuan 2. [lo/mKHOCTHOE NHULLO 5. UC-nocTasLmK
HanpasnseT 3anpoc 8 OTBEYaeT Ha
Apyroe BeqoMcTBo 3anpoc ECMA "-
Beb-npunomenue
3. MC-nocTaBLy Npoduns OTB
nposepaeT|
NOSHOMOUMS
[OMKHOCTHORO MUY
3. cepeMc
AgencyAuthority
Provider
4.ECHUA
npeaocTaBNseT
vHcbopmaLiHio o
orB-2 A ) Y nonHomounax
NOCTaBLUMEK
MHChopMmaumrm M C
nocTaBLUMK

PI/IC}’HOK 7- HpeHOCTaBHeHI/Ie IIOJIJHOMOYHH U aBTOpHU3anus JOJDKHOCTHBIX JIUIL

Ecnu cyctst Hekoropoe Bpems JUI-1 yBonures uz OI'B-1, To anmunucrparop npoguis OI'B-
1 nomxeH BoHTH B BeO-mipuiioxkeHue «lIpoduiis rocyiapcTBeHHON opranu3zanuu» U uckimountsb JIJI-1

nu3 OI'B-1. B pe3ynbraTe 3T0#1 onepanuu:
— ECHA aBromaTuyecku OT30BET Bce mosiHomMouus J[JI-1, B ToM 4ucie W MOJHOMOYHS B

otHomennu MC-mmocraBIIvKa.

— JJI-1 Gonplie HE MOXKET MONYy4UTh AocTyn K MC-nocTaBUIKy.
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4.3.4 Ocobennoctu nosayvenusi Jauubix UC

[Tomyyats nannHbie 00 wuHTerpupoBaHHbIX ¢ ECHA wuHdOpManmoHHBIX cHCTEeMaxX MOXKHO
TOJILKO TIOCPEICTBOM IPOrPAMMHBIX HHTEP(EHCOB, OCHOBAaHHBIX Ha apxuTekTypHoM cTiie REST (cm.
. B.7 npuioxenus B).

UYtoOsl cuctema Moriia ObITh uacHTHGUIIMpoBaHa cpencrBamu ECHUA, oHa 10KHA 3arpy3UuTh B
ECHA cBoii ceprudukar (cm. 1. 4.2.4).

UtoObl cuctema Moryia mnpou3BoauTh uacHTHukanuioo HC uepes ECHUA, ona pomxHa
MPEIBApUTEIILHO TOJNYYUTh pa3pelieHne Ha BbI3OB cooTBercTByromero REST-cepsuca ECHA.
Heo6xomumocte monydats manusie 00 MC momkHa ObITh yka3aHa B 3asBKE Ha CO3JaHHUE 3alHCH

peructpa unopmannonusix cucreM B ECUA (cpenu neneit noakmoyenus MC B ECI/IA)Zs.

% Cm. pasnen 6 Pernamenra.

54



NMPUNOXEHWE A. DJIEKTPOHHBIE CEPBUCHI ECUA
JIJIS1 PABOTHI C TOJIZKHOCTHBIMHU JIMIIAMMU OT'B

A.1 OO0mmue cBeaeHus

OnektpoHHble cepBucbl ECHA  sBisAOTCA  CHENMAIM3UPOBAHHBIMU  CEpPBUCAMH, HE
otHocsmumMucss kK CMODB u paboTaronumMu 1Mo CTaHAAPTY BBI30Ba JICKTPOHHBIX cepBucoB ECHA.
Hannapie cepBuchl ocHOBaHbl Ha mnpotokone SOAP. B ECHUA mnpemycMOTpeHBI CIEIYIOIIHE

AJIEKTPOHHBIC CEPBUCHI 1O PaboTe ¢ JOKHOCTHBIMU Jiniiamu OI'B:

cepuc OfficerManagement, obecnieunBatonmii (HOpMUPOBAaHHE U BEICHHE pPETHCTpa

noikHOCTHEIX uiy OI'B;

— cepBuc Request, obecrieunBaromuii MpoOBEpKy CTaTyca 3asiBOK, CO3JIAHHBIX SJIEKTPOHHBIMU
cepsucamu ECUA;

— cepBuc AgencyAuthorityManagement, 0o0eCICUMBAOIINN YIIPABICHUE IOJHOMOYHSIMH B
ECUA;

— cepBuc AgencyAuthorityProvider, obecnieunBaromniuii mpocMoTp nosHomMounii B ECHUA.

[lepen neranbHBIM pPAcCMOTPEHHEM JSTUX CEPBUCOB OyaeT mpuBeneHa HHGOpMAIHS O

npoueaype aBTopru3anu 1Mpr BbI3OBC 3TUX CCPBUCOB.

A.2 ABTopu3alnus NPHU BbI30BE JJIEKTPOHHbIX cepBucoB ECHUA,

o0ecneynBaINX padoTy ¢ J0/LKHOCTHRIME Junavu OI'B

ITpu BbI30Be 31eKTpOHHBIX cepBrcoB ECHUA BbIMOIHSETCS aBTOpU3AlMsl B COOTBETCTBUU CO
CJIEYIOIMMU IIPABUIIAMHU:

— BozoB mroboro snextpoHHoro cepsuca ECUA mnpousBoauTcss OT MMEHHM OMNPENEIIEHHOTO
noipxHOocTHOro una OI'B.

— Ilpu BbI3OBe mMOOBIX omepanuii snekTpoHHoro cepBuca OfficerManagement BbImoONHSETCS
npoBepKa, uTo AobKHOcTHoe Jnio OI'B, BeI3bIBaroliee cepBucC, 00JakaeT MOJTHOMOYUSMHU
aamuHuctpatopa npodpuis OI'B B pamkxax toro OI'B, B koTopoM B paMKkax oreparuu
PETUCTPUPYETCA/U3MEHSIETCS/UCKITIOYAETCS JOKHOCTHOE JIULIO.

— Ilpwu BBI30BE omeparnii 37eKTpOHHOTO ceprca AgencyAuthorityManagement:

- TIpH BbI30BE JIOOBIX ONEpalnuii ¢ MOJHOMOYHSIMH B OTHOLLIEHHUH CHUCTEM BBIMOIHSIETCS
npoBepKa, YTo JobKHOCTHOoe Juno OI'B, Be3bIBatomee cepBuc, o00ianaeT

NOJHOMOYHMSAMHM  aAMUHHUCTpaTopa mnpoduns OI'B B pamkxax Toro OIB, «k
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UH(POPMALIMOHHOM CUCTEME KOTOpOTO B pamKax orepauu
IPEOCTABIISCTCS/OT3bIBACTCS, TTOJTHOMOYHE JTOJDKHOCTHOTO JIMIA WJIHM 3arpamiuBaeTcs
UHpOpMaLKs O HOJTHOMOYMSX JOJKHOCTHBIX JIML K JAHHOM CUCTEME;

- IpU BbI30BE ONEpaludl [0 NPEAOCTABICHHUIO/OT3bIBY 0a30BbIX  MOJIHOMOYMH
BBINOJIHSICTCS POBEPKA, YTO AOJDKHOCTHOE suito OI'B, BhI3bIBaroIee cepBuc, 0oaanaeT
NOJTHOMOYHMAMH agMuHHCTpaTopa mpoduns OI'B B pamkax toro OI'B, B koTopom
JOJDKHOCTHOMY JIMILY PEA0CTABIISIOTCS/OT3bIBAIOTCS Oa30BbIE TOJIHOMOYUS;

- BBI3BaTh OINEpallMI0 [0 IMOJYyYEHHIO HH(poOpManMU O 0a30BBIX IOJHOMOYUSX
JIeKTpOHHOTO cepBuca AgencyAuthorityManagement MoXeT It000€ JTOJDKHOCTHOE
muno OI'B.

— Tlpwu BbI30Be Onepanuii anekTpoHHoro cepeuca AgencyAuthorityProvider:

- [P BbI30BE JIOOBIX ONEpaluil ¢ NOJHOMOYUSAMHU B OTHOLIEHUU CHUCTEM BBINOIHIETCS
OpoBepka, uTo JobkHOcTHOoe Juuno OI'B, Bei3bIBatomee cepBuc, o0nanaer
MOJTHOMOYMSAMHU  anMuHucTparopa mnpoduns OI'B B pamkax Toro OI'B, B
UHPOPMALIMOHHOM CHCTEME KOTOpPOrO B  paMKax OIEpalud  3arpamiBacTcs
UHpOpPMAaLKs O TOTHOMOYHSX JOJDKHOCTHBIX JIMIL;

- BBI3BaTh OINEpallMI0O [0 TMOJYyYeHHI0O HH(popManmMU O 0a30BBIX MOJTHOMOYHSX
JOJDKHOCTHOTO JIMIIA MOXKeET JIF000€ JJOKHOCTHOE JIULIO.

— Ilpm BBI3OBE omepanuii JJIEKTPOHHOTO cepBHca Request BBITOJIHAETCS NPOBEPKA, YTO
noskHocTHOE Mo OI'B, BeI3BIBaroliee cepBHC, SBISAETCS BIALEIBLEM 3asiBKH, 110 KOTOPOH
BBITIOJIHSETCS ONepaLUs.

B nensax ocymecrBinenus cucremoil ECUA wnaeHTH(UKAUU BbI3bIBAIOIIETO 3JIEKTPOHHBIN
CepBUC JOJDKHOCTHOro juna, ero OI'B u uHbopManMoHHON CHUCTEMBI, OCYILECTBIISIONUIEH BBI3OB
cepBHca OT MMEHHU JoJpkHocTHoro jauna, B ECHMA mnpenycMOTpeH peXMM BbI30Ba 3JIEKTPOHHBIX
CepBHCOB ¢ Hcnonb3oBaHueM WS-Security W HeKBAIU(DUIMPOBAHHON AJIEKTPOHHOM MMOANUCU
WH(POPMAIIMOHHON CUCTEMBI B COOTBETCTBUU ¢ anroputMamMu RSA, SHA-1L.

Jnst Be130Ba anekTpoHHOro cepsuca ECUA undopmarmontas cucrema JoKHa chOPMHUPOBATH
co0OIIeHNE BBI30Ba, COOTBETCTBYIOIIEE CIEAYIOIIUM TPEOOBAHUSIM:

— HudopmannoHHo#l cucteMoii 10KeH ObITh chOpMUPOBaH U 10OABJIEH K COOOIEHUIO BBI30BA
AIIEKTPOHHOTO cepBHca 3arooBok WS-Security, conepxkamuit CHUJIC nomkHOCTHOrO JMIa
OI'B (B Ttokene UsernameToken B arpubyre Username) ¢ NOANHUCAHHBIN
HEKBaJM(UIUPOBAHHOM 3JIEKTPOHHOM MOANNCHI0 NHPOPMAIIMOHHON CUCTEMBbI, YCTaHOBIEHHOM

Ha:
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HUXKEC:

- MeTKy BpeMeHu 3aroiioBka WS-Security;

- Token WS-Security;

- TeJo coOOIIEeHUs BbI30BA 3IeKTpoHHOTO cepBuca ECUA.
HexBamuduuupoBanHast  3JIEKTpOHHas  MOANMUCH  JODKHA  OBITh  copMupoBaHa ¢
ucrnonb3oBanueM ceptudukara UC B dhopmare X.509 Bepcum 3 anroputmMa RSA ¢ muHOM
kmoua 1024 Our, mnpenBapuTenbHO 3apeructpupoBanHoro B ECHA B peructpe
WH(OPMAIIMOHHBIX CUCTEM.
HexBanuduuupoBanHas 3JIEKTPOHHAS MOMAMUCH HHPOPMAIIMOHHON CHUCTEMBbl JOJDKHA OBIThH
nomenieHa B coodOmenne B popmare xmldsig. JlommkeH MCIONB30BaThCs anroputM xml-ext-
cl4n xanonukanuzanuu XML-coobmenus. JlOMKHBI HCMONb30BaThest anroputMbl RSA u
SHA-1 ¢dopmupoBanus KpuUNTOrpauUecKoro Xd3II M 3JISKTPOHHOW TOAMHMCH. 3HAYCHUS
JICKTPOHHON TOJIMUCH W KPUNTOrpadUIeCKUX Xd3II JIOJDKHBI MOMEIIATHCS B COOOIICHHE B

dbopmare Base64.

[TprMep KOPPEKTHOTO 3arojioBKa COOOIIEHUS BbI30Ba 3eKTpoHHOro cepBuca ECUA npusenen

<?xml version='1l.0' encoding='UTF-8'?>
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/">
<S:Header>
<esia:Security

xmlns:esia="http://esia.gosuslugi.ru/2012/04/eservice">
<dsig:Signature xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">

<dsig:SignedInfo>
<dsig:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<dsig:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#gostr34102001-gostr3411"/>

<dsig:Reference URI="#ESIA WS SECURITY HEADER">
<dsig:Transforms>
<dsig:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</dsig:Transforms>
<dsig:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-morefgostr3411"/>
<dsig:DigestValue>
3HaueHue xs2ma WS-Security sarososka coolmenmus B dopMare Baseb64d
</dsig:DigestValue>
</dsig:Reference>

<dsig:Reference URI="#ESIA_API_CALL_BODY_REFERENCE">
<dsig:Transforms>
<dsig:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</dsig:Transforms>
<dsig:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#gostr3411"/>
<dsig:DigestValue>
3HauUeHMe X3lla TeJjla BBIBOBAa BJIEKTPOHHOTO cepBuca ECUA B dopmaTe Baseb4d
</dsig:DigestValue>
</dsig:Reference>
</dsig:SignedInfo>

<dsig:Signaturevalue>
3HaueHue nomnmcu B dopmaTe Basebd
</dsig:SignatureValue>
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</dsig:Signature>
</esia:Security>

<wsse:Security

xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
S:mustUnderstand="1"

wsu:Id="ESIA WS SECURITY REFERENCE">

<dsig:Signature xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#">
<dsig:SignedInfo>

<dsig:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<dsig:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<dsig:Reference URI="#TIMESTAMP REFERENCE">
<dsig:Transforms>
<dsig:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</dsig:Transforms>
<dsig:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<dsig:DigestValue>
3HaueHMe xX3lla METKM BpeMeHM B dopmaTe Base64
</dsig:DigestValue>
</dsig:Reference>

<dsig:Reference URI="#ESIA API CALL BODY REFERENCE">
<dsig:Transforms>

<dsig:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</dsig:Transforms>
<dsig:DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<dsig:DigestValue>

3HaUeHMe X2la TeJjla BH30Ba BDJIEKTPOHHOTO cepsBuca ECUA B dopmare Baseb4d
</dsig:DigestValue>
</dsig:Reference>

<dsig:Reference URI="#ESIA SECURITY TOKEN">
<dsig:Transforms>

<dsig:Transform

Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401l-wss—-soap-message—
security-1.0#STR-Transform">

<wsse:TransformationParameters>
<dsig:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
</wsse:TransformationParameters>
</dsig:Transform>
</dsig:Transforms>
<dsig:DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<dsig:DigestValue>

3HaUeHMe x3lla TOKeHa 0Oe3omacHocTu ECUA B dopmarTe Baseb4d
</dsig:DigestValue>

</dsig:Reference>
</dsig:SignedInfo>
<dsig:SignatureValue>

3HaueHue noxmnucu WS-Security B dopmarTe Base6c4d
</dsig:SignaturevValue>
<dsig:KeyInfo>

<wsse:SecurityTokenReference

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility—
1.0.xsd"

wsu:Id="ESIA SECURITY TOKEN">
<X509Data xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<X509IssuerSerial>
<X509IssuerName>
CommonName VYII,
</X509IssuerName>
<X509SerialNumber>
CepurHbllI HOMep cepTudmxaTa RSA
</X509SerialNumber>
</X509IssuerSerial>
</X509Data>
</wsse:SecurityTokenReference>
</dsig:KeyInfo>

BEITYCTMBIIETO cepTudmxaT RSA
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</dsig:Signature>
<wsse:UsernameToken
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="ESIA SECURITY TOKEN">
<wsse:Username>
CHUJIC OOJIKHOCTHOTO JIMLa, OT MMEHM KOTOPOT'O MIET BESBOB D3JIEKTPOHHOTO cepBuca ECUA (B dopmare
XXX -XXX-XXX XX)
</wsse:Username>
</wsse:UsernameToken>
<wsu:Timestamp
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="TIMESTAMP REFERENCE">
<wsu:Created>
BpeMs bopMmpoBauHmMsa coobumeHus, HanpmuMmep, 2012-04-04T15:40:357
</wsu:Created>
<wsu:Expires>
BpeMs OKOHUAHMS CpoKa IelcTBus coobmeHus, HanpuMmep, 2012-04-04T15:41:357
</wsu:Expires>
</wsu:Timestamp>
</wsse:Security>
</S:Header>
<S:Body
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="ESIA API CALL BODY REFERENCE">
Tejio cooOumeHuA BE3OBa CepBMUCa
</S:Body>
</S:Envelope>

[Tpu nonyuenuu coobmenuss ECUA BbINOIHAET caenyIoLe Onepaluu:

1. TIpoBepsieT COOTBETCTBHE COOOILICHNS U €r0 HEKBATU(DPULMPOBAHHOM 3JIEKTPOHHOM MOJIIHCH.

2. TIpoBepsier, uTo cepTU(UKAT, UCIOIb30BAHHBIN 11 (OPMUPOBAHUS HEKBATH(PHUIIMPOBAHHOM
AJIIEKTPOHHOM MOAMKICH cO00IIeHusl, 3apeructpupoad B ECUA.

3. TIpoBepsier, 4TO CPOK ACHCTBUS COOOIIECHUS HE UCTEK (TI0 BpeMeHHoi MeTke Expired).

4. OcymecTBiseT BBIOOPKY HH()OPMAIMOHHOW CHCTEMBI, COOTBETCTBYIOIIEH CepTH(HKATy, a
Takxke ompenenser no uHpopmanuoHHON cucreme ToT OI'B, K KOTOpOMY HpPHUHAAIEKUT
cucTema.

5. BriOupaer u3 3arosnoBka coodmenust ganusle o CHUJIC pomxnoctHOro numna OI'B (Token
UsernameToken, atpu0yT Username).

6. BoimonHseT mpoBepKy Hanmuuus y JojbkHOcTHoro nuia OI'B monHomMouMii Ha BBINOJIHEHHE
3aIMpOLICHHON OTlepaluy.

7. BBINONHSET 3aMpoIIEHHYIO ONEpPalMio OT UMEHH JTOJKHOCTHOTO JIMIA B ClIydyae JOCTaTOYHOCTH
€ro MOJHOMOYUH.

8. ®opmupyer OTBeT, B KOTOpbI BKJIIOYaeT 3arosoBok WS-Security, mOJMUCaHHBIH
TEXHOJIOTUYECKON HekBalu(puIMpoBaHHOW 3nekTpoHHON mnoamuceio ECHUA. Coobmenue c
OTBETOM BBIIVISIIUT TaKKe KaK M COOOIIEHHE C 3alpoCcOM, HO HE COJEPXKHUT TAra ¢ TOKEHOM
UsernameToken.

Omneparop HHPOPMAITMOHHON CUCTEMBI CAMOCTOSATEIHHO MPUHUMACT PEUICHUE, JODKHA JTU €ro
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MH(POPMALIMOHHAS CHUCTEMa BBINOJHATH MPOBEPKY HEKBATU(HUIIMPOBAHHOW 3JIEKTPOHHOM MOAMUCH

ECHA B 0TBETHBIX COOOIIEHUSIX.

A.3 Daexrtponnbii cepBuc OfficerManagement

HaunmeHoBaHue ®opMHUpOBaHUE U BEJIEHUE pPErucTpa J0JKHOCTHBIX aul OI'B
Kon OfficerManagement
Ha3znauenue Co3nanue, U3MEHEHHUE, yIaJICHUE 3alUCel perucTpa

nomkaoctHeIX Ul OI'B B ECUA

Azlpec OImuCaHUus CEpBUCaA

https://esia.gosuslugi.ru/OfficerManagementWSBean/OfficerM

anagerService?WSDL

A.3.1 Onepauun

Onepanus

Ha3nauenune

regOfficer

Coznanue B ECHA 3asBKM Ha IPUCOEAMHEHHUE JTOIKHOCTHOTO
muna k ECUA. Meto npuHUMaeT Ha BXOJl JJaHHbIE

PEruCcTpupyeMoro JOJKHOCTHOTIO JIMIIA.

modifyOfficerData

HN3menenue CJ'IY)KC6HI>IX JaHHBIX JOJIDKHOCTHOI'O JIMIIA.

dismissOfficer

Ucknrouenune nomxuaoctaoro auma us OI'B.

A3.1.1 Onepanus regOfficer

HaumeHnoBanue Co3nanue 3as8BKU Ha IPUCOECINHEHUE TOJKHOCTHOTO JIMIIA
Kon regOfficer

Ha3znauenue Coznanne B ECUA 3asBkM Ha mpUCOEUHEHNE JOIKHOCTHOTO

JIMIa. MGTO)I IMPUHHUMACT Ha BXOA JaHHBIC TOJIKHOCTHOI'O
JIM1a. B PE3YIIbTATC BBIITOJIHCHUA 3a4BKH YUCTHAA 3aIlIMCh

nosnb3oBarenst ECUA Oyner npucoeannena k OI'B.

Bxoaunsbie nannble: regOfficerRequest

Kon mapamerpa Onucanue napamerpa Oo0s13aTe1bHOCTD
snils CHUJIC +
agencyOGRN OI'PH opranuzanuu +
fullName ono +
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gender [Ton +
birthDate Jlata poskacHHs +
inn WHH -
passport [Tacnopt rpaxkxnanuna P® +
department [Moapasnenenue -
position JIO/KHOCTD -
officialEmail Cry>xeOHbIH aapec | +
AIEKTPOHHOM MOYThI
description KommenTtapuit -
Beixoanbie nannbie: regOfficerResponse
Koxa mapamerpa Onucanue 00s13aTEJILHOCTD
requestld Wnentudukatop 3asiBKH 2
Coo0menue 00 ommodke: fault
Kox mapamerpa Onucanue 00s13aTEJILHOCTD

30

faultElem Wnentudukatop ommbOku -

A.3.1.2 Onepanus modifyOfficerData

HaumenoBanue Coznianue 3asBKM Ha M3MEHEHHUE JIaHHBIX JOHKHOCTHOIO JIMIIA
OI'B

Kon modifyOfficerData

Ha3nayenue Coznanue B ECHA 3asBKM Ha U3MEHEHUE CITY>)KEOHBIX JaHHbBIX

JOJIXKHOCTHOTI'O JIMIIA.

Bxoansie nannbie: modifyOfficerDataRequest

Kox mapamerpa Onucanue O06s3aTeJILHOCTH
snils CHUJIC +
agencyOGRN OI'PH opranu3zarmuun +
department [Moxpasnenenue -

2
% BosBpalraercsi B ciIydae yCIemHoro BEITOIHEHHS BEI30Ba
30
BosBpamiaercs B ciiyuae BOSHUKHOBEHHSI OIIMOKH MPH 00paboTKe BBI30Ba
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position JIOJDKHOCTD -

officialEmail CayxeOHbII azapec | +
3JE€KTPOHHOU MOYTHI

description Kommenrtapuii -

Boixoaubie nannbie: modifyOfficerDataResponse

Koxa mapamerpa Onucanue O06s13aTEJILHOCTH

requestld Nnentudukarop 3as1BKu -

Coobumenue 00 omudke: fault

Koax mapamerpa Onucanue O0s13aTEJILHOCTD

faultElem NnentudukaTop ommoOKu -

A.3.1.3 Onepanus dismissOfficer

HanmenoBanme Co3nanue 3asBKM Ha UCKIIFOUEHHUE 3alIUCH U3 PETUCTpa
nomkHocTHBIX aun OI'B

Kon dismissOfficer

Hasnayenue Coznanne B ECHA 3asBKM Ha OTCOEAMHEHNUE YUETHOW 3allUCH
¢buznueckoro nuna ot OI'B.

Bxoaunbie nannsble: dismissOfficerRequest

Koa mapamerpa Onucanue O0s13aTEJILHOCTD
snils CHUJIC +

agencyOGRN OI'PH opranu3zamumn +

Broixoaubie nanubie: dismissOfficerResponse

Koa mapamerpa Onucanue O0s13aTEJILHOCTD
requestld Wnentudukatop 3asiBKU -

Coodmenue 06 ommudke: fault

Kox mapamerpa Onucanue O06s3aTEJILHOCTH
faultElem WNnentudukarop ommoOKu -

A.3.2 Onucanue cepBuca

<?xml version='1l.0' encoding='UT

(WSDL)

F-8"'?>

<definitions xmlns:wssutil="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
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xmlns:wsp="http://www.w3.0rg/ns/ws-policy" xmlns:wspl 2="http://schemas.xmlsoap.org/ws/2004/09/policy"
xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://esia.atc.ru/ws/agency/officerManagement/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns="http://schemas.xmlsoap.org/wsdl/"
targetNamespace="http://esia.atc.ru/ws/agency/officerManagement/" name="OfficerManagerService">
<wsp:UsingPolicy wssutil:Required="true"/>
<wspl 2:Policy wssutil:Id="defaultpolicy">
<nsl:AsymmetricBinding xmlns:nsl="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wspl 2:Policy>
<nsl:InitiatorToken>
<wspl 2:Policy>
<nsl:X509Token nsl:IncludeToken="http://docs.ocasis-open.org/ws-sx/ws—
securitypolicy/200702/IncludeToken/AlwaysToRecipient™>
<wspl 2:Policy>
<nsl:WssX509V3Tokenl0/>
</wspl 2:Policy>
</nsl:X509Token>
</wspl 2:Policy>
</nsl:InitiatorToken>
<nsl:RecipientToken>
<wspl 2:Policy>
<nsl:X509Token nsl:IncludeToken="http://docs.oasis-open.org/ws-sx/ws—
securitypolicy/200702/IncludeToken/Never">
<wspl 2:Policy>
<nsl:WssX509V3Tokenl0/>
</wspl 2:Policy>
</nsl:X509Token>
</wspl 2:Policy>
</nsl:RecipientToken>
<nsl:AlgorithmSuite>
<wspl 2:Policy>
<nsl:Basic256/>
</wspl 2:Policy>
</nsl:AlgorithmSuite>
<nsl:IncludeTimestamp/>
<nsl:ProtectTokens/>
<nsl:0OnlySignEntireHeadersAndBody/>
</wspl 2:Policy>
</nsl:AsymmetricBinding>
<ns2:SignedSupportingTokens xmlns:ns2="http://docs.oasis-open.org/ws—-sx/ws-—
securitypolicy/200702">
<wspl 2:Policy>
<ns2:UsernameToken ns2:IncludeToken="http://docs.oasis-open.org/ws—sx/ws-—
securitypolicy/200702/IncludeToken/AlwaysToRecipient">
<wspl 2:Policy>
<ns2:NoPassword/>
</wspl 2:Policy>
</ns2:UsernameToken>
</wspl 2:Policy>
</ns2:SignedSupportingTokens>
<ns3:Wssll xmlns:ns3="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wspl 2:Policy>
<ns3:MustSupportRefIssuerSerial/>
</wspl 2:Policy>
</ns3:Wssll>
</wspl 2:Policy>
<types>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/types/simple/erroxr/"
schemalocation="http://172.18.5.127:7001/0fficerManager/OfficerManagerService?xsd=1"/>
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/agency/officerManagement/"
schemalocation="http://172.18.5.127:7001/0fficerManager/OfficerManagerService?xsd=2"/>
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/types/complex/common/"
schemalocation="http://172.18.5.127:7001/0fficerManager/OfficerManagerService?xsd=3"/>
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/types/simple/simple/"
schemalocation="http://172.18.5.127:7001/0fficerManager/OfficerManagerService?xsd=4"/>
</xsd:schema>
</types>
<message name="createOfficer">
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<part name="createOfficerRequest" element="tns:createOfficerRequest"/>
</message>
<message name="createOfficerResponse">
<part name="createOfficerResponse" element="tns:createOfficerResponse"/>
</message>
<message name="Fault">
<part xmlns:ns4="http://esia.atc.ru/ws/types/simple/error/" name="fault"
element="ns4:faultElem"/>
</message>
<message name="modifyOfficerData">
<part name="modifyOfficerDataRequest" element="tns:modifyOfficerDataRequest"/>
</message>
<message name="modifyOfficerDataResponse">
<part name="modifyOfficerDataResponse" element="tns:modifyOfficerDataResponse"/>
</message>
<message name="deleteOfficer">
<part name="deleteOfficerRequest" element="tns:deleteOfficerRequest"/>
</message>
<message name="deleteOfficerResponse">
<part name="deleteOfficerResponse" element="tns:deleteOfficerResponse"/>
</message>
<portType name="OfficerManagement">
<operation name="createOfficer">
<input wsam:Action="createOfficer" message="tns:createOfficer"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/officerManagement/OfficerManagement/createOfficerResponse"
message="tns:createOfficerResponse" />
<fault message="tns:Fault" name="Fault"
wsam:Action="http://esia.atc.ru/ws/agency/officerManagement/OfficerManagement/createOfficer/Fault/Fault
"/
</operation>
<operation name="modifyOfficerData">
<input wsam:Action="modifyOfficerData" message="tns:modifyOfficerData"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/officerManagement/OfficerManagement/modifyOfficerDataResponse
" message="tns:modifyOfficerDataResponse" />
<fault message="tns:Fault" name="Fault"
wsam:Action="http://esia.atc.ru/ws/agency/officerManagement/OfficerManagement/modifyOfficerData/Fault/F
ault"/>
</operation>
<operation name="deleteOfficer">
<input wsam:Action="deleteOfficer" message="tns:deleteOfficer"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/officerManagement/OfficerManagement/deleteOfficerResponse"
message="tns:deleteOfficerResponse" />
<fault message="tns:Fault" name="Fault"
wsam:Action="http://esia.atc.ru/ws/agency/officerManagement/OfficerManagement/deleteOfficer/Fault/Fault
vv/>
</operation>
</portType>
<binding name="OfficerManagementPortBinding" type="tns:0fficerManagement">
<wsp:PolicyReference URI="#defaultpolicy"/>
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
<operation name="createOfficer">
<soap:operation soapAction="createOfficer"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="literal"/>
</fault>
</operation>
<operation name="modifyOfficerData">
<soap:operation soapAction="modifyOfficerData"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="literal"/>
</fault>
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</operation>
<operation name="deleteOfficer">
<soap:operation soapAction="deleteOfficer"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="literal"/>
</fault>
</operation>
</binding>
<service name="OfficerManagerService">
<port name="OfficerManagementPort" binding="tns:0fficerManagementPortBinding">
<soap:address location="http://172.18.5.127:7001/0fficerManager/OfficerManagerService" />
</port>
</service>
</definitions>

A.4 DaexkTpoHHBIH cepBuc Request

HaumeHoBanue 3assku ECUA

Kon Request

Ha3znauenmue [IpoBepka craryca 3asBku B ECUA

AZIpec onMcaHus cepBUca https://esia.gosuslugi.ru/RequestManagerWSBean/RequestMan
agement?WSDL

A.4.1 Onepauuu

Onepanus Hasnayenue

getStatus IIpoBepka craryca 3asBKH.

A4.1.1 Onepanus getStatus

HaumenoBanue ITpoBepka cTaryca 3asBKU

Kon getStatus

Ha3nauenne ITonmyuenue Tekyuero craryca 3asBku. MeToJ IpuHUMaeT Ha
BXOJ] UCHTU(UKATOP 3asIBKH.

Bxoanbie 1annbie: getStatusRequest

Kox mapamerpa Onucanue napamerpa O0s13aTeJIbHOCTH

requestld Wnentudukatop 3asBKu +



https://esia.gosuslugi.ru/RequestManagerWSBean/RequestManagement?WSDL
https://esia.gosuslugi.ru/RequestManagerWSBean/RequestManagement?WSDL

Brixoaubie 1annbie: getStatusResponse

Koxa mapamerpa Onucanue O06s13aTEJILHOCTD
status Cratyc -

Coo0menue 06 ommdke: fault

Koxa mapamerpa Onucanue O06s3aTEJILHOCTD
faultElem WnentudukaTop ommoKu -

A.4.2 Omucanue cepsuca (WSDL)

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<wsdl:definitions

name="Request"

targetNamespace="http://esia.atc.ru/ws/agency/request/"
xmlns:wssutil="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss—

wssecurity-utility-1.0.xsd"

xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"

xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://esia.atc.ru/ws/agency/request/"

xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:stypes="http://esia.atc.ru/ws/types/simple/simple/"
xmlns:error="http://esia.atc.ru/ws/types/simple/error/">
<wsp:Policy wssutil:Id="usernametoken">
<nsl:AsymmetricBinding xmlns:nsl="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wsp:Policy>
<nsl:InitiatorToken>

<wsp:Policy>

<nsl:X509Token nsl:IncludeToken="http://docs.oasis-open.org/ws—-sx/ws—

securitypolicy/200702/IncludeToken/AlwaysToRecipient">

<wsp:Policy>
<nsl:WssX509V3Tokenl0/>
</wsp:Policy>
</nsl:X509Token>
</wsp:Policy>

</nsl:InitiatorToken>
<nsl:RecipientToken>

<wsp:Policy>

<nsl:X509Token nsl:IncludeToken="http://docs.oasis-open.org/ws-sx/ws—

securitypolicy/200702/IncludeToken/Never">

<wsp:Policy>
<nsl:WssX509V3Tokenl0/>
</wsp:Policy>
</nsl:X509Token>
</wsp:Policy>

</nsl:RecipientToken>
<nsl:AlgorithmSuite>

<wsp:Policy>
<nsl:Basic256/>
</wsp:Policy>

</nsl:AlgorithmSuite>
<nsl:IncludeTimestamp/>
<nsl:ProtectTokens/>
<nsl:0OnlySignEntireHeadersAndBody/>

</wsp:

Policy>

</nsl:AsymmetricBinding>
<ns2:SignedSupportingTokens xmlns:ns2="http://docs.oasis-open.org/ws-sx/ws—
securitypolicy/200702">
<wsp:Policy>

<ns2:UsernameToken ns2:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-—

securitypolicy/200702/IncludeToken/AlwaysToRecipient">

<wsp:Policy>
<ns2:NoPassword/>
</wsp:Policy>

</ns2:UsernameToken>

</wsp:

Policy>
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</ns2:SignedSupportingTokens>
<ns3:Wssll xmlns:ns3="http://docs.ocasis-open.org/ws—-sx/ws—securitypolicy/200702">
<wsp:Policy>
<ns3:MustSupportRefIssuerSerial/>
</wsp:Policy>
</ns3:Wssll>
</wsp:Policy>

<wsdl:types>
<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://esia.atc.ru/ws/agency/request/">
<xsd:import namespace="http://esia.atc.ru/ws/types/simple/simple/"
schemalocation="types/simple/common.xsd" />
<xsd:import namespace="http://esia.atc.ru/ws/types/simple/error/"
schemaLocation="types/simple/error.xsd" />

<xsd:complexType name="GetStatusRequest">
<xsd:sequence>
<xsd:element name="requestId" type="xsd:long"/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="GetStatusResponse">
<xsd:sequence>
<xsd:element name="status" type="stypes:RequestStatus"/>
</xsd:sequence>
</xsd:complexType>

<xsd:element name="getStatusRequest" type="tns:GetStatusRequest"/>
<xsd:element name="getStatusResponse" type="tns:GetStatusResponse"/>
</xsd:schema>
</wsdl:types>

<wsdl:message name="getStatusRequest">
<wsdl:part name="getStatusRequest" element="tns:getStatusRequest"/>
</wsdl:message>

<wsdl:message name="getStatusResponse">
<wsdl:part name="getStatusResponse" element="tns:getStatusResponse"/>
</wsdl:message>

<wsdl:message name="fault">
<wsdl:part name="fault" element="error:faultElem"/>
</wsdl:message>

<wsdl:portType name="Request'">
<wsdl:operation name="getStatus">
<wsdl:input message="tns:getStatusRequest"/>
<wsdl:output message="tns:getStatusResponse"/>
<wsdl:fault name="fault" message="tns:fault"/>
</wsdl:operation>
</wsdl:portType>

<wsdl:binding name="RequestSOAP" type="tns:Request">
<wsp:PolicyReference URI="#usernametoken"/>
<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="getStatus">
<soap:operation soapAction="createOfficer"/>
<wsdl:input>
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output>
<soap:body use="literal"/>
</wsdl:output>
<wsdl:fault name="fault">
<soap:fault name="fault" use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>

<wsdl:service name="Request'">
<wsdl:port binding="tns:RequestSOAP" name="Request">
<soap:address location=""/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>
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A.5 Daextponnsblii cepBuc AgencyAuthorityManagement

HaunmeHoBaHue VYupasnenue nonHomounsimu B ECUA
Kon AgencyAuthorityManagement
Ha3znauenne IIpenocraBiieHne 1 OT3bIB IIOJTHOMOYHM, IOJy4YEHUE

I/IH(bOpMaL[I/II/I 0 IIOJIHOMOYMAX JOJIXKHOCTHOI'O JIMIIa

AJIpec onucaHus cepBHCA https://esia.gosuslugi.ru/AgencyAuthorityManagementWSBea
n/AgencyAuthorityManagement?WSDL

A.5.1 Onepauun

Onepanus Ha3znauenue

getBaseAuthorities [Monyuenue uHGOpMAIUU O 6A30BBIX MTOJTHOMOYHSIX

JOJDKHOCTHOI'O JIMIIa

getSystemAuthorities [Tony4yenne HHGOPMAIIUH O TIOJTHOMOYHSX TOJHKHOCTHOTO

JMa B OTHOIICHHUHN CUCTCMBI

grantAuthority [IpengocTaBieHue MOJTHOMOYHS

revokeAuthority OT3bIB MOJTHOMOYHS

AS.1.1 Onepanus getBaseAuthorities

HaumenoBanue [Mony4yenue wHGOPMAIUU O OA30BBIX TOTHOMOYHSX

JOJXKHOCTHOTI'O JIMIIa

Kon getBaseAuthorities

HasHa4veHnue HonyquI/Ie I/IH(I)OpMaI_[I/II/I 0 0a30BBIX TTOJTHOMOYHIX

JOJXKHOCTHOTI'O JIMIIAa

Bxoanblie nannbie : getBaseAuthoritiesRequest

Ko mapamerpa Onucanue napamerpa Oo0s13aTe1bHOCTD
snils CHUJIC +
agencyOgrn OI'PH opranuzanuu +

Boixoanbie nannblie: getBaseAuthoritiesResponse

Koa mapamerpa Onucanue O0s13aTEJILHOCTD
authorities Crucox mnomHOMOYMS (M WX | -
I1apaMeTpoB)
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Cooo0mmenue 00 ommoke: fault

Koxa mapamerpa

Onucanune

O0s3aTEeILHOCTD

faultElem NnentudukaTop ommoKu -

AS5.1.2 Onepanus getSystemAuthorities

HaumenoBanue [Tonyuenue nHpopMaUU O TOTHOMOYHSIX JOKHOCTHOTO
JUIA HA CUCTEMY

Kon getSystemAuthorities

Ha3znauenne [Tonryuenue nHGOpMAIIUN O TOTHOMOYHSIX JOKHOCTHOTO

JiMia Ha CUCTEMY

Bxoaunbie 1annble : getSystemAuthoritiesRequest

Koa mapamerpa Onucanue napamerpa O0s13aTEJILHOCTD
snils CHUJIC +
agencyOgrn OI'PH opranuzanuu +
systemExtld Nnentudukarop cucteMbl +
Broixonubie nannbie: getSystemAuthoritiesResponse
Koa mapamerpa Onucanue O0s13aTEJILHOCTD
authorities Crucok mosHOMOYHsl (M WX | -
apaMeTpoB)
Coodmenue 06 ommudke: fault
Koa mapamerpa Onucanue O0s13aTEJILHOCTD
faultElem WNnentudukatop ommoOKu -
AS.1.3 Onepanus grantAuthority
HaumenoBanue [IpenocraBiieHre MOTHOMOYUS
Kon grantAuthority
Ha3znayenue [IpenocraBieHne MOTHOMOYUS
Bxoanbie nannble : grantAuthorityRequest
Koa mapamerpa Onuncanue mnapamerpa O06s13aTEJILHOCTD
snils CHMIJIC +
agencyOgrn OI'PH opranuzanuu +
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authority [TonHOMOYHE (c|+
napameTpaMH )
Broixonubie nannbie: grantAuthorityResponse
Kox mapamerpa Onucanue O06s3aTEJILHOCTD
requestld Nnentudukarop 3as1BKu -
Coo0menue 06 ommdke: fault
Koxa mapamerpa Onucanue O06s3aTEJILHOCTD
faultElem Wnentudukatop ommoOKu -
AS.14 Onepanus revokeAuthority
HaumenoBanue OT3bIB NOTHOMOYHS
Kox revokeAuthority
Ha3znavenue OT3BIB MOJTHOMOYHUS
Bxoanbie nannble : revokeAuthorityRequest
Konx mapamerpa Onucanue napamerpa O0s13aTEJILHOCTD
snils CHUJIC +
agencyOgrn OI'PH opranuzanuun +
authority [TonHOMOuUME +
Boixonnbie nannbie: revokeAuthorityResponse
Koa mapamerpa Onucanue O0s13aTEJILHOCTD
requestld Wnentudukatop 3as1BKH -
Coo0menue 00 ommodke: fault
Koa mapamerpa Onucanue O0s13aTEJILHOCTD

faultElem

Wnentudukatop ommodKu

A.5.2 Onucanue cepuca (WSDL)

<?xml version='1l.0' encoding='UTF-8'?>
<definitions xmlns:wssutil="http://docs.ocasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-

1.0.xsd"

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-

1.0.xsd"

xmlns:wsp="http://www.w3.0rg/ns/ws-policy"
xmlns:wspl 2="http://schemas.xmlsoap.org/ws/2004/09/policy"

xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata"

xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://esia.atc.ru/ws/agency/authzm/"
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xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns="http://schemas.xmlsoap.org/wsdl/"
targetNamespace="http://esia.atc.ru/ws/agency/authzm/" name="AgencyAuthorityManagement">
<wsp:UsingPolicy wssutil:Required="true"/>
<wspl 2:Policy wssutil:Id="defaultpolicy">
<nsl:AsymmetricBinding xmlns:nsl="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wspl 2:Policy>
<nsl:InitiatorToken>
<wspl 2:Policy>
<nsl:X509Token
nsl:IncludeToken="http://docs.oasis-open.org/ws—-sx/ws—
securitypolicy/200702/IncludeToken/AlwaysToRecipient">
<wspl 2:Policy>
<nsl:WssX509V3Tokenl0/>
</wspl 2:Policy>
</nsl:X509Token>
</wspl 2:Policy>
</nsl:InitiatorToken>
<nsl:RecipientToken>
<wspl 2:Policy>
<nsl1l:X509Token
nsl:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-
securitypolicy/200702/IncludeToken/Never">
<wspl 2:Policy>
<nsl:WssX509V3Tokenl0/>
</wspl 2:Policy>
</nsl:X509Token>
</wspl 2:Policy>
</nsl:RecipientToken>
<nsl:AlgorithmSuite>
<wspl 2:Policy>
<nsl:Basic256/>
</wspl 2:Policy>
</nsl:AlgorithmSuite>
<nsl:IncludeTimestamp/>
<nsl:ProtectTokens/>
<nsl:0nlySignEntireHeadersAndBody/>
</wspl 2:Policy>
</nsl:AsymmetricBinding>
<ns2:SignedSupportingTokens xmlns:ns2="http://docs.oasis-open.org/ws-sx/ws—
securitypolicy/200702">
<wspl 2:Policy>
<ns2:UsernameToken
ns2:IncludeToken="http://docs.oasis-open.org/ws—-sx/ws-—
securitypolicy/200702/IncludeToken/AlwaysToRecipient">
<wspl 2:Policy>
<ns2:NoPassword/>
</wspl 2:Policy>
</ns2:UsernameToken>
</wspl 2:Policy>
</ns2:SignedSupportingTokens>
<ns3:Wssll xmlns:ns3="http://docs.ocasis-open.org/ws-sx/ws-securitypolicy/200702">
<wspl 2:Policy>
<ns3:MustSupportRefIssuerSerial/>
</wspl 2:Policy>
</ns3:Wssll>
</wspl 2:Policy>
<types>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/agency/authzm/"

schemalocation="http://172.18.5.127:7001/AgencyAuthorityManagementWSBean/AgencyAuthorityManagement?xsd=
1vv/>
</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/api/types/simple/error/"

schemalocation="http://172.18.5.127:7001/AgencyAuthorityManagementWSBean/AgencyAuthorityManagement?xsd=
2" />
</xsd:schema>
</types>
<message name="grantAuthority">
<part name="grantAuthorityRequest" element="tns:grantAuthorityRequest"/>
</message>
<message name="grantAuthorityResponse">
<part name="grantAuthorityResponse" element="tns:grantAuthorityResponse"/>
</message>
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<message name="Fault">
<part xmlns:ns4="http://esia.atc.ru/ws/api/types/simple/error/" name="fault"
element="ns4:faultElem"/>
</message>
<message name="revokeAuthority">
<part name="revokeAuthorityRequest" element="tns:revokeAuthorityRequest"/>
</message>
<message name="revokeAuthorityResponse">
<part name="revokeAuthorityResponse" element="tns:revokeAuthorityResponse"/>
</message>
<message name="getBaseAuthorities">
<part name="getBaseAuthoritiesRequest" element="tns:getBaseAuthoritiesRequest"/>
</message>
<message name="getBaseAuthoritiesResponse">
<part name="getBaseAuthoritiesResponse" element="tns:getBaseAuthoritiesResponse" />
</message>
<message name="getSystemAuthorities">
<part name="getSystemAuthoritiesRequest" element="tns:getSystemAuthoritiesRequest"/>
</message>
<message name="getSystemAuthoritiesResponse">
<part name="getSystemAuthoritiesResponse" element="tns:getSystemAuthoritiesResponse"/>
</message>
<portType name="AgencyAuthorityManagementWs">
<operation name="grantAuthority">
<input wsam:Action="grantAuthority" message="tns:grantAuthority"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/grantAuthorityResponse"
message="tns:grantAuthorityResponse" />
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/grantAuthority/Fault/Fault
vv/>
</operation>
<operation name="revokeAuthority">
<input wsam:Action="revokeAuthority" message="tns:revokeAuthority"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/revokeAuthorityResponse"
message="tns:revokeAuthorityResponse"/>
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/revokeAuthority/Fault/Faul
t"/>
</operation>
<operation name="getBaseAuthorities">
<input wsam:Action="getBaseAuthorities" message="tns:getBaseAuthorities"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/getBaseAuthoritiesResponse
"
message="tns:getBaseAuthoritiesResponse"/>
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/getBaseAuthorities/Fault/F
ault"/>
</operation>
<operation name="getSystemAuthorities">
<input wsam:Action="getSystemAuthorities" message="tns:getSystemAuthorities"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/getSystemAuthoritiesRespon
se"
message="tns:getSystemAuthoritiesResponse" />
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/agency/authzm/AgencyAuthorityManagementWS/getSystemAuthorities/Fault
/Fault"/>
</operation>
</portType>
<binding name="AgencyAuthorityManagementBinding" type="tns:AgencyAuthorityManagementWs">
<wsp:PolicyReference URI="#defaultpolicy"/>
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
<operation name="grantAuthority">
<soap:operation soapAction="grantAuthority"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
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A.6 DaextpoHHbIii cepBuc AgencyAuthorityProvider

HaunmeHoBaHue ITpocmotp nonHomounii B ECUA
Kon AgencyAuthorityProvider
Ha3znauenue [IpocMOTp AEUCTBYIOIIMX HA TEKYIIUH MOMEHT OJTHOMOYUM

JOJIXKHOCTHOI'O JIMIIa

AL[pec OImucCaHus CepBUCaA

https://esia.gosuslugi.ru/AgencyAuthorityProviderWSBean/Ag

encyAuthorityProvider?WSDL

A.6.1 Onepanun

Onepanus

Ha3nauenune

obtainBaseAuthorities

[Tonyuenue nHpopMauu 0 ACUCTBYIONINX HA TEKYIIUN

MOMEHT 0a30BBIX MOJHOMOYHUIX JOJDKHOCTHOI'O JIMIia

obtainSystemAuthorities

[Tomryuenue nHGOPMAITUH O ACHCTBYIONINX HA TEKYITUH
MOMEHT MOJIHOMOYHUSIX JTOJPKHOCTHOTO JIMIA B OTHOLLICHUH

CHCTCMbI

A.6.1.1 Onepanus obtainBaseAuthorities

HanmenoBanme [Toryuenue nHbopMaIuu 0 6a30BBIX MOTHOMOUHUIX
JIOJKHOCTHOT O JIMIIA

Kon obtainBaseAuthorities

Ha3znauenmue [Tomyyenue undopmaiuu o 1eHCTBYIONMUX HA TEKYIIHMA

MOMEHT 0a30BBIX ITOJTHOMOYHSIX JOJIDKHOCTHOTI'O JIMIIa

Bxoaunsblie nannble : obtainBaseAuthoritiesRequest

Kox mapamerpa Onuncanue napamerpa O06s13aTEJILHOCTD
snils CHUMIIC +

agencyOgrn OI'PH opranuzanuu +

Beixoanbie nannbie: obtainBaseAuthoritiesResponse

Kox mapamerpa Onucanue O06s3aTEJILHOCTH

authorities

Cnucok mnomHoMOYMs (U UX | -

apaMmeTpoB)
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Cooo0mmenue 00 ommoke: fault

Koxa mapamerpa Onucanue O06s13aTEJILHOCTD
faultElem NnentudukaTop ommoOKu -

A.6.1.2 Onepanus obtainSystemAuthorities

HaumenoBanue [Tonyuenue nHpopMaUU O TOTHOMOYHSIX JOKHOCTHOTO

JUIA HA CUCTEMY

Kon obtainSystemAuthorities

Ha3nauenmue [Tonydyenne nHGOpMaLuK 0 1EHCTBYIOIINX HA TEKYIIUHA
MOMEHT IIOJIJHOMOYHMSX JOJKHOCTHOTO JIMIIA B OTHOILIEHUHU

CHCTCMBI

Bxoanbie nannble : obtainSystemAuthoritiesRequest

Koa napamerpa Onucanue napamerpa O0s3aTeIbHOCTD
snils CHUIJIC +
agencyOgrn OI'PH opranuzanuu +
systemExtld WnentudukaTop CHCTEMBI +

Broixoanbie nannbie: obtainSystemAuthoritiesResponse

Koa mapamerpa Onucanue 0065s13aTEJILHOCTD
authorities Croucok mosHOMOYHUs (M WX | -
apaMeTpoB)

Cooommenue 00 ommoke: fault

Koa mapamerpa Onucanue O0s13aTEJILHOCTD

faultElem Wnentudukatop ommodKu -

A.6.2 Onucanue cepsuca (WSDL)

<?xml version='1l.0' encoding='UTF-8'?>
<definitions xmlns:wssutil="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"
xmlns:wsp="http://www.w3.0rg/ns/ws-policy"
xmlns:wspl 2="http://schemas.xmlsoap.org/ws/2004/09/policy"
xmlns:wsam="http://www.w3.0rg/2007/05/addressing/metadata"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:tns="http://esia.atc.ru/ws/agency/authzp/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns="http://schemas.xmlsoap.org/wsdl/"
targetNamespace="http://esia.atc.ru/ws/agency/authzp/" name="AgencyAuthorityProvider">
<wsp:UsingPolicy wssutil:Required="true"/>
<wspl 2:Policy wssutil:Id="defaultpolicy">
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<nsl:AsymmetricBinding xmlns:nsl="http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702">
<wspl 2:Policy>
<nsl:InitiatorToken>
<wspl 2:Policy>
<nsl:X509Token
nsl:IncludeToken="http://docs.oasis-open.org/ws-sx/ws-—
securitypolicy/200702/IncludeToken/AlwaysToRecipient">
<wspl 2:Policy>
<nsl:WssX509V3Tokenl0/>
</wspl 2:Policy>
</nsl:X509Token>
</wspl 2:Policy>
</nsl:InitiatorToken>
<nsl:RecipientToken>
<wspl 2:Policy>
<nsl:X509Token
nsl:IncludeToken="http://docs.oasis-open.org/ws-sx/ws—
securitypolicy/200702/IncludeToken/Never">
<wspl 2:Policy>
<nsl:WssX509V3Tokenl0/>
</wspl 2:Policy>
</nsl:X509Token>
</wspl 2:Policy>
</nsl:RecipientToken>
<nsl:AlgorithmSuite>
<wspl 2:Policy>
<nsl:Basic256/>
</wspl 2:Policy>
</nsl:AlgorithmSuite>
<nsl:IncludeTimestamp/>
<nsl:ProtectTokens/>
<nsl:0nlySignEntireHeadersAndBody/>
</wspl 2:Policy>
</nsl:AsymmetricBinding>
<ns2:SignedSupportingTokens xmlns:ns2="http://docs.oasis-open.org/ws-sx/ws—
securitypolicy/200702">
<wspl 2:Policy>
<ns2:UsernameToken
ns2:IncludeToken="http://docs.oasis-open.org/ws—-sx/ws-—
securitypolicy/200702/IncludeToken/AlwaysToRecipient">
<wspl 2:Policy>
<ns2:NoPassword/>
</wspl 2:Policy>
</ns2:UsernameToken>
</wspl 2:Policy>
</ns2:SignedSupportingTokens>
<ns3:Wssll xmlns:ns3="http://docs.ocasis-open.org/ws-sx/ws-securitypolicy/200702">
<wspl 2:Policy>
<ns3:MustSupportRefIssuerSerial/>
</wspl 2:Policy>
</ns3:Wssll>
</wspl 2:Policy>
<types>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/api/types/simple/error/"

schemaLocation="http://172.18.5.127:7001/AgencyAuthorityProviderWSBean/AgencyAuthorityProvider?xsd=1"/>

</xsd:schema>
<xsd:schema>
<xsd:import namespace="http://esia.atc.ru/ws/agency/authzp/"

schemaLocation="http://172.18.5.127:7001/AgencyAuthorityProviderWSBean/AgencyAuthorityProvider?xsd=2"/>

</xsd:schema>
</types>
<message name="obtainSystemAuthorities">
<part name="obtainSystemAuthoritiesRequest" element="tns:obtainSystemAuthoritiesRequest"/>
</message>
<message name="obtainSystemAuthoritiesResponse">
<part name="obtainSystemAuthoritiesResponse" element="tns:obtainSystemAuthoritiesResponse"/>
</message>
<message name="Fault">
<part xmlns:ns4="http://esia.atc.ru/ws/api/types/simple/error/" name="fault"
element="ns4:faultElem"/>
</message>
<message name="obtainBaseAuthorities">
<part name="obtainBaseAuthoritiesRequest" element="tns:obtainBaseAuthoritiesRequest"/>



</message>
<message name="obtainBaseAuthoritiesResponse">
<part name="obtainBaseAuthoritiesResponse" element="tns:obtainBaseAuthoritiesResponse"/>
</message>
<portType name="AgencyAuthorityProviderWws">
<operation name="obtainSystemAuthorities">
<input wsam:Action="obtainSystemAuthorities" message="tns:obtainSystemAuthorities"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/authzp/AgencyAuthorityProviderWS/obtainSystemAuthoritiesRespo
nse"
message="tns:obtainSystemAuthoritiesResponse" />
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/agency/authzp/AgencyAuthorityProviderWS/obtainSystemAuthorities/Faul
t/Fault"/>
</operation>
<operation name="obtainBaseAuthorities">
<input wsam:Action="obtainBaseAuthorities" message="tns:obtainBaseAuthorities"/>
<output
wsam:Action="http://esia.atc.ru/ws/agency/authzp/AgencyAuthorityProviderWS/obtainBaseAuthoritiesRespons
e
message="tns:obtainBaseAuthoritiesResponse" />
<fault message="tns:Fault" name="Fault"

wsam:Action="http://esia.atc.ru/ws/agency/authzp/AgencyAuthorityProviderWS/obtainBaseAuthorities/Fault/
Fault"/>
</operation>
</portType>
<binding name="AgencyAuthorityProviderBinding" type="tns:AgencyAuthorityProviderWs">
<wsp:PolicyReference URI="#defaultpolicy"/>
<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>
<operation name="obtainSystemAuthorities">
<soap:operation soapAction="obtainSystemAuthorities"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="literal"/>
</fault>
</operation>
<operation name="obtainBaseAuthorities">
<soap:operation soapAction="obtainBaseAuthorities"/>
<input>
<soap:body use="literal"/>
</input>
<output>
<soap:body use="literal"/>
</output>
<fault name="Fault">
<soap:fault name="Fault" use="literal"/>
</fault>
</operation>
</binding>
<service name="AgencyAuthorityProvider">
<port name="AgencyAuthorityProvider" binding="tns:AgencyAuthorityProviderBinding">
<soap:address
location="http://172.18.5.127:7001/AgencyAuthorityProviderWSBean/AgencyAuthorityProvider" />
</port>
</service>
</definitions>
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NMPUNOXEHUWE B. NCITOJIBL30BAHUE ECHA B
IEJSIX UIEHTUO®UKAIIUU U AYTEHTUOUKALIUU
MMOCPEJCTBOM CTAHJIAPTA SAML 2.0

b.1 OOmue cBenenus o crangapre SAML 2.0

Bzaumopeiicteue UC ¢ ECHUA ¢ nenpio uaeHTuGUKaUU U ayTeHTU(GUKAITIN OCYIIECTBISICTCS
MOCPEACTBOM DIICKTPOHHBIX COOOIICHMIA, OCHOBaHHBIX Ha ctaHgapre SAML 2.0.
SAML 2.0 — ocHoBannbiit Ha XML crangapt mo oOMeny uHpopmaruen (yrBepkaeHusIMu) 00
ayTeHTU(UKALUY U aBTOPU3ALUU MEXKY TOBEPEHHBIMH JOMEHAMU O€30TaCHOCTH.
OcHoBHbIMU KOMIIOHEHTaMu SAML 2.0 aBisitoTcs:
1. VrBepxkuenue — nHGOpMALUS O MOATMHHOCTH, aTPUOYTaX M Ha3HAYCHUSX
2. TIporokon — nmpaBmiia GOpMUPOBAHHS 3aIIPOCOB U OTBETOB B MPOIIECCE B3aUMOJCHCTBUN Yepes
SAML 2.0.
3. CpsspiBanue — ortobpaxenue npotokod SAML 2.0 Ha TpaHCHOpTHBIE MPOTOKOJBI CBSI3U H
nepeaaun COOOIICHUM;
4. Ilpopuns — coyeraHue YTBEPKICHHUM, IPOTOKOJIOB U CBSI3bIBAHUM /I  MOAJEPIKKU

KOHKPETHOT'O CLICHApHUsA B3aMMOACHCTBUSI.

' N
MNpodunu

CouetaHue VTBEp)quHMI‘L NPOTOKONOB NCBASLIBAHWA ANA NOAAEPKKN KOHKPETHOro cueHapua

s N
Cas3blBAHUA
OrobpaxeHne npotokonoe SANL Ha cTaHAapTHLIE NPOTOKONLI CBA3N U Nepeaaun
coobuyenii
( N
MpoTokonbl

3anp0c W OTBET ANA nony4yeHnAa nomBep»gquuFl W ynpaeneHna
YAOCTOBEPEHNAMMN

yTBepXKaeHUsa

MHopmauna o nognuHHOCTH, aTpubyTax u HazHaYeHNnAX

Pucynok 8 — OcHoBHble kKoMIToHeHTHI SAML 2.0
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SAML 2.0 onpexenseT CHHTaKCUC W CEMAHTHKY YTBEPXKICHHH, OTHOCAMIMXCS K
ayTeHTU(UKaIUU, aTpudyTaM W aBTOpU3ALMOHHOW WHpopMauuu. OmpeneneHsl CIeIyIOUe THIIBI
YTBEPKICHUI:

— YTBEpPXKICHHE M0 ayTeHTH(PHKAIUKU — ONpEeAessieT, YTO JaHHBI CyYOBEKT MpoIesn

ayTeHTH()UKALIUIO OTPEICICHHBIM CIIOCOOOM B ONIPEIEICHHBIII MOMEHT BPEMEHH;

— YTBEpPXKICHHE II0 AaBTOPU3ALMU — ONpEJensieT, Ha Kakue JeHCTBUS aBTOPH30BAaH
KOHKPETHBIN CYOBEKT;

— YTBEpXKICHHE MO aTpuOyTam — OIpeAessieT crnenuprueckyro HHGOpManno 0 KOHKPETHOM
cyOBeKTe.

SAML 2.0 omnpemenser cmnoco® mnepemayn yTBepxkaeHuil B mporokonax. B ECUA

UCTOJNB3YIOTCS creaytomue mpotokosisl SAML 2.0 tuma 3anpoc/oTBerT:

— Authentication Request Protocol (mporokon 3ampoca ayreHTH(HKAIMKH) — ONPEaeisieT
CTIOCOOBI, KOTOPBIMH ayTEHTH(HIUPOBAHHBIA CYOBEKT MOXET 3alpOCUTh YTBEPIKICHHUS,
coZIepIKallye ayTeHTU(HKAMOHHBIC JAaHHBIE H aTPHOYTHI CYOBEKTa;

— Single Logout Protocol (mpoTokon eAMHOTO BBIXOJA) — ONPEACTHICT MEXaHU3M
OJTHOBPEMEHHOT'O 3aBepIICHUS aKTHBHBIX CeccHid, aCCOLMMPOBAHHBIX c
ayTeHTU(UIIUPOBAHHBIM CYOBEKTOM. BBIXOJ MOXKET WHUIMMPOBATHCS MOJIH30BATENEM WIIH
MOCTABIIMKOM HJICHTH()UKALINY.

CeszeiBanust SAML 2.0 onpenensioT, Kak pa3iuyHble coolmieHus nportokoioB SAML 2.0
MOT'yT IepenaBaThCs MOBEPX TPAHCIOPTHBIX MpoTokoioB (Hampumep, SOAP, HTTP). B ECHA
UCIONIB3YIOTCS cienyromue cBsa3biBanus SAML 2.0:

— HTTP Redirect — ompenenser, kak coobuienust npotokona SAML 2.0 MoryT nepeaaBarbcs,

ucnone3ys coobimenus HTTP Redirect (otBetsI ¢ kogoM cocrosiaus 302);

— HTTP POST — onpenensier, kak coobuienus nporokona SAML 2.0 moryT nepenaBatbes ¢
ucnoip3oBanuem coodmennit HTTP POST.

[Mpopmm SAML 2.0 onpenensitoT, Kakue YTBEPKACHUS, TIPOTOKOIBI U cBsi3biBaHust SAML 2.0

MOTYT HCIIOJIb30BaThCsl B KOHKPETHBIX BapuaHTax wucnonb3oBanus. B ECHUA wucnons3yrorces
cienyromue npopuarn SAML 2.0:

— Web Browser SSO — omnpenensier, KaKk peajiu30BaTh OJHOKPATHYIO ayTEHTU(UKAIMIO B
CTaHJapTHBIX BeO-Opay3epax;

— Single Logout — onpezensieT, Kak BHITOIHUTH OJHOBPEMEHHBIH BBIXOJ U3 BCEX CECCHH.

Kak mnpaBuio, mocraBHIMKY YCIyr TpeOyeTcst  JAeTanbHas HHQOpMamus O pe3yiabTarax

MPOBEJCHHONW ayTeHTUUKauuu. OTa HHPOpMaAIUs COACPKHUTCS B KOHTEKCTE ayTeHTU(UKAIUH,
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nepeaaBaeMoM B yrBepkAcHusax SAML 2.0. AyrentudukanumoHHblidi KoHTeKCT (authentication

context) onpeaensieT CUHTAKCUC JIJIs1 ONMCAHUS MEXaHU3MOB ayTeHTU(DUKALINH.

b.2 OO0mue pekoMeHIAUHU MO pean3anny UHTepdeiicoB MOCTABIIMKA

yciayr

Jlist peanu3aniuu UHTEPPECOB MOCTABIINKA YCIYT MOKHO HCIOJIB30BaTh YKe pa3paOOTaHHBIC
pa3MYHbIC peaTH3aliyl MMOCTABIIMKOB YCIYT C OTKPBITBIM KOoAOM. OJHMM M3 TaKUX IOCTABIIUKOB
yenyr sBasercss OIOSAML, peanuzoBanHbIf mOf pa3iauyHble maaTgopmbl. Pa3znuuHble peanuszanuu
OIOSAML MOYKHO MMOCMOTPETh Ha WH(pOPMAITMOHHOM pecypce

http://digitaliser.dk/group/42063/resources.

[Tpumeuanue. B cOopku mocnenuux Bepcuiit OIOSAML pas3paboTumku cTamu BKIIOYAThH
oubmmoreku OpenSAML, kortopeie HecoBMecTuMbl ¢ ECHUA. B nacrosmmii moment ¢ ECHUA
copmectuma Bepcusi 2.4.1. OpenSAML. Ckayarb [JaHHYIO BEpCHUI0O MOXHO IO CCBLIKE:

http://www.shibboleth.net/downloads/java-opensaml/2.4.1.

Eme oHMM BO3MOXKHBIM BAPHAHTOM PEaM3alliy MOCTaBIIMKa yeiayr st cpex PHP siBisiercs
SimpleSAMLphp. Bonee mnoapobuyro wuudpopmanuio o SimpleSAMLphp MoxHO mony4YnTh Ha

uHpopMarmoHHOM pecypcee http://simplesamiphp.org.

[Tpu camocTOATENHHON peain3anuy HHTepEiCcoB MocTaBIIMKa yeayr Ha Java wim C++ oqHum
U3 BO3MOXHBIX BapHaHTOB SIBISIETCS WCIIONB30BaHUE HaOopa OWOIMOTEK C OTKPBHITHIM KOJOM
OpenSAML (ctporo Bepcuu 2.4.1.), KOTOpbI MmoaaepxkuBaeT padboTy co cneunpukanusmu SAML
Bepcuu 1.0, 1.1 u 2.0. ITogpoOuyro nndopmaruio o oubauorekax OpenSAML MoxkHO MOCMOTpeTh Ha

UHPOPMAIIMOHHOM pecypce https://wiki.shibboleth.net/confluence/display/OpenSAML/Home.

[Tpumeps! koaa o ucnons3zoBannto OpenSAML ans Java npuBenens: B paznene b.7.

b.3 OOmmue TpedoBaHNs K peaju3anny HHTepdeiica MocTaBIIMKA

yCJIyr
WuTepdeiichl mocTaBIMKa YCIYyr JODKHBI COOTBETCTBOBATH cieayromuM npoduiasm SAML
2.0:
— Web Browser SSO c yuerom pexomengauuii Interoperable SAML 2.0 Web Browser SSO
Deployment Profile;
— Single Logout.
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https://wiki.shibboleth.net/confluence/display/OpenSAML/Home

3ampoc k cucreme ECHA oT uHPOPMALMOHHOM CHCTEMBI Ha WACHTUQHUKAIHMIO |
ayTeHTU(UKALMIO TIOJIb30BaTeNsl JOJDKEH OBITh MOJMHUCAH C TOMOUIBIO 3aKPBITOTO  KIIOYa
MH(OPMALIMOHHON CUCTEMBI C UCIIOJIb30BAHUEM CJIEIYIOIINX aIrOPUTMOB:

— anroput™m C1l4n nns kaHoHMKanM3anuu coodmenus B popmare XML;

— anroputMbl SHA-1 u RSA — ans BeruucneHust HudpoBOro OTnevYaTka COOOLUICHUS U KoJa
MOATBEPKJICHUSI 1IEIOCTHOCTH COoO0OIIeHusl. B KkadecTBe MNpOTOKOJA JOCTAaBKH JOJKEH
HCIIONB30BaThCA MeTO cBsi3biBanus HT TP-redirect;

OTBer ¢ pe3ynbTaTaMu WACHTU(DUKAIMHA U ayTCHTU(UKAIIUH TT0JIb30BaTeNsl, CHOPMHUPOBAHHBIH
cuctemoit ECUA, nmoamnuceiBaeTcst ¢ moMoIIbio 3aKkpeiToro kinroda cucteMbl ECUA u mpeoGpaszyercs ¢
UCIOJIb30BAaHUEM OTKPBITOrO KItoua HWHGOPMAlMOHHONW cHucTeMbl. [Ipu sSToM wHcmonb3yroTcs
CJIETYIOIIINE AITOPUTMBI:

— anroputm C14n mis KaHOHUKaJIM3aIu cooomeHus B popmare XML,

— anroputMbl SHA-1 u RSA — anst BeluuciieHUs: UQPPOBOTO OTIEYaTKa COOOIIEHUS U KOza

MOATBEPKICHUS IIEJIOCTHOCTH COOOIICHHUS;

— anroputMbl RSA u SHA-1 nns nepenaun kirova nmpeoOpa3oBaHusl COOOIIEHUST HA OCHOBE
OTKPBITOrO KItoua HH(POPMAIMOHHON cucTteMbl, airoput™ AES g ocyuiectBieHus
npeoOpa3oBaHus Ha MepeJaHHOM Kiroue. B kauecTBe MpOTOKOJA JOCTaBKH COOOIIEHUs OT
cucteMbl ECHA wundopmanimoHHOW cuCTEME HCMOIb3yeTcsi MeToj cBsizbiBanus HTTP
POST.

3ampoc k cucteme ECHA ot MC Ha 3aBepliieHue aKTUBHOW CECCHU IOJIb30BATENs JOJIKEH
OBITh TOJMMUCAH C IMOMOILBIO 3aKPHITOrO KIOYa HH()OPMAIMOHHOW CHUCTEMBbI C HCIOJIb30BAHUEM
CJIEYIOIUX aJITOPUTMOB:

— cl4n;

— SHA-1,

- RSA.

B xadecTBe MpOTOKOIIA TOCTABKH JIOJDKEH UCIIONIB30BaThCcsl MeToA cBsizbiBanust HT TP-redirect.

3anpoc ot cucreml ECHMA k HMC Ha 3aBepuieHHME aKTHBHOM CECCHM IOJb30BaTEls
MOJIMUCHIBAETCSL C HCMOJIb30BaHMEM 3akphIToro kimoya cucteMbl ECHUA. Tlpu sToM ucnons3yroTcs
CIICAYIOIINE AJITOPUTMBI:

— cl4n;

— SHA-1,

- RSA.

B xadecTBe mpoTOKOJIa TOCTABKU UCIONB3YyeTCss MeTo I cBs3biBanust HT TP-redirect.
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OTBeT ¢ pe3ynbTaraMy 3aBEPIICHUS aKTHBHOW CECCHUU IOJIB30BaTelNss OT MH()OPMAIIMOHHOU
cuctemsl k cucreme ECUA nmomkeH ObITh MOAMKUCAH C IOMOIIBIO 3aKPBITOTO KITF04Ya WH()OPMAIIMOHHON
CUCTEMBI C UCIIOJIb30BAHUEM CJIEIYIOIINX aJITOPUTMOB:

— cl4n;

— SHA-1,

- RSA.

B xadecTBe IpOTOKOIIA JTOCTABKH JIOJDKEH UCIONIB30BaThesi MeTo cBsizbiBanust HT TP-redirect.

OtBeT ¢ pe3ysibTaTaMU 3aBEPIICHUS AaKTUBHOM cecCHU Mojb3oBatTens oT cucteMbl ECHUA k
MH(OPMALIMOHHON CHCTEME MepefaeTcs MOJAMUCAHHBIM C IOMOIIBI0 3aKPBITOrO KJIH0Ya CHUCTEMbI
ECHA c ucnionb30BaHUEM CIIEYIOUUX AITOPUTMOB:

— clén;

— SHA-1,

- RSA.

B kauecTBe MPOTOKOJIA TOCTABKH UCIONIb3yeTcst MeTo cBsi3biBanust HT TP-redirect.

b.4 Omnucanue popmMarToB 3JIeKTPOHHBIX cO00meHnid SAML 2.0 B
ECHA

B nannoMm pasznerne onuchiBatOTCs cienytomme nmpotokoiasl SAML 2.0, ucnonszyembie ECUA
pu GOPMHUPOBAHUH ITEKTPOHHBIX COOOIIEHHI:
— TIPOTOKOJI 3aIpoca ayTeHTU(UKAIIH;

— MPOTOKOJI €AUHOI'O BBIXO/JA.

3anpoc ayrenTupukanun (AuthnRequest)

3anpoc ayrentudukampu (AuthnRequest) mpexacrasiser co6oit XML-10KyMeHT, KOTOPBIi
COZIEPIKUT CIICAYIOIINE DJIEMEHTHI:
1. saml2p:AuthnRequest — omuceiBaeT mnapamerpsl 3ampoca AuthnRequest wu  comepxut

CJIEMYIOIINE aTPUOYTHI:

- AssertionConsumerServiccURL — URL mpoaiinepa yciyr, NOpeqHa3HaYeHHBIH s
00pabOTKM OTBETOB OT MOCTABIIMKA UACHTU(DHUKAIINHN;

— Destination — URL-agpec MC-nocraBummka HICHTU(QHUKALUK, TpEIHA3HAYECHHBIH IS
obpabotku AuthnRequest;

— ID — yHUKaJIbHBINA UASHTH(PHUKATOP COOOLICHHUS;

— Issuelnstant — nata co3nanus 3anpoca;
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- ProtocolBinding — ucnonb3yemas SAML npussizka.

2. saml2:lssuer — naenTHdUKaTOp MOCTaBUIMKA ycuyr, oTnpaBuBmiero AuthnRequest (sBisiercs

BJIOKEHHBIM I10 OTHOILIEHMIO K 31eMeHTy Saml2p:AuthnRequest).

Crpykrypa AuthnRequest:
saml2p:AuthnRequest saml2:Issuer
Pucynok 9 — Crpykrypa AuthnRequest
Ipumep AuthnRequest™:

<?xml version="1.0" encoding="UTF-8"?>

<saml2p:AuthnRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
AssertionConsumerServiceURL="https://atc-504:7002/0iosaml/saml/SAMLAssertionConsumer"
Destination="https://demoX-esia.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO"
ForceAuthn="false"
ID=" 054240e4-b2a8-48e9-bdcb-el0b5e84d3a35"
IsPassive="false"
Issuelnstant="2012-02-28T06:43:35.7042"

ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Version="2.0">

<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">sia test</saml2:Issuer>
</saml2p:AuthnRequest>

st crenepupoBanHoro SAML 2.0 coobmienust ¢ 3ampocom  AuthnRequest nomkHO OBITH
BeimosiHeHo cBsizpiBanue (binding) ¢ mporokonom HTTP mo merony HTTP-Redirect ¢ yderom
CJIEIYIOIUX OCOOCHHOCTEH:

— COOOIIEHNE TOIHICHIBACTCS C TOMOIIBIO AIEKTPOHHON TIOIMCH TIOCTABIIUKA YCIIYT;

— MOJIMUCAHHOE COOOIIEHNE CKUMAETCS M KOJUPYETCs B KoJupoBke Base64.

B mporiecce cBszbiBanus popmupyercs koneunbiii URL AuthnRequest, koTopsiii B kadecTBe
GET-nmapamMeTpoB JIOJKEH COICPKATh:

— SAMLRequest — AuthRequest B koHEUHOM BHUJIE;

— SigAlg — anropuT™M MOJMHMCH 3ampoca, C MOMOIIbI0 KOTOPOTO BBIMOJHSIACH OIMUCH

3ampoca ayTeHTH(UKAIIH;

— Signature — moanKck, MOTyYeHHas B pe3y/IbTaTe MOAMUCAHMS 3aIIpoca ayTeHTU(DHKALHH.

[Tpumep URL AuthnRequest:

https://demoX-
esia.gosuslugi.ru/idp/profile/SAML2/Redirect/SSO?SAMLRequest=fZJBa%2BMwEIX%2FitBdlqzYWyPilL
S1bKFLQO%2BzuYS9FkSepwIGyGtn051dxEtpS6EUg90abmfc0v37b92SEgNa/muazoASc8211u50%2Bt$2FesotelOep

31 351ech u manee ykasbiBaeTcs ajpec demoX-esia.gosuslugi.ru. B peanbHoi JeMOHCTpallMOHHOM cpejie
X, ykazanueii B URL, Oynmer 3aMeHeH Ha HOMEp JAEMOHCTpanMoHHOHN cpenbl. Hampumep, demol-
esia.gosuslugi.ru — sto nemoncrpannonHnas cpexa Ne 1.
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9LwI9gOcRXt4b%2FA2AkqdChOr3UdAhOeYO0W1dAN7QBWNapZ %2 FHpXMhDoEH73xPSVLRAgxtbrlDoc9hAbCaA08rx9r%2
BhrjARXnOhpWikJdCSG5t$2F7Ygk$2FHkfgNQc1ldGscbHacVLhSOmnUwZrDzY6YjM0d5n3S7LAzcdgeextraHiagbGv
ObAATedMB8UXLvg4Fp3ZpudY9AycNATVIEICcy22JRsVPYVKS2FIrzTYm75)%2BVVVEJTeiK02S4koj2hE%$2BihEHeHAY
tY¥s1l1SKXTEgmglZUKp$2BpvMhmVEGPktXZghvrThH850vmJIEL1u21XbPXUtJT8vUSZBPQcnIg6h8%2BIS2FQzWF4%2F
PItn4EpO%2Fc%2F4ZtThfv36JxTs$3D&RelayState= 12db488a-a516-41e3-801c-
3e8£235473146SigAlg=http%3A%2F%2Fwww.w3.0rg%2F2000%2F09%2Fxmldsig%23rsa—
shal&Signature=k1XL2WfE1KMHzaJtjjaLl20lsoweYNMO6Xt50E200gwRzVOBZ0T79HJE ] PMu3jBhDdmM47z1rswbh
UFPV220Dbk5KuXJ%$2F5FVPWXCTefnVCZGXHU8b1SWuCS2FoK1TSxumbenoommHNS5S%2FeYAPISOKNNWS yEP3eJQHkes
TYuTKPmyP8%3D

OrtBet Ha 3anpoc ayreHTHuuKanuu (AuthnResponse).

B ciydae ycnemHoi ayTeHTH(HUKAIMHM IMOCTABIIMK HMIACHTU(UKAIUN (GOPMUPYET OTBET Ha
3ampoc ayreHtudukanuu — AuthnResponse, kotopsiii comepkut yrBepxkaeHue (Assertion) o6

ayrentudukanuu. AuthnResponse npencrasiser co6oit XML-10KyMEHT CO CIEAYIOIIECH CTPYKTYPOM:

ABTOp yTBEPXAEHUS

saml2:Issuer

MoaTBepXAEHNE aBTOPCTBA YTBEPXKAEHMSI

saml2:Signature

MonyyaTtens yTBepXaeHUs!

saml2:Subject

Ycnosus oencTBusS yTBEpXKAEHUS

Assertion saml2:Condition

ATpunbyThLl 06BbEKTa yTBEPXKAEHUS

saml2:AuthnStatement

|
|
: saml2:AttributeStatement
|

Pucynok 10 — CtpykTypa AuthnResponse
Onementsl saml2:Issuer u saml2:Signature cogepxaT HIEHTUPUKATOP MOCTABIIUKA
UICHTU(PUKAIIMN W DIEKTPOHHYIO MOJIMKUCH, CO3JAAHHYIO C IOMOINBIO CepTU(UKATa TMOCTABIIMKA
UJIEHTU(DUKAITNH.
OnemeHT saml2:Subject comepxut uHbopmanmio o AuthnRequest, KOTOpOMYy COOTBETCTBYET

nanablii AuthnResponse, u npeacTaBiseT co00l CIETYIONIYIO CTPYKTYPY:

84



saml2:NamelD

saml2:Subject

saml2:SubjectConfirmation saml2:SubjectConfirmationData

Pucynoxk 11 — Ctpykrypa saml2:Subject
Onement  saml2:NamelD  comepKuUT  YHUKAIbHBIH — HACHTU(DUKATOP,  MPHCBOCHHBIM
MOCTABIIUKOM HIeHTU(UKAIIMU cooTBeTCTBYIOEeMy AuthnRequest.
Onement saml2:SubjectConfirmationData conepxut HabOp aTpuOyTOB, B TOM YHUCIIE:
— InResponseTo — coxepxur wumeHtuduxkarop AuthnRequest (coOTBETCTBYEeT 3HAYCHHUIO
arpubyra ID);

— NotOnOrAfter — conepxur aary, 10 Koropoi nanubiii AuthnRequest neiicTBurerieH.

— Recipient - URL o0paborunka AuthnResponse  (cooTBeTCTByeT  3HAYCHHUIO
AssertionConsumerServiceURL).

Onement saml2:Condition CcOOep>KUT ONUCaHWE YCIOBHH, MpPH KOTOPBIX JIAHHBIH
AuthnResponse cunrtaercs aeiictButensHbIM. JaHHBINA 31eMeHT uMmeeT nBa atpubyra — NotBefore u
NotOnOrA fter, koTopble yKa3bIBatoT Ha BpEMEHHOM MPOMEKYTOK, B KOTOPBIH naHHbI AuthnResponse
neiicreutened. Taxoke saml2:Condition uMeer BIOKeHHBIH 31eMedHT saml2:AudienceRestriction,
KOTOpBIH colepkuT aneMeHT saml2:Audience ¢ yka3aHMeM YHHUKaJIbHOTO HJeHTH(]UKaTOpa
nocTaBIIyKa ycayr (entity id).

Onementsl saml2:AuthnStatement u saml2:AttributeStatement conepxat wuHpopmanuo o
pe3ynbTaTax ayTeHTU(UKaIIH.

OnemeHT saml2:AuthnStatement umeer aBa arpudyra:

— AuthnInstant — nara ayreHTH)UKAINH;

— SessionIndex — yHUKaJbHBIH HICHTU(PHUKATOP CECCHUHM MOJIb30BaTeNsl (C TMOMOIIBIO HETro,

HaNpUMep, BBITIOIHACTCS MOBTOPHAs ayTeHTUHUKANUs 1 oneparius Logout).

OnemeHT saml2:AttributeStatement cogepkut aTpuOyTHl OJIB30BATENSI U UMEET CIEIYIONIYIO

CTPYKTYpY:
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saml2:Attribute saml2:AttributeValue

saml2:AttributeStatement saml2:Attribute saml2:AttributeValue

saml2:Attribute saml2:AttributeValue

Pucynok 12 — Ctpykrypa saml2: AttributeStatement
Onement saml2:Attribute umeer Tpu arpudyra:
— FriendlyName — cokpaieHHOe HaMEHOBaHHE aTpuOyTa;
— Name — nonHoe HanMeHOBaHHe aTprOyTa;
— NameFormat — ¢opmar monHOro HaMMEHOBaHUs aTpUOyTa.
Onement saml2:AttributeValues cocrout u3 aByx arpuOyroB: xmlns:xsi u Xxsi:type. OTu
aTpuOyTHI ONPEACAIOT POpMAaT 3HAUCHUS aTpHOyTa MOIb30BATEIIS.

[Tpumep AuthnResponse npusenen B paszaene b.9.

3anpoc 3aBepuieHusi aKTUBHOM ceccuu noJsb3oBartens (LogoutRequest)

3ampoc 3aBepiueHus aktuBHOM ceccun (LogoutRequest) mpencrasnser coboit XML-10KkymMeHT

CO CJIEYIOUIEN CTPYKTYPOIl:

saml2:Issuer

saml2:LogoutRequest saml2:NamelD

L saml2:Sessionindex

Pucynok 13 — Ctpykrypa LogoutRequest
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3aBeplIeHNE aKTUBHOW CECCHM IOJIb30BATENl MOXKET OBbITh MHUILMUPOBAHO KaK CO CTOPOHBI
MOCTAaBIIMKA YCIYT, TaK U CO CTOPOHBI NOCTaBIIMKA HAeHTH(HKauuu. B ciydae, ecnu 3aBepuieHue
CecCCMM WHHUIUUPYET TMOCTaBUIMK ycayr, To LogoutRequest momkeH conep:kaTh 00s3aTeIbHBIN
snemeHT saml2:Sessionindex.

Onement saml2:LogoutRequest umeer crneayromue aTpuOyTHI:

— Destination — coxepskut URL o6paborunka LogoutRequest. B ciaydae ecnu 3aBepiicHue
CECCUM HMHHUIMMPOBAHO IOCTaBIIMKOM yciayr, To couepkuT URL  nocraBuiuka
UACHTU(DUKAIMHA, U HA00OPOT, €CIM HWHUIMMPOBAH ITOCTABIIUKOM HACHTH(PHKAIHUUA — TO
URL SP.

— |D — conepXUT yHUKaJIbHBIN UIEHTU(UKATOP COOOILIEHUSI.

— Issuelnstant — nata ¢popmupoBanust COOOIICHMUS.

— Reason — npucyrctByer B cilyyae WHULMAIM3ALMM 3aBEPILIECHUS CECCUU CO CTOPOHBI
MIOCTABILMKA YCIIYT.

OnemeHT saml2:Issuer B KadecTBe 3HAuUEHUS CONEPKUT wuAeHTU(UKaTop (entity id)

MHUIIIATOPA 3aBEPILICHUS] CECCUU — JIN0O MOCTABIIMKA YCIYT, JINOO MOCTABIIKMKA UACHTHU(PUKAIIUY.

Onement saml2:NamelD B kadecTBe 3HAUEHHUS CONEPKUT YHUKAJIBHBIA HICHTU(DUKATOD

MIPUCBOEHHBIN MOCTABIIUKOM HACHTU(PUKAIIMK COOTBETCTBYIoMEeMY AuthnRequest.
OnemeHnT saml2:Sessionlndex coaepXHUT yHMKaTbHBIH HAEHTHU(QHUKATOP IOJIB30BATEN,
CO3/IaHHBII MPU ayTEHTHPHUKAIUH.

[TpuMmepsl 3ampoca 3aBEpLICHUs CECCHU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://demoX-esia.gosuslugi.ru/idp/profile/SAML2/Redirect/SLO"
ID="_{51e2082-f899-476d-b88b-6dc743ch4969"
Issuelnstant="2012-03-01T13:46:01.984Z"
Reason="urn:oasis:names:tc:SAML.:2.0:logout:user"
Version="2.0"
xmlns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
<saml2:1ssuer>sia_test</saml2:Issuer>
<saml2:NamelD Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient">
_4b58555ef34dal1fac0aa08e8987dbb3
</saml2:NamelD>
<saml2p:Sessionindex>
86e46a8d455acd02f5a9ef4072f7b66c46b4422bfc38631aabe50b8d3f032c43
</saml2p:SessionIndex>
</saml2p:LogoutRequest>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
Destination="https://atc-504:7002/oiosaml/saml/LogoutServiceH TTPRedirect"
ID="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:51:41.711Z2"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
https://demoX-esia.gosuslugi.ru/idp/shibboleth
</saml2:Issuer>
<saml2:NamelD xmlIns:saml2="urn:oasis:names:tc:SAML.:2.0:assertion" Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:transient">
_4b58555ef34dallfae0aa08e8987dbb3
</saml2:NamelD>
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</saml2p:LogoutRequest>

OtBet Ha 3anpoc 3aBepuieHus akTUBHOI ceccun (LogoutResponse).

OtBer Ha 3ampoc 3aBepiieHus akTUBHON ceccuu (LogoutResponse) mpencraBisier coOoit

XML-10KyMeHT co ciienyromei CTpyKTypOi:

saml2:Issuer

saml2:LogoutResponse

saml2:Status

Pucynox 14 — Ctpykrypa LogoutResponse

Onement saml2:LogoutResponse umeeT cieayromue aTpuOyTh:

— Destination — cogepxutr URL o6paborunka LogoutResponse. B cityuae ecnu 3aBepiiicHue
CeCCUM HMHHMIMUPOBAHO IOCTAaBIIMKOM ycayr, To cogepxur URL  mocraBuimka
UACHTUDUKALMY, U HA00OPOT, €CIM HMHUIMMPOBAH IOCTABIIMKOM HJAECHTHU(PHUKALUUA — TO
URL nocraBmuka yciyr.

— ID — comepxuT yHUKaJIBbHBIA UASHTUPHUKATOP COOOIICHHUS.

— InResponseTo — conepxkut uaentugpukarop LogoutRequest.

— Issuelnstant — nata ¢popmupoBanusi COOOIICHMS.

OnemeHT saml2:Issuer, B 3aBHCHUMOCTH OT HHHUIMATOpa 3aBEpIICHUS CECCHM, B KauecTBe
3HAUEHUs COJEpPKUT uaeHTHuKaTop (entity id) wHUIMATOpa 3aBepIIEHUs CecCUU — JHOO0
MOCTAaBIIUKA YCIIYT, TUOO MOCTaBIIUKA UACHTH(UKALINH.

OnemeHT saml2p:Status umeeT BIOXeHHbIH 3meMeHT saml2p:StatusCode, umeronuii aTpuoyT
Value, B kauecTBe 3Ha4eHUs KOTOPOTO MepelaeTcs CTaTyc ONepanuu.

[TprMmepsl 0TBETA Ha 3aNpOC 3aBEPLICHUS CECCHU:

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
Destination="https://atc-504:7002/0iosaml/saml/LogoutServiceHT TPRedirectResponse"
ID="_a0b3a5b88cf9b96d509ee7h9d497f693"
InResponseTo="_f51e2082-f899-476d-b88b-6dc743cb4969"
Issuelnstant="2012-03-01T13:45:41.041Z"
Version="2.0">
<saml2:Issuer xmins:samI2="urn:oasis:names:tc:SAML.:2.0:assertion"
Format="urn:oasis:names:tc:SAML.:2.0:nameid-format:entity">
https://demoX-esia.gosuslugi.ru/idp/shibboleth
<[/saml2:Issuer>
<saml2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>
</saml2p:LogoutResponse>

<?xml version="1.0" encoding="UTF-8"?>
<saml2p:LogoutResponse xmlns:saml2p="urn:oasis:names:tc:SAML.:2.0:protocol"
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Destination="https://demoX-esia.gosuslugi.ru/idp/profile/SAML2/POST/SLO"
ID="_472d992a-1e50-40ef-8207-fb556eee4893"
InResponseTo="_5741a3cde023a8a669dd720e283642df"
Issuelnstant="2012-03-01T13:52:08.177Z"
Version="2.0">
<saml2:Issuer xmins:saml2="urn:oasis:names:tc:SAML.:2.0:assertion">
sia_test
</saml2:Issuer>
<saml|2p:Status>
<saml2p:StatusCode Value="urn:oasis:names:tc:SAML.:2.0:status:Success"/>
</saml2p:Status>
</saml2p:LogoutResponse>

b.5 Onucanmne MeTagaHHBIX MOCTABIIUKA YCJIYT

MetanaHHbIe TOCTABIIUKA YCIYT OMPENENAIOT CIIOCO0 OMUCaHUs KOH(UTYPAITMOHHBIX JaHHBIX
(marmpumep, URL KoHeWHBIX Touek BeO-ciyk0, kimrounm s mposepku OII). Jlns ommcanus
metagaHHbiX MC nocraBuiyka yciyr ucnonib3yercs si3blk XML. Ctpykrypa daitna meragannsix UC

[mocTaBIIWKa YCIYT IIPUBCJICHA HA PUCYHKE 15.
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METAOAHHBLIE MOCTABLUWKA YCNYT

YHWKansHbIW WOeHTUWKaTOp CEPEMC NpoBanaepa

| http:ifisystem.gov.r |

Ceptudmnkar(el) X509 e cbopmaTe DER u kogupoeke BASEG4
00:b4:31:98:0a;c4:bc:62:c1:88:aa:dc:b0:c8: bb:
33:35:19:d5:0c:64:b9:3d:41:b2:96:c:f3:31:e1

URL obpaboTtyuka cobbITHiA MHMLWAaLWMW 3aBepLueHls ceccumn B MC

https:/isystem.gov.ru/oiosamiisaml/SAMLAssertionConsumer |

URL obpabotyuka cobbiTua 06 ycnelwHom saeeplueHnn ceccun B ECUA

[ hitps:/ isystem. gov.rufoiosaml'samlLogoutServiceHT TPRedirectResponse |

URL obpaboTuvka OTEETOB NOCTABLUMKA MOEHTUDWKALUMMK

| hitps:/fisystem.gov.rujaiosamiisami/SAMLAssertionConsumer |

CeccroHbIit MagHTUhMKaTop 3anpoca cepeuc NpoBaraepa

| 9ic42a82-1451-0238-9chB-e39bcA7604g7 |

WaeHTUbMKaTOp ceccUK NOCTABLUMKA WOEHTUDWKALMI

| 7fc51a24-2387-4853-9cb8-e30bc14704c5 |

Boaepaliaemeie aTpubyTel NoNk3osaTens

assuranceLevel orgMame
authnMethod org0GEN
birthDate orgP osiion
firstName orgShortName
gender orglype
globalR ole personCifizenship
lastName personENail
memberCfGroups personINN i
middlelame personiobilePhone
orgAddress personOGRN
orgB ranchKPP personSNILS
orzContacts personTrusted
0151 d personType
orglNN principalC ontacts
orsK PP principalD) ocum ents
orgl egalForm systemAuthority
- userld
userName

ﬂOﬂ.qep)Kb‘lEaeMblE PoOnNK K TNk opranaauHﬁ

SupportedGlobalRoles
P - D koe T8I0
E = JdomsnocTHos Tk opraimsaHEn

SupportedOrgTypes

Supported Authnhethods
DWD - AETOpIKIIHE N0 MEPOmD
D3 - Asropuezzipe no K511

SupportedAccTypes
T - AETODHIZING TONERND TOBTESpHLSHHED V3

L-Asr ISHHED K mewem V3

Pucynox 15 — Ctpykrypa (aitna meraganubix UC mocraBmmka yciyr (mpumMep)



[lepeuens aTpuOyYTOB MOJIB30BATENsI (OpraHHU3AINK), COJEpKAIMXCcs B (aiie MeTaJaHHBIX

MOCTAaBIIMKA yCIYT, IPUBECH B Ta0nuIe S.

Tabnuma 5 — [lepeuens atpubyToB, copepxkamuxcs B (aiiyie MeTalaHHbIX OCTABLINKA YCIYT

ATpHOYT

Onucanue

IMpumeyanue

assurancelLevel

YpoBeHb JOCTOBEPHOCTH
UIeHTU(DUKAITIN
1osab30BaTest. Bo3MOXKHBI
CIIEIYIOIINE 3HAYCHUS:
AL10 — merrpoBepeHHas
yUYeTHAs 3aIUCh;

AL15 — mpoBepeHHas
ydeTHasl 3aIliCh;

AL20 — moarBepkieHHAs
ydeTHasl 3aIliCh;

AL30 — nmoarBepkaeHHAs

YUC€THAA 3a11uChb

(ayrentuduxanus no KOII).

attachedToOrg

[Tpu3HaK BKIIIOYEHHOCTH
(mpucoenuHEeHMs ) K

OpraHu3aIu

HeO6XOI[I/IMO HCIIOJIb30BAaTh

globalRole

authnMethod

Merton ayreHTHQUKALINN.
IIpuHuMaer cnenyromue
BO3MOYKHBIE 3HAUCHMUS:
PWD — ayrentudukanuu
10 JIOTHHY U TapoJIio;

DS — ayrentudukamnuu mno

OIl.

authToken

WUnentuduxartop ceccun
I10JIB30BATENS B CHCTEME

ECHA.

birthDate

Hara poxaenus

nosns3oBatens. [lepenaercs B

91




Ne | ATpudyrt Onucanue IIpumeyanue
dopmare DD-MM-YYYY

6. | firstName Wms ons30BaTes.

7. | gender [Toxn mosnb30BaTest

8. | globalRole Pois monp30oBares.

[TpunuMmaer ciemyromnme

BO3MOJKHBIE 3HAUCHUS:

P — ¢usmnueckoe muiio

(Physical person);

E — nomkHOCTHOE JINTIO0

opranmuzaiun (Employee).

9. |inn HNHH nons3oBareis CoxpaneH i1 o0ecrieueHust

COBMECTHMOCTH. BMecTo Hero
HEOOXO0IMMO UCTIOIb30BaTh
personINN.

10. | lastName daMuITUs OJIE30BATEIS.

11. | middleName OT4eCTBO MOJIH30BATEIS.

12. | memberOfGroups [TpuHAICKHOCTD Hcnonb30Bath 1 onpeiesieHust
MOJIE30BATEIS K TPYIIIIaM MIPUHAICKHOCTH JTOJKHOCTHBIX
nocryna 1C, mun FOJI k rpynmam nocryna MC
OCYILIECTBISAIOIIEN
UIEHTU(DUKAITUIO U
ayTeHTU(UKALINIO
nomkHOCTHBIX aurl FOJ1

13. | name Wms monb3oBarens CoxpaneH 15 obecrieueHust

coBMecTUMOCTH. HeoOxomumo
HCIoIb30BatTh lastName /
firstName / middleName

14. | nsild Muemonunka OI'B Coxpanen 11 obecrieueHust

coBMecTUMOCTH. HeoOxomumo
ucnoip3oBatsk OrfJOGRN u
orgType

15. | orgAddresses AJpec opraHu3anuu

92




Ne | ATpudyrt Onucanue IIpumeyanue
16. | orgBranchKPP KIIIT puimana, nepenaercs
B (popmaTe XXXXXXXX
17. | orgContacts Tenedon u Email
OpraHu3aIu
18. | orgld Nnentuduxarop CoxpaneHn 151 obecrieueHus
OpraHu3aIu COBMECTHMOCTH. J[J151 BHOBB
noakouaeMbix UC HeoOxommumo
ucnonb3oBath 0rgoid.
19. | orgOid Wnentudukarop
OpraHu3aIiu
20. | orgKPP KIIIT opranusanumy,
nepeaaercs B popmare
XXXXXXXX
21. | orgLegalForm Opraau3anroHHO-TIPaBOBas

dbopma opranusaiuu.
Ilepenaercs xkox 1o

cnpaBoyHuKy OKOIID.

22.

orgINN

NHH oprannszanun
nosib3oBarens. llepenaercs B
dopmaTe XXXXXXXXXX
JlanHb1ii aTpubyT
YCTaHABIIMBAETCS TOJIBKO
JUISL clydasi, Koraa aTpulyT

globalRole = E.

23.

orgName

HanmeHnoBanmue
OpraHU3aIMU TTOJIH30BATENS.
Jlannslit aTpudyT
yCTaHaBJIUBAETCA TOJIBKO
JUTSI cIydasi, Koraa aTpulyT

globalRole = E.

24.

orgShortName

KpaTxoe HaNnMCHOBAHUC

OpraHu3aluu
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ATpuOyT

Onucanue

IIpumeyanue

25.

orgOGRN

OI'PH opranuzanuu
nonb3oBarens. [lepenaercs B
dbopmare
XXXXXXXXXXXXX
JlauHb1il aTpulyT
YCTaHaBIIMBAETCS TOJIBKO
JUIS CITydasi, KOr/ia aTpuoyT

globalRole = E.

26.

orgPosition

I[OJ'DKHOCTL IIOJIB30BAaTCJIA B

OpraHu3ainuu.

217.

orgType

Tun opranusanum.
IIpuHuMaer cnenyromue
BO3MOYKHBIE 3HAUCHUS:

B — unauBuayansHeli
NpCaAnpruHuMaTeiib
(Businessman);

L — ropuaudeckoe Jau10
(Legal entity);

A — opran
HWCIIOTHUTENbHON BIACTH
(Agency).

JlanHb1if aTpubyT
YCTaHaBIIMBAETCS TOJIBKO
JUTSL clydasi, Koraa aTpulyT

globalRole = E.

28.

personCitizenship

['paxx1aHCTBO MOJIB30BATENS
['paxxmancTBO nepenaercs no
cinpaBoyHKy OKCM.
3nauenue ais Poccun —

«RUS»

29.

personEMail

AJipec 2JIeKTPOHHOMN TTOYTHI

IIOJIB30BaTECIIA.
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ATpuOyT

Onucanue

IIpumeyanue

30.

personINN

WNHH nons3oBarens.
[Tepenaercs B hopmare
XXXXXXXXXXXX
Jannbiii atpudyT
YCTaHaBIIMBAETCS TOJIBKO
JUISL cTydasi, Koraa aTpuoyT

personType =R.

31.

personMobilePhone

Homep moOunbHOTO
TenedoHa Moab30BaTE.
[Tepenaercs B hopmare

+7 (XX X)X XXX XXX

32.

personOGRN

OI'PHUII nons3oBaTens.
[Tepenaercs B popmare
XXXXXKXKXXXXXXXXX
[annslit aTpudyT
YCTaHABIIMBAETCS TOJIBKO
JUIS cilydasi, Korja arpuoyt

orgType = B.

33.

personSNILS

CHWJIC nonb3oBarens.
[Tepenaercs B hopmare
XXX-XXX-XXX XX
JlanHb1if aTpubyT
YCTaHABJIMBAETCS TOJIBKO
JUISL cIydasi, Koraa aTpulyT

personTrusted =Y.

34.

personTrusted

[loaTBepxIeHHAsA UK
HETOATBEPKICHHAS
(HempoBepeHHas WIn
MpOBEpPEHHAs ) yueTHas
3aIIKCh ITOJIB30BATEIIS
Y — noaTBepKACHHAS

YUC€THAasA 3aIKChb,
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ATpuOyT

Onucanue

IIpumeyanue

N — HEenoATBep K ICHHAs
(HempoBepeHHast WiIH
IIPOBEpPEHHAs) yU€THAas

3alltCh.

35.

personType

Kareropus nosis3oBaters.
[Tpunumaer cnenyromue
BO3MOJKHBIE 3HAUCHUS:

R — rpaxnanun PO
(Russian);

F — uHOCTpanHbIA

rpaxnanuH (Foreigner).

CoxpaneH 1151 o6ecrieueHust
coBMecTUMOCTH. HeoOxomumo

ucrnoss3oBatk personCitizenship.

36.

principalContacts

KonTakTHbIC TaHHBIE
nosb3oBarens. [lepenaercs B
Buge XML nokymenTa ¢
YKa3aHUEM THUIIa KOHTAKTa,
€ro 3HAYCHUS U CTaTyCOM
(moaTBepkKAeH / He

MOJITBEPIK/ICH )

37.

principalDocuments

JIOKyMEHTBI 1T0IB30BATENS

38.

snils

CHWJIC nonb3oBarens.
JlanHb1if aTpubyT
YCTaHaBIIMBAETCS TOJIBKO
JUISL clyvasi, Koraa aTpulyT

personType = R.

CoxpaneH 1151 obecrieueHus
coBMecTuMocTH. Heobxomumo

ucnonab30Bath personSNILS.

39.

systemAuthority

ITomHOMOYHS JOTKHOCTHOTO

muia OI'B

Hcnonw3oBars 171 onpeaeneHus
HOJ'IHOMO‘II/Iﬁ JOJIPKHOCTHBIX JIUIT
OI'B u YOJI. [Ins onpenenenus
MIPUHAJIKHOCTU MIPEACTABUTENEH

HOPUINYCCKUX JIMI K TPYIIIaM
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Ne | ATpudyrt Onucanue IIpumeyanue
JIOCTYTIA MCITOJIb30BATh
memberOfGroups®
40. | userld YucnoBoii uaeHTUPUKATOP
Y4ETHOH 3aIUCU
MIOJIb30BATENISl B CUCTEME
ECHA.
41. | userName Jlorun nonw3oBaresnsi. CoxpaneH Ji1s o0ecrieueHust
coBmecTuMocTH. Heobxomumo
KCTIONB30BaTh Userld,
personSNILS
42. | userType Tun nonb3oBaTest CoxpaneH Ju1s o0ecrieueHust
coBmectuMocTu. Heobxonumo
ucnon3oBath globalRole

b.6 Illa6soH daiiia MeTaJaHHBIX

<?xml version="1.0" encoding="UTF-8"?>
<!--TODO
HeobxomyMMo yKasaThb YHMKAJIBHE (B paMkax [IOCTaBuMKa MAOeHTuOuxaumm) entityID cepBmucC npoBammepa.
PexoMeHOyeTCs, dUTOOH 3HaueHme arTpubyTa entityID CcOOTBETCTBOBAJIO HOMEHY MHOOPMALMOHHOM CUCTEMEH.
Hanpumep, http://moscow.rt.ru
-—>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion”" xmlns:esia="urn:esia:shibboleth:2.0:mdext"
entityID="http://moscow.rt.ru">
<md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Coma HeoOXOIMMO BCTAaBUTH cepTudmkaT sjeKTpoHHOM nomnmucu X509 cepBuc npomannepa
dopmaTra DER B KOOMpoBKe Base64
-—>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

2 B nensix oGecreyeH s COBMECTHMOCTH CHCTEMBI, MIOJIy4YaBIUINE paHee MOJTHOMOYUS FOPUIHYECKUX
Il B yTBepKAeHuu SystemAuthority, mpojospkaT moaydarh STH JaHHBIE B 3TOM YTBEPXKICHUH.
OnHako JnanpHeimee pa3BUTHE (YHKIMOHANA MOJHOMOYMNA OyIeT MPOMCXOJIUTh B TEPMHUHOJIOTUU
IPYNII JOCTyNa, B CBA3M C YE€M OTUM CHCTEMaM PEKOMEHIYETCS OTKa3aTbCsl OT HCIIOIb30BAHMS
systemAuthority u ananmsupoBath yrBepkaenus memberOfGroups. Ilpu peructpaumum B ECUA
HoBbIX UC, opuenTupoBanHbix Ha padoty ¢ FOJI, oHn OyayT MMETh BO3ZMOXXHOCTh 3apErUCTPUPOBATH
TOJILKO CHCTEMHBIE rpymibl. JJaHHbIe 0 HUX OyAyT nepeaaBaThbes B yrBepkaeHun memberOfGroups.
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<ds:X509Data>
<ds:X509Certificate>
<!--TODO
Cioma HeoOXOoAMMO BCTaBUTh CePTMOMKAT KJIIOUa BJIEKTPOHHON noxmucu X509 cepsuc
npoeannepa ¢opmara DER B KOOMpPOBKEe Base64
==
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<!--TODO
HeoBxoOomMoO BanoJIHUTL aTpuOyTH BHB0Ba oOpaboTumka cepBuC npoBamkzepa (rsr SinglelLogoutService),
oTBeUanmero 3a obpaboTKy COOHTUM 3aBepueHmus ceccur (logout) :

- Location - endpoint ofpaborumka COOBTMI CEePBMC [IpoBarIepa, OTBeYapmeIo 3a 00padoTKy
COOBMWEHMI OT MNOCTaBUMKA MIOESHTMOMKALMKM O TOM, UYTO [IOJb30BATENb MHMUMMPOBAJI COOHITME BaBEpUIEHMS CECCUU
[IOJIb30BATENS ;

- ResponseLocation - endpoint URL ofpaboTumka COOHTMM CepBUC IpoBaymepa, OTBeYaKNero 3a
06paboTKy COOOWEHUM OT MNOCTaBUMKa MIOEHTUOMKaAUMM OO YCHNENHOM BHIIOJHEHUM Olepauuy 3aBepleHMSA CecCum
[IOJIb30BATENS .

——>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="endpoint URL" ResponselLocation="endpoint URL"/>

<!--TODO

HeoBxomomMo 3amnoyiHUThL aTpubyT Location Tsra AssertionConsumerService, onpenenswoumi endpoint
oBbpaboTuMKa COOEITMM CEPBMUC NpoBaKMIepa, OTBedanlero 3a oOpaboTKy OTBeTa OT NOCTaBUMKA MIOSHTHMOMKALMM Ha
AuthnRequest Banpoc cepsBuC npomalinepa.

——>

<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="endpoint URL" index="0" isDefault="true"/>

</md:SPSSODescriptor>
<md:AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1l:protocol

urn:oasis:names:tc:SAML:2.0:protocol">

<saml:Attribute NameFormat="urn:mace:shibboleth:1.0:nameIdentifier" Name="transientId"><!--
CeccHOHB MOSHTMOMKATOP 3ampoca CepBUC npoBanmepa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authToken" Name="urn:mace:dir:attribute:authToken"><!--laoeHTHUduUKaATOP CECCHM IOCTaBIMKA
noeHTUbukauun--></saml :Attribute>

<!--TODO

,E[anee cylegyeT CIIMCOK IOOIIOJIHUTEJIbHBIX anT/I@yTOB II0JIb30BAaTEJId, KOTOPEIE MOTYT OBITH BKJIIOUEHHEl B OTBET
nocraBmmKa uoeHTuOmKaumm Ha AuthnRequest samnpoc cepBuc mpoeaizepa.

HeobxomomMO OCTaBMTh TOJIBKO Te aTpuMOyThl, KOTOPEE HeobOxommmsel JC.

-—>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="userId" Name="urn:mace:dir:attribute:userId"><!--YHUKaJNbLHEN MIASHTUOMKATOP [IOJIL30BATEJNS B
paMkax NOCTaBLMKa MUOeHTHbrKaumm--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="authnMethod" Name="urn:esia:authnMethod"><!--Meron ayTeHTMdMKaALMUM C [IOMOLBIO KOTOPOTO
[OJIb30BAaTEJIb NpoWesl ayTeHTudmraumio--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="globalRole" Name="urn:esia:globalRole"><!--Ponbp nom KOTOPOM ayTEHTMOMUMPOBAJICH
nosb30BaTens--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="lastName" Name="urn:mace:dir:attribute:lastName"><!--daMunysa NOJbL30BaTEJSI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="firstName" Name="urn:mace:dir:attribute:firstName"><!--JMa nojb30BaTEJIgI-——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="middleName" Name="urn:mace:dir:attribute:middleName"><!--OryecTBO NOJBL30BATEJI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personINN" Name="urn:esia:personINN"><!--VHH nomb3oBaresnsa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personSNILS" Name="urn:esia:personSNILS"><!--CHUJIC nosb30BaTensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personOGRN" Name="urn:esia:personOGRN"><!--OT'PHUII mosib30BaTensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personEMail" Name="urn:esia:personEMail"><!--35JeKTPOHHEI aIpecC MNOJIb30BATEJI——
></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="assurancelLevel" Name="urn:esia:assurancelevel"><!--YpoBeHb IOOCTOBEPHOCTU MIEHTUPMUKALIUN
nosb30BaTensa--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="birthDate" Name="urn:esia:birthDate"><!--Ilara poxmeHmus nosb3oBarejs--></saml:Attribute>

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="gender" Name="urn:esia:gender"><!--Ilos nosb30Barensa--></saml:Attribute>
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<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="memberOfGroups" Name="urn:esia:memberOfGroups"><!--IIlpMHaNJIEXHOCTb [OJIb3OBATEJS K IpyNlam
nocryna--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="systemAuthority" Name="urn:esia:systemAuthority"><!--IloslHOMOUMSA IOJDXKHOCTHOT'O JMLa——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personCitizenship" Name="urn:esia:personCitizenship"><!--T'paxmaHCTBO MNOJIb30BATEJIA~—
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personMobilePhone" Name="urn:esia:personMobilePhone"><!--HoMep MOOMJIBLHOTO TejedoHa
nonb3oBarena--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="personTrusted" Name="urn:esia:personTrusted"><!--TlogTBepXxIeHHas MWJIM HENOITBEPXIEHHAA
yueTHas 3anuch nojb3oBarens--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalContacts" Name="urn:esia:principalContacts"><!--KoHTakTHbHE IaHHBEE I10JIb30BaTEJISg——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="principalDocuments" Name="urn:esia:principalDocuments"><!--JJOKyMEHTH I1OJIb30BATEJI——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgType" Name="urn:esia:orgType"><!--Tun opraHms3auuu OOJib30BaTeyda--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgName" Name="urn:esia:orgName"><!--VIMa opraHmsauuy NOJb30BaTeyd--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="0orgOGRN" Name="urn:esia:orgOGRN"><!--OT'PH opraHm3aumuy Nojb30BarTess--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgINN" Name="urn:esia:orgINN"><!--JHH opraHms3aummu noJjib30BaTeys--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgPosition" Name="urn:esia:orgPosition"><!--JlOJXHOCTbL [OJIL30BATEJII B OpTraHM3aLUM——
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgAddresses" Name="urn:esia:orgAddresses"><!--Anpec opraHmzaumm--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgBranchKPP" Name="urn:esia:orgBranchKPP"><!--KIII oummama--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgContacts" Name="urn:esia:orgContacts"><!--Tenedpon m Email opraHmsaumm--
></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="org0id" Name="urn:esia:org0id"><!--lmeHTudpmrarop opraumsaummu--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgKPP" Name="urn:esia:orgKPP"><!--KIIIl opraHmsaumm--></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgLegalForm" Name="urn:esia:orglegalForm"><!--OpraHu3alMOoHHO-IPaBOBas bopMa opTaHM3aALUL—
-></saml:Attribute>
<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
friendlyName="orgShortName" Name="urn:esia:orgShortName"><!--KpaTkoe HauMMeHOBaHME OpPTaHM3ALUU——
></saml:Attribute>
</md:AttributeAuthorityDescriptor>
<md:Organization>
<!--TODO
HeoBxommMMO BaloOJIHUTHL ONMCAaHME OpTaHM3alMM K KOTOPOM OTHOCUTCS MHTeTpupyemas c ECUA UC:
- OrganizationName - mMa opraHMB3aLMK;
- OrganizationDisplayName - uMs opTaHM3alLMM, KOTOPas MOXET OTOOpaxaTbCs IOJIb30BATEJAM IIPU
NPOBEIEHUM MNPOLEnyps ayTeHTUdmraumm;
- OrganizationURL - URL web-calT KOMIaHWUMU.
-=>
<md:OrganizationName xml:lang="ru">0A0 «Pocrenexom»</md:OrganizationName>
<md:OrganizationDisplayName xml:lang="ru">Pocrenexom</md:OrganizationDisplayName>
<md:OrganizationURL xml:lang="en">http://www.rt.ru</md:0rganizationURL>
</md:0Organization>
<!--TODO
Heo6xomoyMO BaloJHUTE aTpMOYTH OPTaHM3aluM, K KOTOPOM OTHOCUTCS MHTeTrpupyeMmas ¢ ECHA mHOOpMalMOHHAS
cucTeMa:
- Company - mMMsa OpTraHM3alMy, KOTOopas OCYyINeCTBJISeT SKCIyaTaumo JC;
- EmailAddress - sJeKTpPOHHas nouTa SKcIjayaTaumm JUC.
-—>
<md:ContactPerson contactType="technical">
<md:Company>0A0 «Pocrenexom»</md:Company>
<md:EmailAddress>support@rt.ru</md:EmailAddress>
</md:ContactPerson>

Kl ok ok ok kokokkk— >
<!--EXTENSIONS-->
Kok ok kkokokkk——>
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<md:Extensions>

<!--TODO

Jajmee cjienyeT CHOMCOK MONNEPXMBAEMBIX MNOCTABIMKOM yCJIyT IJIOOAJIbHEIX POJIEM MNOJIb30BAaTeJIelM, a TakKxe
NoOIepXMBaeMEle TUIE OpTaHM3aumil (OJiS POJIM HOJDKHOCTHOE JIMIO OpTaHM3almu) .

HeO@XO,HI/IMO OCTaBUTB TOJIBKO Te POJIM M THUIIEL OpTaHM3aluuy, KOTOPHEE IIOLIECPXMBAKNTCHA IIO0CTABIMKOM
yCayT.

[lpyMeuaHre. B ciyuae HEKOPPEeKTHOM obpaboTku Tsra <md:Extensions> Bamell peanmMsalmell IOCTaBIMKA
YCJIyT, HOAaHHBE TAT MOXHO BaKOMMEHTMPOBATH.

-—>

<!--TODO

B cnyuae, ecam UC He nommepxmupaeT paboTy C poJbio "IOJKHOCTHOE JMLO opTraHmM3aummu" IDaHHBM TSI HE
oBsa3aTeNeH.

B cnyuae, ecim VC nommepxmuBaeT IJIOOANbHY poJib "IOMKHOCTHOE JIMLO OpraHm3auum' HeoOXOOMMO TaKXe
YKasaTb paGOTy C IOOJIXHOCTHBEIMM JIMIIAMM KAaKMX TUIIOB OPIT'aHM3aluN nc InIommepxmueaeT .

B cnyuae, ecam UC nommepxmuBaeT IJiobajibHYW0 poJib "IOJDKHOCTHOE JIMLO opTaHmz3aumum" (3TOoT ciydan

BKJIOUAET OTCYTCTBMSA Tara SupportedGlobalRoles), HO Ta3T SupportedOrgTypes orTcyTcTByeT — ECHA OynerT
cumMTaTh, 4Yro VC nommepXmMBaeT BCEe TUIE OPT'aHM3aLUM.
-—>

<!--B cnyuae orcyTcTBusa TaT'a SupportedGlobalRoles, ECHA OynmeT cumuTaThb, 4TO VC NOOIEPXMBAET BCE
rio6anbHEE POJIU——>
<esia:SupportedGlobalRoles>

<esia:GlobalRole ID="P"></esia:GlobalRole> <!-- Omsmuyeckoe JULIO —->
<esia:GlobalRole ID="E"> <!-- JOJIXHOCTHOE JIMLO OpPTaHMBaALUM ——>
<esia:SupportedOrgTypes>
<esia:0rgType ID="L"/> <!-- Kpuouyeckoe JuLIO —->
<esia:0rgType ID="B"/> <!-- VHIOVBUIOYyaJIbHBI NPeINpPMHMMATEIb=—>
<esia:0rgType ID="A"/> <!-- OpraH MCIOJHMUTEJILHOM BJACTU ——>

</esia:SupportedOrgTypes>
</esia:GlobalRole>
</esia:SupportedGlobalRoles>
<esia:SupportedAuthnMethods>
<esia:AuthnMethod ID="PWD"/> <!-- ABTOpMB3auLMd IO NAPOJIO ——>
<esia:AuthnMethod ID="DS"/> <!-- ABTopmszaumus no K3I -->
</esia:SupportedAuthnMethods>
<esia:SupportedAccTypes>
<esia:AccType ID="T"/> <!-- ABTOPMB3aLMUA TOJBKO MNONTBEPXIEHHHX Y3 —-->
<esia:AccType ID="L"/> <!-- ABTOpPMB3aLMUd YNPOUWEHHHX Y3, HO BKJIOUAS NONTBEPXIEHHEHE ——>
</esia:SupportedAccTypes>
</md:Extensions>
</md:EntityDescriptor>

B.7 Pexomenaauuu no ykazauni URL-aapecoB u BbIOOpY

UAEeHTH(PUKATOPA MOCTABIIMKA YCJIYT

Bce URL-anpeca B MeTanaHHBIX 1JI IPOAYKTUBHOM Cpebl HE JOJDKHBI coaepxarh IP agpeca —
00s13aTeIbHO yKa3aHHWEe JOMEHHOIO MMEHHU MopTana HH(HOPMALMOHHONW CUCTEMBI.
IIpumepsr:

1.  TlIpaBunbsHo s EnuHoro moprana rocyJapCTBEHHbIX yCIyr (pyHKIMN):

<md:SingleLogoutService
Responselocation="http://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://www.gosuslugi.ru/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://www.gosuslugi.ru/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>

2.  HenpaBwibHo a1 EnuHOrO0 moprana rocyaapCcTBEHHBIX yeayT (hyHKImiA):

<md:SingleLogoutService
ResponselLocation="http://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirectResponse"
Location="https://109.207.1.97/pgu/saml/LogoutServiceHTTPRedirect"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"/> <md:AssertionConsumerService
Location="https://109.207.1.97/pgu/saml/SAMLAssertionConsumer"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" isDefault="true" index="0"/>
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[Ipu BBIOOpPEe wuAEHTHHUKATOpPa TNOCTaBmMKa yciuyr (entitylD) B mpomykTuBHOH cpene

PEKOMEHYETCS PYKOBOJICTBOBATHCS CIEAYIOUIMMH MPUHIUIIAMMU:

1. Tlone EntityID momkHO ogHO3HaYHO cooTBeTcTBOBaTh URL moprana nadopMannoHHOM

cuctemsbl kotopas uarerpupyercs ¢ UC ECHUA. [1pumepsi:

—  Enunsbrit nopTain roCyAapCTBEHHBIX yCIIyT (byHKIHIA):

entitylD="http://www.gosuslugi.ru™;

— Poccuiickas obiiecTBeHHas nHUIMaTuBa: entitylD="https://www.roi.ru".

2. VYkazauuwii B mosie entityID URL we momken conmepxkars IP aapec — oOs3arenbHO

yKa3aHHe JJOMEHHOTO IMEHHU TopTajia nH(GOpMAIMOHHOH cucTeMbl. [Iprumeps:

— Enuneni ropTan roCy1apCTBEHHBIX yCIyT (pynkumit):

entitylD="http://www.gosuslugi.ru";

— HexoppexTaslii npumep: entitylD="http://109.207.1.97".

b.8 Ilpumepsl koaa Ha sa3bIKe Java mo ucnojb30BaHuw OpenSAML

IIpumep Koaa mocraBUIMKA YCIIYT

public class Resource extends HttpServlet {
private static SamlConsumer consumer = new SamlConsumer () ;
public void doGet (HttpServletRequest request, HttpServletResponse response)
{
requestMessage = consumer.buildRequestMessage () ;
response.sendRedirect (requestMessage) ;
}
public void doPost (HttpServletRequest request, HttpServletResponse response)
{
responseMessage = request.getParameter ("SAMLResponse") .toString();
result = consumer.processResponseMessage (responseMessage) ;

IIpumep kona cozpanus 3anpoca <AuthnRequest>

// Cos3pmanme sjeMmeHTa <Issuer>

// issuerUrl - »T0 url cepBUC-NpOBanIepa, KOTOPHIM IeHepupyeT coobumenHre <authnRequest>
String issuerUrl = "http://localhost:8080/saml-demo/resource";

IssuerBuilder issuerBuilder = new IssuerBuilder();

Issuer issuer =

issuerBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:assertion", "Issuer", "samlp") ;
issuer.setValue (issuerUrl) ;

// cospmanme 3sanpoca <AutnRequest>

DateTime issuelnstant = new DateTime () ;

AuthnRequestBuilder authRequestBuilder = new AuthnRequestBuilder () ;

AuthnRequest authRequest =

authRequestBuilder.buildObject ("urn:oasis:names:tc:SAML:2.0:protocol", "AuthnRequest",

"samlp") ;

authRequest.setForceAuthn (new Boolean (false));

authRequest.setIsPassive (new Boolean (false)) ;

authRequest.setIssuelnstant (issuelnstant);

authRequest.setProtocolBinding ("urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST") ;
authRequest.setAssertionConsumerServiceURL (issuerUrl) ;

authRequest.setIssuer (issuer);

authRequest.setID (aRandomId) ;

authRequest.setVersion (SAMLVersion.VERSION 20);
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CoobOuienne <AuthnRequest> Moker copepkaTb W Ipyrue OJJIEMEHTBI, TaKhe Kak
<NamelDPolicy>, <RequestedAuthnContext>. DTu >1neMeHTBI CO3JaIOTCS © JO0ABISIOTCS B
<AuthnRequest> aHaTOruYHBIM 00pPa3OM.

CrenepupoBanHblii 3anmpoc  <AuthnRequest> momken ObiTh mpeobOpasosano (marshaled) c
ucrosik3oBanuem “‘org.opensaml.xml.io.Marshaller” u nomkeH ObITH 3aKOIUPOBaH B KOIAMPOBKE

Base64 B URL c ucnonbs3oBanuem org.opensaml.xml.util.Base64.

CunrtbiBanue orBeTa <Response>

I[J'ISI CUUTBIBaHUsA OTBCTaA <Resp0nse>, HallpuMep, H3 CCPBJICTA, OTBCT H3BJICKACTCA U3

ctpyktypsl “HttpServletRequest”:

responseMessage = request.getParameter ("SAMLResponse") .toString();
W3BneuenHoe coobmienne “responseMessage” Heobxoaumo mpeobpasosats (Unmarshal) u usBiaecus
coobmienue <Response>:

DocumentBuilderFactory documentBuilderFactory = DocumentBuilderFactory.newInstance();
documentBuilderFactory.setNamespaceAware (true) ;

DocumentBuilder docBuilder = documentBuilderFactory.newDocumentBuilder () ;

Document document = docBuilder.parse (new

ByteArrayInputStream(authRegStr.trim() .getBytes()));

Element element = document.getDocumentElement () ;

UnmarshallerFactory unmarshallerFactory = Configuration.getUnmarshallerFactory () ;
Unmarshaller unmarshaller = unmarshallerFactory.getUnmarshaller (element);

Response response = (Response) unmarshaller.unmarshall (element);

Hanee ¢ m3BneyenHbiM SAML 2.0 Response message MOXXHO BBIIOJHATH orepanud. Hampumep,
uzBiedeM Subject's Name Id u ceprudukar:

String subject = response.getAssertions().get(0).getSubject().getNameID() .getValue () ;
String certificate =

response.getSignature () .getKeyInfo () .getX509Datas () .get (0) .getX509Certificates () .get (0) .get
Value () ;

b.9 Ilpumep AuthnResponse

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID=" f634aledd5a52c852641c0943475edd7" Issuelnstant="2012-03-01T06:30:00.3072" Version="2.0"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">https://demoX-
esia.gosuslugi.ru/idp/shibboleth</saml2:Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="# f634aledd5a52c852641c0943475edd7">
<ds:Transforms>
<ds:Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc—-cl4n#">
<ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>6p7pdI3FulCoSG2kZbGOtWlGCag=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
</ds:SignatureValue>
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<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:transient"> a8e8800fal74f41782184cbbd2lee05f</saml2:NameID>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData Address="127.0.0.1" InResponseTo=" 34efa5b7-47e6-
41bb-b51b-fcb57b7a3£f87" NotOnOrAfter="2012-03-01T06:35:00.3072" Recipient="https://atc-
504:7002/0iosaml/saml/SAMLAssertionConsumer"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-03-01T06:30:00.307Z" NotOnOrAfter="2012-03-01T06:35:00.307z2">
<saml2:AudienceRestriction>
<saml2:Audience>sia test</saml2:Audience>
</saml?2:AudienceRestriction>
</saml2:Conditions>
<samlZ2:AuthnStatement AuthnInstant="2012-03-01T06:30:00.1822Z"
SessionIndex="211£f42f443924066aec4d5bc8740bcel7a93bal3358d9e7003333db957540116b">
<saml2:SubjectLocality Address="127.0.0.1"/>
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="personSNILS" Name="urn:esia:personSNILS"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userId" Name="urn:mace:dir:attribute:userId"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">2006101</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="snils" Name="urn:mace:dir:attribute:snils"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authnMethod" Name="urn:esia:authnMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">PWD</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="principalStatus"
Name="urn:mace:dir:attribute:principalStatus" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">A</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="globalRole" Name="urn:esia:globalRole"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personEMail" Name="urn:esia:personEMail"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">sdf@ddd.ru</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="authMethod" Name="urn:mace:dir:attribute:authMethod"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">SNILS</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="personType" Name="urn:esia:personType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">R</saml2:AttributevValue>

103



</saml2:Attribute>
<saml2:Attribute FriendlyName="authToken" Name="urn:mace:dir:attribute:authToken"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">b0db6£d1-d674-47bb-8£22-9£8291e59255</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userName" Name="urn:esia:userName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">000-000-000 00</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="middleName" Name="urn:mace:dir:attribute:middleName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IMmurpuesnuu</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="attachedToOrg" Name="urn:esia:attachedToOrg"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">1</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="firstName" Name="urn:mace:dir:attribute:firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">IOuvurpnii</saml2:Attributevalue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="lastName" Name="urn:mace:dir:attribute:lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Imurpuen</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="portalVersion"
Name="urn:mace:dir:attribute:portalVersion" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="userType" Name="urn:mace:dir:attribute:userType"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">P</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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NMPUNOXEHWE B. CEPBUCHI ECUA HA BA3E
MNOJIXOJIA REST

B.1 OOmue cBegenus o nporpaMmmuomM uHtepgeiice ECUA

B pamkax pasButus ECHA peann3oBaH NpHUKIaAHONW TpOrpaMMHBIM WHTepderc Ha 0aze
apxutekTypHoro cruis “Representational State Transfer” (REST). O mo3BosisieT HHTErPHPOBAHHBIM C
ECHUA wuHpOpMaLMOHHBIM CHUCTEMaM MONy4yaTh JnocTyn K xpansmmmcs B ECHUA pecypcam, T.e.
JTaHHBIM (HampuMep, O MOIH30BATEIAX WM APYTUX HHPOPMAIIMOHHBIX CUCTEMAX ), & TAKXKE BBIITOJIHATh
psia omepanuii.

BbI30B IpUKIIaTHOTO MPOrPaMMHOT0 HHTEp(deiica BO3MOKEH TOJIBKO TEMU HHTETPUPOBAHHBIMU
¢ ECHA cucremamu, KOTOpblE UMEIOT HAa 3TO COOTBETCTBYMOIIKE NoaHOMOouMs. KoHTpons noctyna k
pecypcam ECHA ocymectBiser cepBuc apropusanmu ECHUA, peanmsyrommuii MoJeiab KOHTPOJISA
J0CTyIa, oCHOBaHHYIO0 Ha crnenudukanusax OAuth 2.0 (cm. [punoxenwue I).

s 0003HaYeHHsI pecypcoB HCIOJIb3YIOTCS ClieluanbHble uaeHTU(UKaTopbl. CaMu pecypchl
OpPraHHU30BAHBI MEPAPXUYCCKH, YPOBHHU pa3JeICHBl KOCOM uepToii — “/”. Pecypchl Ooyiee «HU3KOTOY
YPOBHS SIBJISIFOTCSI COCTAaBHBIMU YACTSIMU «POIUTEIHCKOTO YPOBHSI»:

B ECHA ucnonb3yeTcs ABa TUIIA PECYPCOB:

—  O00KyMeHm COACPXKUT uHPoOpManuio 00 oTaensHOM OO0BeKTe B 0a3e JaHHBIX, KOTOPBIN
XapaKTEepPU3yeTCs] HEKOTOPBIMU MOJIAIMH M 3HaUeHUsIMU. Hanpumep, npu 10CTyne K JOKYMEHTY
00 opraHM3aIiy cepBUC BO3BpaIllaeT HauMeHOBaHue opranuzanuu, ee tTur, OI'PH u np. Kpome
TOTO, B IOKYMEHTE MOTYT COJEPKAaThCsl CChUIKUA Ha CBA3aHHBIE PECYPCHI: TAK, B IOKYMEHTE 00
OpraHM3alK pa3MeNatoTCs yKa3aTelu Ha pecypchl (JOKYMEHTBI) 0 €€ COTPYIHUKAM;

— Koanekyusi TPEACTaBIAET COOOM CIHCOK HEKOTOPHIX PECYpPCOB, HANpuUMeEp, JAOKYMEHTOB.
[lepeuens opraHuzamuii, COTPYIHUKOB OTACIBHOM OPraHU3alMU — MNPUMEPHI KOJUIEKIIUH.
Pecypchl, KOTOpBI BKITIOYEHBI B KOJUICKIIMIO, CHA0KEHBI COOCTBEHHBIMU UIACHTH(PHKATOPAMHU
(uri).  OObryHO I 0003HAYEHUS  KOJUICKIIMM  HCIOJB3YIOTCS  MHOXECTBEHHBIC
CylIecTBUTENbHBIE (0rgS, Shjs u ap.).

Hns Be3oBa cepuca ECHA, mo3BOISIONIErO MOJYYUTh JAOCTYI K 3alIMIIEHHOMY peCypcy,
cHCTeMa-KIMEHT JIOJDKHA HarpaBuTh B hitps-aapec nporpammuoro untepdeiica ECUA 3ampoc. Jlns
3TOro (B 3aBHCHUMOCTH OT THIIa 3ampoca) Ucnoib3yroTcs Metoasl GET unmu POST. B kaxmom 3ampoce
JOJDKEH OBITh YKa3aH WIASHTH(UKATOP pecypca, K KOTOpOMYy 3ampammuBaercs aoctyn. Kpome Toro, B

3anpoc Ha Bb130B REST-API nomken ObITh 100aBjeH cieayronumii header:

Authorization: Bearer <access token>
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<access token> — mapkep mocTyma, NMpeBapUTEIbHO MOJYYCHHBIH y CepBHCA aBTOPH3AIHH
ECHA. Cpoxk neiicTBusi MapKepa J0CTyIla HE JIOJDKEH MCTEYb Ha MOMEHT BbI30Ba. Mapkep nocTyna
JOJKEH OBITh BBIJAH CUCTEME-KIMEHTY Ha <SCOPE>, MO3BOJAIOIIMN MONY4YHUTh 3alpaliMBaeMbli
3amMIeHHbl  pecype. Ilpumep 3ampoca Ha moigyyeHMe CcBeA€HHMH 00 oOpraHuzanMM  C

uaentudpuxaropom 1000000000:

GET /rs/orgs/1000000000 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8dad403491c224c9e431lcefI\r\n
Host: demoX-esia.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
B cnyuae ycremmHo#l mpoBepkH 3ampoca HMporpaMMHBIA MHTEp(dEHC BO3BpalmlaeT JaHHbIE O
3alUIIEHHOM pecypce. [Ipu HeBO3MOKHOCTH BBITIOJIHUTH 3aIIPOC BO3BPAIIACTCS KOJI OIIHOKH.
[lpu BBI3OBE cepBUCa MOTIYT OBITh 3aJaHbl MapaMeTpbl 3ampoca (query), KOTOpbIe
0(hOPMIIAIOTCS CTaHAApPTHBIM crocoboM. Creayromuii 3ampoc IMO3BOJUT IMOJYYUTh MeEpBbie 15

OpraHMu3alMil U3 COOTBETCTBYIOIIECH KOJUIEKIIMH Orgs:

GET /rs/orgs?pagelndex=0&pageSize=15 HTTP/1l.1\r\n
Authorization: Bearer 75b2c7cbb8dad03491c224c9e431lcefI\r\n
Host: demoX-esia.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
HpI/I BBI3OBC CCPBUCA MOKET OBITH YKa3zaHa KOHKPETHaA CXe€eMa NpPEeaoCTaBJCHUS JaHHbIX 00

oOwekTe. J[is 3T0r0 HeOOXOAMMO 1aTh CCHIIKY Ha COOTBETCTBYIONIYIO CXeMy B 3ampoce. Hampumep:
GET /rs/prns/402 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbd9db403489c224c9e431cefI\r\n
Host: demoX-esia.gosuslugi.ru\r\n
Accept: */*\r\n
Content-Type: application/json; schema="https://demoX-
esia.gosuslugi.ru/rs/model/prn/Person-1"\r\n
\r\n
JlaHHbI 3ampoc MO3BOJSET MOJTYYUTh CBEICHMsI O ToJib3oBaTene ¢ uaeHTudukaropom 402,
chopMHUpoOBaHHBIE cOTJiacHO cxeme Person-1. DTto o3nauaer, uro mo mepe pasutusi ECUA moxer
OBITh M3MEHEH IepeJaBaeMblii aTpUOYTHBIN COCTaB JaHHBIX O TMOJI30BATENe, B PE3YJIbTATE YETrO
MOSIBJISIETCS HOBBIE cXeMbl — Person-2, Person-3 u t.4. B cBs3U ¢ 3TUM U1 IONy4eHUsI HEM3MEHHOTO
cocTtaBa aTpuOyTOB PEKOMEHIyeTCs B 3alpoce yKa3blBaTh KOHKPETHYIO cxemy. Ecnu B kauecTBe
cxembl ykazaHa cxema /model/prn/Person 6e3 sBHOTO yka3aHWsS BEPCHHU, TO BO3BPAIIACTCS MOCIETHSISA
Bepcus. Ecnu cxema He ykazaHa BOOOIIEe, TO TaK)Ke BO3BPAIACTCS MOCTEAHSS BEPCUS CXEMBI.
B otBere Ha xoppekTHBIN 3ampoc Bbinaercs JSON-I0KyMeHT, KOTOPBINA MpeACTaBIseT CO0OiM
HaOOp map KJIFOY/3HaYCHHWE WM MacCcuB 3HaueHuil. B 3aronoske (headers) orera comepxartcs
CIeyIONNe JaHHBIC:
1. Ccouikn (links) Ha cBs3anHBIC pecypcsl. Hampumep, eciu B 3ampoce yKaszaH pecype ¢
JaHHBIMUA KOHKPETHOTO ToJib3oBarens (Prns/402), To cChbUIKK OyayT COIEpKaTh PeCcypChl C

€0 KOHTAKTHBIMH JaHHBIMH, HOKYMCHTaMH, aApcCaM, TPaHCHOPTHBIMU CPpCACTBaAMH, a

TaK)Ke Ha «POAUTEIHCKUI PEeCypce C MepeyHeM BCeX MOJIb30BaTeNel B CHCTEME.
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2. Yxkazareinb 3ampolineHHoro pecypca (location), T.e. Uri 3anpoIieHHOTro pecypca.

3. Tun npenocraBnsiembix naHHbIX (Content-Type) ¢ ykazaHuem cXembl MPEIOCTABIISIEMBIX
naHHbIx. Hampumep, ecnu 3ampaiinBaioTcs JaHHbIE O MoJib30Barese B cxeme Person-1, to
Oymer ykaszaHo cueayiomnee 3Hauenwe: Content-Type: [application/json; q=.2;
schema="https://demoX-esia.gosuslugi.ru/rs/model/prn/Person-1"]

[pumep paznena headers (pa3pbIBbl CTPOK JaHbI Ui yA0OCTBA YTCHUS):

Link:
[<https://demoX-esia.gosuslugi.ru/rs/prns/402/docs>; rel=documents; schema="https://demoX-
esia.gosuslugi.ru/rs/model/docs/Documents-1",
<https://demoX-esia.gosuslugi.ru/rs/prns/402/addrs>; rel=addresses; schema="https://demoX—
esia.gosuslugi.ru/rs/model/addrs/Addresses-1",

<https://demoX-esia.gosuslugi.ru/rs/prns/402/ctts>; rel=contacts;schema="https://demoX-
esia.gosuslugi.ru/rs/model/ctts/Contacts-1",
<https://demoX-esia.gosuslugi.ru/rs/prns/>; rel=parent;schema="https://demoX-
esia.gosuslugi.ru/rs/model/prns/Persons-1"]

Date: [Tue, 26 Nov 2013 10:04:24 GMT]

Transfer-Encoding: [chunked]

Location: [http://demoX-esia.gosuslugi.ru/rs/prns/402]

server: [grizzly/2.2.16]

Content-Type: [application/json; g=.2; schema="https://demoX-
esia.gosuslugi.ru/rs/model/prn/Person-1"]

ConepkaTenbHas 4acTh OTBETa Ha 3ampoc conepxutrcs B pazaene body. Ilpumep Bo3BpalmaeMbIx
JTaHHBIX (Pa3pbIBbI CTPOK JIaHBI ISl YA0OCTBA UTEHUS) O GU3UUYECKOM JTUIIE:

{
"stateFacts": ["Identifiable"],

"firstName":"Illetp",

"lastName":"IleTpoB",

"birthDate":"1385409600",

"qender" . "M" 0

"trusted":"true",

"citizenship":"RUS",

"snils":"111-111-111 11",

"updatedOn":"1385460263"

}
Kaxnoe onucanue o0beKkTa WK KOJUIEKIMHU COAEPKUT napaMetp stateFacts, ykaspiBaromuii Ha

HEKOTOpbIe (haKThl O NMPEOCTaBIIEMBIX CBeIeHUIX. Bo3MoxkHBI cienyronue 3HaueHus stateFacts:
— ldentifiable - wumeer wunentndukarop (Hampumep, 3TO KOHKPETHBIH KOHTAKT WM
JIOKYMEHT);
— hasSize - umeer pasmep (Hampumep, sl KOJUICKIIMHA YKa3bIBACT HA YUCIIO AJIEMEHTOB
KOJUICKIIHUHN);

— FirstPage - nepBas crpaHua crucka;

— LastPage - mocneansisi cTpaHUIA CITUCKA,

— Paginated - nocTpaHuYHBII CIHCOK;

— EntityRoot- xopHEeBoit 00BEKT;

— ReadOnly - 00beKT TOJIBKO ISl YTCHUS.
[Tapamerp stateFacts mo3BoisieT, B YaCTHOCTH, IPOU3BOAUTH pa3JIEICHUE BBIBOJUMBIX

pe3yabTaToB Mo cTpaHunaM. Cleayromuid OTBET MPEICTABIAET COOON MEPBYIO CTPAHHUILY HEKOTOPOIo

nepevHs ((pparMeHT, pa3pbIBbl CTPOKH JaHbI s y10OCTBA YTCHHS):
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{

"stateFacts": ["Paginated","FirstPage"],

"elements": [
"https://demoX-esia.gosuslugi.ru/rs/prns/400",
"https://demoX-esia.gosuslugi.ru/rs/prns/401"

] ’

"pageSize":"2",

"pageIndex":"1"

}
W3 nanHoro oTBeTa BUJIHO, UTO Ha KaXIO0W CTpAHUIIE OTOOpaKkaeTcs 1o 2 3JeMEHTa.

s psima omepanuii MOIACPKUBACTCS BO3MOXKHOCTD ecmpaueanus (embedding) cBs3aHHBIX
AaHHBIX. J[IS 3TOrO B 3ampoce COOTBETCTBYIOIIETO pecypca HEOoOXOJMMO YKa3blBaTh MapamMeTp
«embed», a B kKauecTBe €ro 3HaYEHHUsI — CYIIHOCTh, KOTOPYIO TPeOyeTCsl BKIIOUMTH B OTBET 3arpoca.
Hampumep, mpu 3ampoce CIIEAYyIOIIEro pecypca OyayT OTOOpaXkaThCs CCbLIKU Ha KOHTAKTHI

nonbe3osareist 100000:

https://demoX-esia.gosuslugi.ru/rs/prns/100000/ctts
OpHako ykasaHue mapamerpa «embed» [o3BOJISET TMONYYUTh JaHHBIE O KOHTAKTax

HCIMMOCPCACTBCHHO B OTBCTC HAa CJIGIIYIOIIII/If/'I 3arpoc:

https://demoX-esia.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements)
B stom cjIydac 3arpoC OaHHOI'0 pecypca 6YI[6T BO3BpaliaTb OTBET (q)paFMCHT, Pa3pbIBbI

CTPOKH JaHbl JJIsl yI00CTBA UTCHUS):
{

"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": [
"Identifiable"
]I
"id": 194,
"type": "MBT",
"vrfStu": "VERIFIED",
"value": "+7(910)1234567"
}
]l
"size": 1

}
B AJaHHOM ClIyda€ Ha MCECTC CCBUJIOK Ha CBA3AaHHBIC JJICMCHTBI BCTPAWBAIOTCA JaHHBIC

KOHTaKTOB.
[lpm BcTpamBaHWM COXpPAHSETCS BO3MOXHOCTH IIOJIy4aTh CXEMbI BO3BPAIIaeMBIX DPECYPCOB,
HarpuMmep:

https://demoX-esia.gosuslugi.ru/rs/prns/100000/ctts?embed=(elements-1)
B sTtom clrydyac JaHHBIC 00 nireMeHTax 6YJIYT BO3BpamaTbCsa COTIIaCHO HepBOfI cXeMme.

Taxxe BO3MOXHO BCTpanBaHHe HECKOJIBKHUX PECYpPCOB B 3alpoce, HalpuMep:

https://demoX-esia.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements.person)
B 3TOM citydae B OTBETE BMECTO CCHIJIOK HAa COTPYTHUKOB OpTaHW3aIUH OyIyT IepeI1aBaThCs:

— JIaHHBIE O COTPYIHHKaX (elements) — MOKHOCTB, KOPIIOpAaTHBHBIN e-mail u mp.;
— Kpatkue nepcoHanbHble qanueie (OGUO, noun, nata poxxaeHus u mp.).

[Tpu BcTpanBaHUU HECKOJIBKUX PECYPCOB TAK)KE€ BOZMOXKHO yKa3aHUE Ha BEPCUU, HAIPUMED:

https://demoX-esia.gosuslugi.ru/rs/orgs/100000/emps?embed=(elements-1.person-1)
HCpC‘ICHB CCBIIIOK, KOTOPBIE MOT'yT OLITH BCTPOCHBI:
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B.2

JaHHBIC O (I)I/I?;I/I‘-IGCKI/IX Junax:

- KOHTaKTHBIC JIaHHBIC (contacts);

anpeca (addresses);

TpaHCIOPTHBIC cpeacTra (vehicles);

- OpraHu3aluu, K KOTOPBIM MPHHAUICKUT GU3NIECKOe TUI0 (organizations);
JaHHBIC 00 OpraHU3AIHIX:

- KOHTaKTHBIC JaHHBIC (contacts);

- anpeca (addresses);

- TpaHcnopTHbIe cpeacTBa (vehicles);
JTAHHBIE O COTPYJHHUKAX OPTaHU3AIHH:

- JlaHHBIC O COTPYAHHUKE Kak (hu3nudeckoM suiie (Person).
JaHHBIE [0 CChUIKaM, OTOOpakaeMbIM B COJAEp)KaHMM OTBeTa B paszaene «elements»
(BO3MOXKHOCTh BcTpauBaHMs elements ecTb Besne, rae nmapamerp stateFacts umeer 3HaueHue
“hasSize”).
Jlanee npuBeieHbI OMMCAHMS CIEAYIONINX onepanuil mporpammuoro untepdeiica ECUA:
MPeI0OCTaBlIEHUE TIEPCOHANBHBIX JAHHBIX MOJIb30BaTENCH;
ylaJeHne Y4YETHOW 3alMCH M CBS3aHHBIX C HEH TEepPCOHAIBHBIX JAaHHBIX ITOJIb30BATENS W3
ECHA;
MPEIOCTaBIIEHUE CBEICHUN O BXOXK/IEHUH TOJIH30BATENs B TPYIIIBI M OPraHU3allNu;
MpeI0CTaBlIeHUE TaHHBIX U3 MPO(UIIS OpraHu3aIlnH;

npeaoCTaBJICHUEC CITMCKA YYHACTHUKOB I'PYIIIBI UJIW OpTaHHU3allu.

HpezchaB.ﬂeHne INEPCOHAJBbHBIX JTaAHHBIX NnoJib30BaTeJIe

I[J'IH MOJIYYCHU ICPCOHAJIbHBIX JAHHBIX O IMOJB30BATCIIAX CUCTCMA-KIIMCHT NOJI’)KHA HAIIPpABUTh

B https-anpec REST-API cucremsr ECHA® 3anpoc meroaom GET. B 3ampoce momkeH ObITh yka3aH

pecypc, coaepxamuii HeoOxoaumele naHHble. Mepapxus uaentudukatopon 3tux pecypcoB B ECUA

HWMEET CJIEeAYIONIUN BU;

/prns/{oid}/{collection_name}/{collection_entity id}, rxe:

prns — nepedeHsb (KOJUIEKIMS) TOJIb30BaTeENe!, 3aperucTpupoBanibix B ECHA;

— {oid} — BHyTpeHHwMii nneHTH(UKATOp 00BEKTA, B TOM YKCIe mosb3oBareisi, B ECUA;

%% B cpene paspabotku cepsuc gocrymen mo URL https:/demoX-esia.gosuslugi.ru/rs/prns
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— {collection_name} — ccbuika Ha mnepedeHb (KOJUICKLUIO) THIIOB JIAHHBIX, YKa3aHHBIX

II0JIB30BATEIEM C JAaHHBIM 0id, BO3MOKHBIE 3HAUCHMS:

- CttS — KOHTaKTHbBIC JaHHEIE;

- addrs — aapeca;

- docs — 1OKyMEHTBI MOJIb30BaTEIIs;

- 0rgs — opraHusauuu, COTPYIHUKOM KOTOPBIX SIBJIAETCS JAHHBIM MOJIb30BATENb;

- Vhls — TpaHciOpTHBIE CpeCcTBa MOJIH30BATEIS.

— {collection_entity id} — BuyTpeHHHU# HaeHTH(PHUKATOP KOHTAKTA WM JOKYMEHTA I0JIb30BATEIIS

B ECHA.

B 3anpoc momken ObiTh jo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIONIMM IOJIYYHUTH

JOCTYII K JaHHOMY pecypcy (scope http://esia.gosuslugi.ru/usr_inf ¢ mapamerpamu).

[Tpumep 3ampoca (BbI30B cepBHca B cpesie pa3paboTKu):

GET /rs/prns/6924 HTTP/1.1\r\n

Authorization:

Host: demoX-esia.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8da403491c224c9e431cefo\r\n

Jannslie, kotropsie ECHA Bo3BpalaeT B OTBET Ha 3ampoc, MpeAcTaBiIeHbI B TabmuIe 6.

Tabmua 6 —[TapameTpsl OTBETa HA 3aMPOC O MEPCOHATBHBIX JTAHHBIX TOJIB30BATEIIS

URI
Ne | 3ampammBaemoro | Onucanue pecypca IIpenocraBisieMble JaHHbIE
pecypca
1. | /prns/{oid} JlaHHbIC o | laHHBIC O (PU3HUYECKOM JIUIIE:
M0JIL30BaTENIE c | <firstName> — ums;
UJAECHTUDHUKATOPOM <lastName> — pamunus;
prn-id <middleName> — otuecTBO;
<birthDate> — nara poxnaeHus (3amaercs Kak
KonmuuecTBO cekyHn, npomenmux ¢ 00:00:00 UTC
1 suBaps 1970 rona);
<gender> - miom;
<trusted> — Tun yderHo#W 3amucu (TIOATBEPXKICHA
(“true”) / ne moarBepxacHa (“false™));
<citizenship> - rpaxmancTBo (MaAEeHTHDUKATOD
CTpaHbI TPAKIAHCTBA),
<shils> - CHUJIC;
<inn> - UHH;
<updatedOn> - gara TOCIEIHET0 W3MEHCHHS
YUETHOM 3amucH TMOJb30BaTess (3aJaeTcs Kak
KoymmuecTBO cekyHh, nmpomenmux ¢ 00:00:00 UTC
1 ssaBaps 1970 rona)
2. | Iprns/{oid}/ctts [Tepeuenn [Tepeuenb KOHTAKTOB (U3UYECKOTO JHIA (B BHIE
KOHTaKTOB CCBUIOK Ha pecypc C ykasanumem {ctt_id},
(GU3NUECKOro JUIA | COJCPIKAIIHIA JAHHBIC O KAXKJIOM KOHTAKTE)
3. | Iprns/{oid}/ctts/{ctt | Cenenus 00 | KoHTakTHBIC TaHHBIC:
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URI

Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBisiemble JaHHbIE
pecypca
_id} OTACJBbHOM 3amucu B | <type> — TuN 3amnucu, MOKET UMETh 3HAUCHHUS:
NepeyHe KOHTAKTOB “MBT” — moOunbHBIN TeNEe]OH;
¢usuueckoro muma | - “PHN” — nomamuamii Tenedon;
- “EML” — sneKkTpoHHas 104Ta;
- “CEM” — cinyxeOHast 3JI€KTpPOHHAS 11OYTA.
<vrfStu> — cBemeHUsI O «IIOATBEPKICHHOCTHY
KOHTaKTOB, MOXKET UMETh 3HAUCHHUS:
“NOT_VERIFIED” — He noaTBEpK/IEH;
- “VERIFIED” — noxnrBepx/eH.
B mnacrosmee Bpemsa craryc “VERIFIED”
MOXET OBITh TOJILKO Y MOOWJIBHOTO TeiedoHa
(“MBT”) wu anpeca DSIEKTPOHHOM IOYTHI
(“EML”).
<value> — 3HayeHne KOHTAKTA.
4. | Iprns/{oid}/addrs [Tepeuenr aapecoB | Ilepeuenb ampecoB (uszmueckoro uia (B BHIC
¢du3MyecKoro JMma | CCbUIOK Ha pecypc C ykasanwem {addr_id},
COZICpIKAILNiA JJAHHBIC O KAXKJIOM aJipece)
5. | /prns/{oid}/ctts/{ad | CBenenus 00 | Anpeca:
dr_id} OT/EJbHOM 3amucu B | <type> — TUII 3aluCH, MOXKET UMETh 3HAUCHUS:
nepeyHe aZpecoB “PLV” — anpec MecTa Ipo>KMBaHUS;
(u3HYEeCcKOro JInia “PRG” — agpec MecTa perucTpaiuu.
<addressStr> - aapec B BHIe CTPOKH (HE BKIIFOYAs
JIOM, CTPOEHHE, KOPITyC, HOMEP KBapTUPBI);
<building> — ctpoenue;
<countryld> - unenTudukaTOp CTpaHsbI;
<fiasCode> - kox PUAC;
<frame> - kopryc;
<house> - nom;
<flat> - xBaprTupa;
<region> - peruoH;
<street> - ynuua,
<zipCode> - unpekc.
6. | /prns/{oid}/docs [Mepeuenn [lepeyeHb MTOKYMEHTOB (pU3MUECKOTrO JIHIA (B BUIC
JTIOKYMEHTOB CCBUIOK Ha pecypc ¢ ykaszanmeMm {doc_id},
(GHU3MYECKOro JHIa | COJCPIKAIIUI JAHHBIC O KAKIOM JJIOKYMEHTE)
7. | Iprns/{oid}/docs/{d | CencHus 00 | JIOKyMEHTHI:
oc_id} OT/EJbHOM 3amucu B | <type> — TUI 3aluCH, MOXKET UMETh 3HAUCHHUS:
[IEpEYHE “RF_PASSPORT” — nacnopt rpaxxnanusa P®;
JIOKyMEHTOB - “FID_DOC” JOKYMEHT  MHOCTPAHHOTO
(du3HyecKoro auna rpaXkIaHUHA;
- “DRIVING_LICENSE” - BOJIUTEIIbCKOE
yIOCTOBEPEHHE.
<vrfStu> — cBeseHUSI O «IIOATBEPKICHHOCTHY

JIOKYMEHTOB, MOKET UMETh 3HAUCHHUSI:
“NOT_VERIFIED” — He nOaTBEpK/IEH;
- “VERIFIED” — nonrBepxeH.
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URI
3anpamMBaeMoro

pecypca

Onucanue pecypca

IIpenocraBiisieMble JaHHbIE

<series> — cepust JOKyMEHTA;

<number> - HOMep TOKyMEHTa,
<issueDate> - maTa BbIIaYM JOKYMCHTA;
<issueld> - xem BbIaH;

<expiryDate> - cpok JieiicTBUSI TOKYMEHTA.

8. | /prns/{oid}/orgs [Tepeuenn IlepeyeHb opraHu3alii, COTPYIAHHUKOM KOTOPBIX
OpraHuzanui, sBIsieTcsl (PM3UYECKOe JIMIO ¢ JaHHbIM {0id} (B
COTPYTHHUKOM BUJIC CCBUIOK Ha pecypc ¢ ykazanuem {0id},
KOTOPBIX  SBJISIETCS | COJEPKAIIMI TaHHBIEC O KAXJI0U OpraHu3alium)
JnaHHOe (hU3UUECKOE
JIATO

9. | /prns/{oid}/vhls [Tepeuenn IlepeyeHb TPaAHCIOPTHBIX CPEACTB, KOTOPBIMH
TPaHCIIOPTHBIX BJIA/ICCT TAHHBIN MTOJIH30BATEIb
CPEJICTB

10. | /prns/{oid}/vhis/{v | TpauncnoptHoe <name> - uMs aBTOMOOWIIs (HarmpuMmep, MapKa HIH

hl-id} CPEICTBO JPYTroe MOJIb30BATEILCKOE OMHCAHKE);

I0JIb30BaTEJISI <numberPlate> - rOCY/IapCTBEHHBIN

PETHCTPAIIMOHHBIN 3HAK;
<regCertificate> — pnaHHbIE CBUJICTEIBCTBA O
rOCy/IapCTBEHHOW PETHUCTpAllMM, BKIIOYAET B ce0s
aTpuOyTHI:

—  <series> - Ccepus CBUIICTEIbCTBA,

— <number> - HoMep CBHJIETEIILCTRA.

I[pu oToOpaskeHUH BeeX KOJUIEKIUit (Prns, Ctts) ucmosp3yercs MexanusMm paging.
[Ipumep oTBeTa Ha 3ampoc KOHTAKTHBIX JAHHBIX (U3UYECKOro nuna ((pparMeHt, pa3pbiBbI

CTPOK JaHbl JJis1 y100CTBa YTEHHUS):
{

"stateFacts":
"type" < "MBT" ,
"vrfStu":"VERIFIED",
"value":"+7(777)7777777"
}

[Ipumep oTBeTa Ha 3ampoc KOHKPETHOrO ajapeca (U3UYEcKOro Jjuia (pparMeHT, pa3pbiBbI

["Identifiable"],

CTPOK JaHbl JJis1 y100CTBa YTEHHUS):
{

"stateFacts":
"type":"PLV",
"addressStr":"MockBa Iopox,
"building":"98",
"countryId":"RUS",
"fiasCode":"18f5d6bb-c00c-4d06-95a7-7862b8be%e3f",
"frame":"99",

"house":"100",

"region":"MockBa I'opoxm",

"street":"Axkanemuka Yesomes Yiuia'",
"zipCode":"117630"

}

[Tpumep oTBeTa Ha 3ampoOC KOHKPETHOTO JOKyMEHTa (U3UYecKoro auna ((parMeHT, pa3pbiBbl

["Identifiable"],

AxaneMmmuka UYejiomesa ymauua',

CTPOK JIaHBI JJIs1 y100CTBA UTEHUS ):
{
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"stateFacts": ["Identifiable"],
"type":"RF_PASSPORT",
"vrfStu":"VERIFIED",
"series":"3333",
"number":"333333",
"issueDate":"1383249600",
"issueId":"333333"

}

[lpumep oTBeTa Ha 3ampoC KOHKPETHOI'O TPAHCHOPTHOIO CPEICTBA (DU3UUECKOTO JIMIA

(parmeHT, pa3peIBBI CTPOK JIaHBI ISl YA0OCTBA YTCHUS):
{

"stateFacts": ["Identifiable"],
"name": "Xownma",
"numberPlate": "A1330H177",
"regCertificate": {

"series": "77YE",

"number": "204623"

}
}

[Ipumep oTBeTa Ha 3ampOC BCEX TPAHCHOPTHBIX CPEICTB (PU3UYECKOTO JIMIIA, TOTYyYEHHBIN C

o 34
HCIIOJIb30OBAHHUEM BO3MOKHOCTCHU BCTpPAWBAHUA GbparMeHI; pa3pbIBbl CTPOK JdaHbI JJIA YHO6CTBa

YTCHUS):
{
"stateFacts": ["hasSize"],
"elements": [
{
"stateFacts": ["Identifiable"],
"id": 20,
"name" . "@Opﬂﬂr
"numberPlate": "O981TE177",
"regCertificate": {
"series": "1234",
"number": "567890"
}
} r
{
"stateFacts": ["Identifiable"],
"id": 24,
"name": "VW",
"numberPlate": "A1330H99",
"regCertificate": {
"series": "2222",
"number": "222222"
}
}
] r
"size": 2

B.3 IIposepka ¢gaxkra ynajeHus Y4THOM 3aNIMCH U CBA3AHHBIX ¢ HEH

NMEPCOHAJIBbHBIX TaHHBIX MoJIb30BaTeas u3 ECUA

Bb13oB nanHON omepanuu mnpenocTaBiseT uHTterpupoBaHHbiM ¢ ECHUA uHdopmanroHHBIM
cucreMaM JaHHble 00 ynaneHHbIX nonb3oBareasix B ECHUA (upentuduxarop monb3oBatens). s
NOJTYYeHHs TIepeyHsl yJaleHHBIX IMOJb30BaTeel CUCTeMa-KIMEeHT JOJbKHAa HarpaBuTh B https-aapec

REST-API cucremsr ECHA 3ampoc merogom GET. B 3ampoce nomkeH OBITH yKazaH pecypc,

% anpommenHsrii pecype: /prns/100000/vhls?embed=(elements)
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CoJiepKaliii HEOOXOAMMEBIE JaHHbIe. B KkadecTBe 3TOro pecypca HCIONB3yeTCs CTaHAapTHBIN
UICHTH(PHUKATOP pecypca ¢ MEPCOHAIBHBIMU JIaHHBIMH II0JIb30BaTenei (/prns), BO3BpaIIArOIIUAN
MepeyeHb 3aperuCTPUPOBAHHBIX B cHUcTeMe Mosb3oBareneil (cMm. pasgen B.2). Cnemuduka BbeI30oBa
JTAHHOU OTepaliyl COCTOUT B TOM, UTO 3aIPOC JOJDKEH COJEPIKaTh CIEAYIOIINE TapaMeTphl:
— <Stu> - cratyc noas3oBareis, 1oJkeH uMeTh 3Hauenne “DELETED”;
— <updatedSince> - para, HauMHas C KOTOpOW HEOOXOJMMO OTOOpa3UTh YIAICHHBIX
nojb3oBaTenel. 3agaercs Kak kKojauuecTBO cekyHi, npomeamux ¢ 00:00:00 UTC 1 suBaps
1970 rona.
B 3anpoc momken ObiTh jgo0aBiaeH header ¢ mapkepom gocTyma, MO3BOJISIONUIMM IOJIYYUTH
JOCTYI K TaHHOMY pecypcey (scope http://esia.gosuslugi.ru/usr_inf ¢ mapameTtpamu).

HpHMep 3arpoca (BBI3OB CEpBHCA B CpCac pa3pa60TKH):
GET /rs/prns?stu=DELETED&updatedSince=1384218061 HTTP/1.1\r\n
Authorization: Bearer 75b2c7cbb8da403491c224c9e431cef9\r\n
Host: demoX-esia.gosuslugi.ru\r\n
Accept: */*\r\n
\r\n
B xauecTtBe oTBeTa nepeaacTca IepcUYCHb @HBHqCCKHX JiiL, YAAJICHHBIX C YKa3aHHOﬁ JAaThI.
DTOT mepedeHb MpeicTaBiIsieT coO0M CMHCOK CChUIOK Ha pecypc ¢ ykazaHueM {oid}, comepxamiuii
JaHHBIE 0 KaXJI0M ynajieHHoM (u3umueckoM mnuie. [lepexon mo ccbuike Buaa /prns/{oid} mo3Bossier
IIPOCMOTPETH:
— <firsthame> — ums YAQJICHHOI'O II0Jb30BaTEIIA;
— <updatedOn> — gara mOCieAHEr0 M3MEHEHHS YYETHOM 3allMCH TOJIb30BaTelNis, MPHU JaHHOM
3ampoce oHa OyJIeT SBISITHCS JIaTOM ynajneHus (3a1aeTcsl Kak KOJTUYECTBO CEKYH], TPOIIEAIINX

¢ 00:00:00 UTC 1 stuBaps 1970 rogna).

B.4 IlpexocraBieHue JaHHBIX U3 NPO(UISE OpraHu3aluu

JIist TosTydeH st IaHHBIX 00 OpraHM3alusIX CHCTeMa-KIHMEHT J0JDKHA HampaBuTh B https-agpec
REST-API cucrems: ECUA® sanpoc mMetogom GET. B 3ampoce momkeH OBITH yka3aH pecype,
coziepkauii Heooxonumele naHHble. Mnentudukarop storo pecypca B ECUA umeer crneayromuit
BUJI:

lorgs/{orgQOid}/{collection _name}/{collection entity id}, rae:

— 0rgs — KoJuleKuus opranu3auuid, umeromuxcs B ECUA;

% B cpene paspaborku cepsuc gocrymen mo URL https:/demoX-esia.gosuslugi.ru/rs/orgs
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— orgOid — BHyrpenHuidl uaeHtudukarop opranmzanuu B ECHUA; mns ompenenenus orgOid

COOTBETCTBYIOIICH OpraHu3alnuy He00X0AMMO UCIob30BaTh aTpulyT 0rgOid, nepenaromuiics

B yTBepxkaeHusIXx SAML,;

{collection_name} — cchuika Ha MepedcHb (KOJUIEKIMIO) THIIOB MaHHBIX OPraHH3allMHh C

yKa3aHHBIM 0id, BO3MOKHbBIE 3HAUCHHUS:

- CttS — KOHTaKTHBIC JAHHEIE;

- addrs — aapeca;

- Vvhls — TpaHcnopTHBIE CpeACTBA.

{collection_entity id} — BHyTpeHHUII HICHTU(PHUKATOP KOHTAKTA, aJpeca WM TPAHCIIOPTHOTO

CpencTBa.

B 3ampoc momkeH ObITh no0aBieH header ¢ mMapkepom A0CTyIa, MO3BOJSIOIIAM IOTYYHUTh

JOCTYII K JaHHOMY pecypcy (scope http://esia.gosuslugi.ru/emp_inf ¢ mapamerpamu).

[Ipumep 3ampoca (BbI30B cepBUCa B cpefie pa3pabOTKH):

GET /rs/orgs/1000000000 HTTP/1.1\r\n

Authorization:

Host: demoX-esia.gosuslugi.ru\r\n

Accept: */*\r\n

\r\n

Bearer 75b2c7cbb8dad03491c224c9e431cef9\r\n

Jannsie, kotropeie ECHA Bo3BpamaeT B OTBET Ha 3alpocC, MPEICTABICHBI B TAOIUIE 7.

Tabnuna 7 —IlapameTpsl OTBETa Ha 3aMpOC O JAHHBIX OpraHU3aLuN

URI
Ne | 3anmpammBaemoro | Onmcanue pecypca IIpenocraBisieMble faHHbIE
pecypca
1. | /orgs/{orgQOid} JlaHHbIC 00 | JlaHHbIC 00 OpraHHU3aluu:
OpraHu3anu c | <shortName> — cokpalieHHOE HaWMCHOBAaHHUE
UJICHTU(PHUKATOPOM | OpraHU3AIINY;
{orgOid} <fullName> — MOJTHOE HaMMEHOBAHHE
OpraHu3aIiy;
<type> — tun opranuzamuu. s rocygapcTBEHHBIX
opranmzanuii — “AGENCY”, nmns ropuanueckux
mun — “LEGAL”;
<ogrn> — OI'PH opranuzanuu;
<inn> - UHH opranusanuu;
<leg> - kKo OpraHU3aIMOHHO-TIPABOBOM (POPMBI 1O
o01epoccuiickomy Kiaccuukaropy
OpraHU3aIMOHHO-TIPABOBBIX (hOpM;
<kpp> - KIIII opranusanuu
2. | lorgs/{orgOid}/ctts | Ilepeuenn [TepeueHb KOHTAKTOB OpraHU3aIy (B BUJIE CCHLUIOK
KOHTaKTOB Ha pecypc C ykazanmeM {Ctt_id}, comepkamuit
OpraHu3aIfu JTAHHBIC 0 KaKJIOM KOHTAKTE)
3. | lorgs/{orgOid}/ctts | CBenenus 00 | KoHTakTHbBIC JaHHBIE:
/{ctt_id} OTIIeNbHOMU 3amucH B | <type> — TN 3amucH, MOKET UMETh 3HAUCHUS:
MepevYHe KOHTAKTOB “PHN” — Tenedon;
OpraHu3aluu “FAX” — (akc;
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URI
Ne | 3ampammuBaemoro | Onucanue pecypca IIpenocraBisiemble JaHHbIE

pecypca

“OEM” — snexTpoHHAas mOYTA.

<vrfStu> — cBemeHHS O «ITOATBEPIKICHHOCTHY

KOHTAKTOB, MOKET UMEThH 3HAUCHMU:
“NOT_VERIFIED” — He noaTBEpK/IEH;
“VERIFIED” — noxrBepxeH.

<value> — 3HayeHue KOHTAKTA.

4. | lorgs/{orgOid}/add | Ilepeuernr anpecos | [lepeueHp ampecoB opraHu3anuu (B BUAC CCHUIOK

rs OpraHu3aIiu Ha pecypc C ykazanumem {addr_id}, comepskaruii
JTAHHBIE O KaXKJIOM aJipece)
5. | /otg/{orgOid}/addr | Cenenus 00 | KoHTakTHBIC NaHHbIE:
s/{addr_id} OT/EJBbHOM 3amucu B | <type> — TUII 3aluCH, MOXKET UMETh 3HAUCHUS:
[epeyHe aapecoB | - “OLG” — ropunuueckuil aapec;
OpraHu3aluu - “OPS” — dpaxTuueckuii agpec;

<addressStr> - agpec B Buje CTPOKH (HE BKJIHOYAs
JIOM, CTPOEHHE, KOPITYC, HOMEpP KBapTHPBbI);
<building> — ctpocuue;

<countryld> - unenTudukaTop CTpaHsbI;
<fiasCode> - koq PUAC;

<frame> - kopryc;

<house> - nom;

<flat> - xBaprupa;

<region> - peruoH;

<street> - ynuna;

<zipCode> - unpekc.

6. | /orgs/{orgOid}/vhl | [Tepeuenn [lepeueHb TPaHCHOPTHBIX CPEICTB, KOTOPBIMH
S TPAHCHIOPTHBIX BJIAJICET JTAaHHAsI OPTaHU3aIIUs
CpeICTB
7. | lorgs/{orgOid}/vhl | TpaucnoptHoe <name> - uMs aBTOMOOWJIS (HampuMep, MapKa WIn
s/{vhl-id} CpeICTBO JPYToe TOJIb30BaTEIhCKOE OIUCAHHUE);
OpraHu3aIiH <numberPlate> - rOCyJJapCTBEHHBIH
PEruCTPaIIOHHBIN 3HAK;
<regCertificate> — jgaHHBIC CBHJIETCILCTBA O
TOCYIapCTBEHHOW PETHCTPAINH, BKIIOYACT B CEOsI
aTpuOyTHI:

— <series> - cepus CBUIETEIILCTBA,;
— <number> - HoMep CBHIETEIbCTBA.

[Ipumep oTBeTa ¢ OCHOBHBIMH JAHHBIMH OO OpraHM3aluu (pa3pbiBbl CTPOKH J@HBI JUIS

yno0CcTBa YTEHHUS):

{
"stateFacts": ["Identifiable"],
"shortName": "Bauk",
"fullName": "Bauzk",
"type": "LEGAL",
"ogrn": "1027700367507",
"inn": "7728168971",
"leg": "12247",
"kpp": null
}

[Ipumep oTBeTa C KOHTAKTHBIMU JaHHBIMH OO0 aJpecax OpraHu3allH IMPH HCIOIb30BAHUU
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BO3MOKHOCTEH BCTpaI/IBaHI/ISI36 (pa3pbIBBI CTPOKH JTAHBI 1715 y100CTBA UTCHUS):
{

"stateFacts": ["hasSize"],
"elements": [

{

"stateFacts": ["Identifiable"],
"id": 62,

"type" . "OLG",

"region": "Mockma I'opon",
"addressStr": "Mockea I'opon, AHTapckas ymmua',
"countryId": "RUS",

"zipCode": "125635",

"street": "AHTapckas ymuua',
"house": "10",

"flat": "96"

}

] ’

"size": 1

B.5 IlpexocraBiieHHe CIIMCKA YYACTHUKOB I'PYNINbI MM OPraHU3ALMH.

Jnst mostydeHusl JaHHBIX 00 YYaCTHUKAX IPYIIbl WIK OPraHU3alUH CUCTEMA-KIMEHT JIOJDKHA
HarpaBuTh 110 B https-agpec REST-API cucremsr ECUAY 3anpoc metogoM GET. B 3ampoce nomxken
OBITh yKa3aH pecypc, cojaepkalinii Heooxoaumble naHHble. nentudukarop storo pecypca B ECUA
HWMEET CIEAYIOIIUN BUA:

— JUIS TIOJIyYCHHS CIUCKA COTPYAHHMKOB OpraHW3allid HEOOXOIMMO HCIOJb30BaTh  Ufi

/orgs/{orgOid}/emps/{prn_oid}/grps, rue:

- emps — mepeyeHb (KOJUICKIMS) COTPYAHUKOB opraHu3aimii ¢ ganuaeiM {0rgOid};
s onpenenenus  0rgOid  cooTBEeTCTBYrOIIEH  OpraHu3aluk  HEOOXOIUMO
ucnosb30Bath arpudyT 0rgOid, mepenarommiics B yrBepxaeHusx SAML;

- prn_oid — BHyTpenHuii uaeHtuukarop ¢pusudeckoro auna B ECUA;

- grps — mepedeHb (KOJUICKIUS) TPYII, B KOTOPBIE BXOAUT JIAHHBIH MOJIb30BATEIb B
JTAHHOW OpraHu3aluu.

— QIS TIOJYYEHUs CIHMCKAa yYaCTHUKOB TPYMNIBI OpraHU3alMk HEoO0XoauMo ucronib3oBaTth URI
lorgs/{orgOid}/grps/{grp_id}, rue:

- grps — nepeveHb (KOJUIEKIIUS ) TPy opranu3aiuu ¢ ganasiM {orgoid};

- grp_id — MHeMOHUKa (MICHTU(DHUKATOP) TPYIIIBI OPraHU3aINH.

B 3ampoc momken ObiTh mobaBien header ¢ mapkepoM I0CTyIa, MO3BOJSIONIMM IOJYYUTh
JOCTYII K JaHHOMY pecypcey (scope http://esia.gosuslugi.ru/emp_inf ¢ mapamerpamu).

[Tpumep 3ampoca (BBI30B cepBUca B cpejie pa3pabOTKH):

GET /rs/orgs/1000000000/emps HTTP/1.1\r\n

% 3anpoc pecypca: /orgs/100000/addrs?embed=(elements)
37 Cepauc mocrynen mo URL https://demoX-esia.gosulsugi.ru/rs/orgs
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Authorizati

Host: demoX-esia.gosuslugi.ru\r\n

Accept: */*
\r\n

on: Bearer 75b2c7cbb8dad03491c224c9e431lcef9\r\n

\r\n

Hannsie, kotopeie ECHA Bo3BpamaeT B OTBET Ha 3alpoC, MPEACTaBICHBI B Tabmuie 8.

Tabnuua 8 —[TapameTpsl oTBeTa Ha 3arpoc 00 y4aCTHUKAX TPYIIIBI MM OpraHU3auu

URI
Ne | 3ampammBaemoro | Onmucanue pecypca IIpenocraBiisieMble JaHHbIE
pecypca
1. | /orgs/{orgOid}/em | Ilepeuenn IlepeyeHb COTPYIHHKOB JaHHOW OpraHu3anuu (B
ps COTPYJIHHKOB BUJIC CCBUIOK Ha pecypc C ykaszaHueM {prn_oid},
OpraHHU3aIuH COZICPIKAIUI JAHHBIC O KAKIOM COTPYIHHKE)
2. | lorgs/{orgOid}/em | [lanubie JlaHHBIE O COTPYAHUKE:
psH{prn_oid} COTpYHHKE <position> — JOKHOCTE;
OpraHu3aIuu
MICHTUDHKATOPOM <chief> — cBeaeHus O TOM, SIBISETCS JIU COTPYAHUK
{prn_oid} PYKOBOAMTENEM OpraHusanudd (B OSTOM ciydyae
umeeT 3Hauenue “true”) mam mer (“false”).
3. | lorgs/{orgOid}/em | IlepeucHs IlepeueHp rpymm AaHHOW OpraHU3AlUH, YICHOM
ps/{prn_oid}/grps | opranu3zanmu, KOTOPBIX SIBIISICTCS] COTPYHHK C AaHHBIM {prn_oid}
Y4JICHOM  KOTOPBIX | (B BH/E MepeyHs CTpOK grp_id — yka3pIBarolMX Ha
SBJSIETCS  JAHHBIA | MHEMOHMKY HMEIOIIMXCS B  paMKax JaHHOU
COTPYIHHK OpraHHU3aI|uK PYIII).
4. | Jorgs/{orgOid}/grp | Ilepeuens [lepeyenp rpynm naHHOW opraHu3anuu (B BHIC
S OpraHu3aIu nmepeuHss CTpok Qrp_id — yka3bIBarOIUMX Ha

MHEMOHHUKY HMMEIOIIUXCA B
OpraHM3al|K TPYIN).

paMKax JaHHOMU

s/{grp_id}

5. | lorgs/{orgOid}/grp

id}

Jannble o0 rpymnme
OpraHu3aluu
MHEMOHUKOMI

JlanHsbIe O rpynme:
<name> — ums;
<description> — onucanue;

<System> — CBEIEHUS O TOM, SABIAETCA JU TpyIIa
CHCTEMHOH (B 3TOM cllyyae UMeeT 3HaueHue “true”)
i Her (“false™).

[Ipu oToOpakeHnn BCeX KOJUICKIIUM (0rgs, emps) UCIOJIb3yeTCs MEXaHU3M paging.

IIpumep otTBeTa Ha

3arpoc

CBEICHUH O [IepeyHe

COTPYAHUKOB OpraHu3anuu C

uaentudpukaropom 1000000000 (pparmeHT, pa3phIBBI CTPOK AaHbI I y100CTBA YTCHUSA):

{
"stateFacts
"elements":
"https:
"https
"https:
"https:
"https:
"https:
"https:
"https:
]I
"size":"8"

}

": ["hasSize"],

[

//demoX-esia.
://demoX-esia.
//demoX-esia.
//demoX-esia.
//demoX-esia.
//demoX-esia.
//demoX-esia.
//demoX-esia.

gosuslugi
gosuslugi
gosuslugi
gosuslugi
gosuslugi
gosuslugi
gosuslugi
gosuslugi

.ru/rs/orgs/1000000000/emps/222896320",
.ru/rs/orgs/1000000000/emps/240612402",
.ru/rs/orgs/1000000000/emps/243280304",
.ru/rs/orgs/1000000000/emps/243280305",
.ru/rs/orgs/1000000000/emps/243280312",
.ru/rs/orgs/1000000000/emps/1000000008",
.ru/rs/orgs/1000000000/emps/1000000009",
.ru/rs/orgs/1000000000/emps/1000000385"
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IIpumep oTBeTa C KOHTAKTHBIMU JAAHHBIMHU O COTPYAHMKAX OPraHU3ALMU IIPU HCIIOIb30BAHUU

38
BO3MOKHOCTH BCTPaWBaHUS  (Pa3pbIBbI CTPOKHU JaHBI AJIs1 yA0OCTBA YTEHUS):
{

"stateFacts": ["Paginated", "FirstPage", "LastPage"],
"elements": [
{
"stateFacts": ["Identifiable"],
"prnOid": 1000000125,
"orgOid": 100000,

"chief": false,
"corporateContact": "mail@example.com",
"person": {
"stateFacts": ["Identifiable"],
"firstName": "lleTp",
"lastName": "Ilerpor",
"middleName": "IllerpoBmu",
"gender": "M",

"updatedOn": 1387519441

"stateFacts": ["Identifiable"],
"prnOid": 1000004892,
"orgOid": 100000,

"position": "PykoBomurein",

"chief": true,

"person": {
"stateFacts": ["Identifiable"],
"firstName": "NBar",
"lastName": "lBaHOB",
"middleName": "MBaHoBMuU",
"gender": "M",

"updatedOn": 1387466948

}
] r
"pageSize": 100,
"pageIndex": 1

B.6 IlpemocraBiieHue cBelecHHH 0 BXOKACHUHU MOJIb30BATE/Is1 B TPYIIIbI

H OpraHm3alnuu

Jnis mony4YeHHsl TAaHHBIX O BXOXKJICHHUH ITOJIb30BATENs B OPraHU3allil CHCTEMA-KIIMEHT JTOJDKHA
HanpasuTh B https-anpec REST-API cucremsr ECHUA 3anpoc merogom GET. B 3ampoce m1omkeH ObITh
yKa3aH pecypc, COJep)Kalluii HeoOXOoJMMbIe MaHHbIE. B KauecTBe 3TOro pecypca HCHOJIb3yeTcs
CTaHIApPTHBIH  WACGHTH(HKATOp pecypca C  TEPCOHAIBHBIMH  JAHHBIMH  TIOJIb30BaTelei
(/prns/{oid}/orgs), BoO3Bpamaroluii MepeueHb OpraHU3alui, COTPYJHHUKOM KOTOPBIX SIBJISETCS
1oJIb30BaTeNb ¢ NaHHbIM {o0id} (cM. pazmen B.2).

Jlyis moNydeHusl JaHHBIX O BXOXKICHHWH ITOJIB30BATEsl B TPYIbI OPraHU3alliM B KauyeCTBE
CCBUIKM Ha PEeCcypc HCIOJIb3YETCS CTaHIApTHBIA HIESHTH()HUKATOp pecypca ¢ JaHHBIMH OpPTaHU3aIlUi

(/orgs/{orgOid}/emps/{prn_oid}/grps), BO3BpallalONUii MEPEYCHb TPYII, B KOTOPbIE BKIIIOUYCH

%8 3ampoc pecypca: /orgs/100000/emps?embed=(elements.person)
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NoJIb30BaTeNb JaHHOU opranu3aimu {orgOid}.

B.7 IlpenocraBjieHue CBeAeHUN 0 CyObeKTe

st mosrydeHusl TaHHBIX CyObekTe (Hampumep, HHPOPMAIMOHHOW CHCTEME) CUCTeMa-KIHECHT
nokHa HampaBuTh B https-agpec REST-API cucremsr ECUA¥ 3anpoc metogom GET. 3ampoc

JOJDKEH COZIEPIKaTh CIETYIOIINE CBECHHS:
— <fingerPrint> — xkpunrorpaduyeckoe XsiI-3HaueHHE CcepTUHUKATA, HACHTHPHIHPYIOIIETO

cyobekra. <fingerPrint> nomkeH ObITH YKa3aH B clieaytomieM dopmare:

{<alg>}<value>
B kauectBe <alg> ykaspiBaeTCsi HICHTH()UKATOP aITrOPUTMA, HCIOIB30BAHHOTO JUIS
BBIYKCIICHUS KpunTorpadudeckoro xaur. B kauectBe <value> ykaspiBaercs paccunrtannsiii fingerPrint
OT Bcero ceprudukara Mo ykKazaHHOMY aqroOpuTMy M 3akoaupoBaHHbii B Base64 URL safe.
Ceprudukar Ui pacueTa KpUITorpaguueckoro X3u 10nkeH ObiTh B binary-dpopmare (DER-dopmar).
Cucrema ECUA noanepxuBaer Cleayrolide aJrOPUTMbl BBIUMCIEHUS KpUNTOrpaduuecKoro
xami-3aauenus (fingerPrint ceprudukara):
— SHA-1 (<alg> nomxken 6bTh SHAL);
— TOCT P 34.11-94 (<alg> nomxken 65rrs GOST341194).

Hwke npuBenen npumMep 3anonuerus <fingerPrint>:
{SHA1} at+xg6SiyUovktglredipHiJpakE=
B 3ampoc momkeH ObiTh moOaBieH header ¢ mMapkepom A0CTyIa, MO3BOJSIOIIAM IOTYYHUTh
JOCTYII K TaHHOMY pecypcy (scope http://esia.gosuslugi.ru/sbj_inf).

[Tpumep 3ampoca (BBI30B cepBHCa B cpefie pa3paboTKM):

GET /rs/sbjs?fingerPrint={SHA1}A87E9BI9DCD58D1C99389D06A359EA
HTTP/1.1\r\n

Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9e431cef9\r\n
Host: demoX-esia.gosulsugi.ru\r\n

Accept: */*\r\n

\r\n

B orBer Ha 3ampoc cepBuc ECHA Bo3Bpamaer CcChUIKY Ha pecypc € JaHHBIMH O

COOTBETCTBYIOIIEM CYOBEKTE:

/rs/sbjs/{oid}
B nannom ciyuae <0id> — 310 BHyTpeHHHH HaeHTUHKaTOp cyobekTta B ECUA;

Jlns monydeHus NaHHBIX O CYOBEKTe CIeIyeT HCIOJb30BaTh 3alpoc C yKa3aHHUEM 3TOTo

UACHTU(PUKATOPA, HATIPUMED:

% Cepeuc nocrynen o URL: hitps:/demoX-esia.gosulsugi.ru/rs/sbjs
40 Anroputm 'OCT P 34.11-94 nomken ucmnonb3oBath S-0110ku CryptoPro. JlanHbri airoput™ OyneT
peann3oBaH B TeUeHHE (eBpaIs.
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GET /rs/sbjs1000023446

HTTP/1.1\r\n

Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9%e431cef9\r\n
Host: demoX-esia.gosulsugi.ru\r\n

Accept: */*\r\n

\r\n

OTBeT COAEPKUT CIEYIOLINE JaHHbIE O CYyOBEKTe:
— <0id> — BHyTpeHHuit uaenTudukaTop cyorexra B ECUA
— <name> — ums cyobekra B ECUA. B ciiyyae mHQOPMAIIMOHHBIX CUCTEM MMsI COOTBETCTBYET

muemonuke MC;

— <typ> — tun cyonekra. s nHGOpMAIIMOHHBIX CUCTEM 3Ha4YeHHE typ OyeT COOTBETCTBOBATH
“S”, nns puznyeckux aui — “P”’;

[Tpumep oTBeTa Ha 3ampoc:
{

"stateFacts": [
"Identifiable"
]l
"oid": 1000023446,
"name": "PSEUDO_ SYSTEM",
"type" . mgn
}

Ecnu nannbnii cyobekT — cucrema (S), To B 3aronoBke (header) manHoro orBeTa Takke
nepeaaeTcss CChbUIKAa Ha OpraHM3allMio-BIajesblia JAaHHOW CHCTeMbl. JIs MONydeHWs JAHHBIX 00

OopraHu3anuvu CJICAYCT 3allpalinBaTb CHG,ZLYIOH_II/Iﬁ pecypc:

/orgs/{orgOid}
IIOqueHHe JAHHBIX 3TOTO pecypca OCYHICCTBIIACTCA Tak, KakK 3TO OIIMCaHO B

[Mpunoxennu B.4. Scope http://esia.gosuslugi.ru/sbj_inf mo3sonsier momy4uTs KpaTkue NaHHBIE 00
OpraHH3aIlnH.

[Ipy TONyYEeHHH TaHHBIX O CYOBEKTE MOXKHO HCIIONB30BaTh PEKUM BCTPAWBAHUS, YTO
MO3BOJISIET B OTBETE Cpasy MOJNYYHTh U JIaHHBIC O CyOBEKTe, M JIaHHbIC 00 OpraHU3alUH-BIa/ICIbIe
(m MUC). B stom ciydae B 3ampoce, momumo <fingerPrint>, ykaspiBaeTcsi peXUM BCTpauBaHUS,

HarpuMep, embed=(elements.organization). [Ipumep 3ampoca:

GET /rs/sbjs?fingerPrint={SHA1l}A87EGBJHHBBHBBHBIBIDCD58D1C99389D06A359EA&embed= (elements.or
ganization)

HTTP/1.1\r\n

Authorization: Bearer 75b2c7cb-d9db-4034-89c2-24c9%e431cef9\r\n

Host: demoX-esia.gosulsugi.ru\r\n

Accept: */*\r\n

\r\n

[Ipumep oTBeTa Ha 3ampoc B peXHME BCTpauBaHUS ((parMeHT, pPa3pbIBBI CTPOK HAHbI IS

yno0CcTBa YTEHHUS):
{

"stateFacts": [
"ReadOnly",
"hasSize",
"EntityRoot"
] 4
"size": 1,
"elements": [
{
"stateFacts": ["Identifiable"],
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NMPUNTOXXEHWUE I'. CEPBUC ABTOPU3AILINU ECHA,
OCHOBAHHBIN HA TTIPOTOKOJIE OAUTH2.0

I'.1

OO01mue cBegeHud

OAuth 2.0 onpezensieT MPOTOKOJ B3aMMOICHCTBUSI CIICAYIOIIUX CTOPOH:

BJIajIeTIell pecypca (resource owner) — CyIIHOCTb, KOTOpas MOXET MPEJOCTaBHTh JOCTYI K
3aIlUIIaeMOMY pecypcy (Hampumep, KOHEUYHbIH MOTb30BaTEeb);

cucreMa-kimeHT (client) — mpuIIOKEHHE, KOTOPOE 3ampallinBacT JOCTYH K 3allUAIaeMOMY
pecypcy OT HMEHH BIIaJieiblia pecypca;

ceppruc aBropm3anmu (authorization server) — CepBHUC, KOTOPBIH BBITYCKAeT JUIsl KIMEHTA
MapKephbl JOCTYyIa C pa3pelieHus BIIaIeiblia pecypcea;

MOCTABIIMK pecypca (resource server) — CEpBUC, Ha KOTOPOM pa3MEIICHbI 3alllHINacMbIe
pecypchbl, U KOTOPBI MOXET MPHHUMATh 3alpOChl HA JOCTYI K 3allUIIaeMbIM pecypcam u
0TBEYATh Ha 3TH 3aAIPOCHI.

Mopnens KOHTpoOJISL JOCTyna, peanusyemasl cepBucom aBropuszauuu ECHA, ocHoBana Ha

UCIIOJIb30BaHUK Mapkepa docmyna (Security access token). Dror mapkep HeceT MH(OPMAILUIO O

MOAMHOKECTBE MOJIHOMOYHMN CHUCTCMBI-KJIMCHTA, O camon CUCTCMC-KIIMCHTC, a TAKKE PAI CJ'Iy>K€6H]':>IX

napamerpoB. C TOUKM 3pEHHUS] CUCTEMBI-KJIMEHTa MapKep [oCTyla MpelcTaBiser coboil Habop

cuMBOJIOB. CHCTeMe-KJIIMEeHTY Il TOJydYeHHUs JOCTyna K 3allUIIeHHbIM pecypcaM (T.e. Jenarh

yCIIEIIHbIE BBI30BBI NMPOrPaMMHOI0 HHTep¢eiica), Kak NpaBWwiio, He TpeOyercs pacu(poBBIBATh

Mapkep A0CTyIla, AOCTATOYHO JIMIIb TIOJYYaTb IIO0 OIPCACICHHBIM IIpaBHJIaM H KOPPEKTHO

ucnonp3oBath. B 1o ke Bpems B ECHUA mnpenycMOTpeHBl U «IIOAMMCAHHBIE» MapKepbl JOCTYIIa,

KOTOpbIE MO>KHO IpoBepUTh 0e3 oOpaiienust k ECUA.

B ECUA ucnons3yrores ABa croco0a Moxy4eHus: MapKepa A0CcTyna:

CucremMa-KIMEHT TNOJy4aeT MapKep JOCTyla B pe3ysbTaTe JeNernpoBAaHHOTO MPUHSATHS
pellIeHrs CEpBUCOM aBTOPHU3allMU Ha OCHOBAHUU COTJIacHs BIIaJieNblia pecypca. B aTom cimyuae
CEpBUC aBTOPHU3AIIUH BBIIAET MapKep IOCTYIA, €CIHM SBHBIMH 00pa30M IOJIydaeT pa3perieHue
CO CTOpPOHBI Biajenblia pecypca. Hampumep, cucrema-kIMeHT OOpaTHiIach K CEpBUCY
aBTOPM3ALMU 32 MAapKepoM, MO3BOJISIONIUM HOJYYUTh KOHTAKTHBIE JaHHBIE MOJb30BaTens. B
3TOM Cllydae CepBHC AaBTOpPHU3ALMM 3alpallliBaeT Yy I[0JIb30BaTeNs, COTJaceH JH OH
MPEOCTAaBUTh JTaHHBIE CHCTEME-KIUEHTY, W TPH TO3UTHBHOM pEIICHWW BBIAET MapKep

JoCTyma.
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2. CucreMa-KJIHMEHT IMOJy4yaeT MapKep JOCTyIa B pe3ybTaTe PEIIeHUs] CepBHCa aBTOPU3ALUU Ha
OCHOBAHUU HAIWYMS Y CHUCTEMBI-KJIIMEHTa COOTBETCTBYIOIIMX IMOJHOMOYHMH. B 3TOM ciyuae
CHCTEMa-KIIMEHT HE JIOJDKHA IOJyyaTh SIBHOTO paspelleHHs OT BiaJeiblla pecypca — 3TO
paspenieHre ObLIO JaHO 3apaHee, Ha CTaJWHM PETHCTPAlMU CHUCTEMBI-KIIMEHTAa B CEpPBUCE
aBTOpHM3anMu. Takas MoOJAeNb KOHTPOJS  JOCTyNa pealu3yercs, Hampumep, Ipu
B3aUMOJICHCTBUM WH(MOPMALIMOHHBIX CHUCTEM, €CIM OJHA CHCTEMa JKEJIaeT TOJIY4YUTh
UACHTU(DUKAIIMOHHBIE CBEICHUS O JPYrod cUcTeMe, JJIs 4ero ed HeoOXOAMMO TOJIYYHUTh
COOTBETCTBYIOIIMH MapKep J0CTyIa.

AyTeHTH(HKAIHS [T0JIb30BATENs, peandyemas ¢ nmomortibio moaean OAuth 2.0 u pacruiieHus
OpenlID Connect, ocHoBana Ha ucnonb3oBaHuu Mapkepa uaeHTudukanuu (ID token). DToT Mapkep
HeceT mH(popManuioo 00 HMICHTU()UKAIMOHHBIX JaHHBIX IOJB30BATENS, a TAKXKE PsJl CIY)KEOHBIX

apaMeTpoB.

I'.2 Mopaeab KOHTPOJISI HA OCHOBE JIeJIeTHPOBAHHOIO NPUHATHSA

pemeHust

JlaHHasi MOAENh KOHTPOJIS JOCTYIa MCHOJB3YeTCsl B CIIydasx, KOIrJa CHCTeMa-KIUEeHT Ipu
JOCTYIIE K pecypcy JI0JKHA MOTYyYUTh pa3pelleHue Ha 3TO JIeHiCTBHE CO CTOPOHBI BlIajieliblia pecypcea.
B o6mieM Busie cxema B3aMMOAECHCTBUS BBITISAUT CIIEAYIOIIUM 00pa3oM:

— cHCTeMa-KJIMeHT 3alpalldBaeT Yy BiaJelnblla pecypca paspelieHue Ha JOCTylm K
COOTBETCTBYIOLIMM pecypcaM. OOBIYHO ATOT 3alpoC OCYIIECTBISETCS HE HaNpIMyl0 K
BJIAJIETIbILY pecypca, a ONOCPEIOBAaHHO Yepe3 CEPBHC aBTOPU3AINH (KOTOPHIi, B CBOIO OYepeb,
3ampalinBaeT pa3pelieHne y BIaelblla pecypea), HOCKOIbKY CaM BIIAJENel] pecypca He MOXKET
BbIJIaTh HU MapKep J0CTyIa, HU aBTOPU3AllMOHHbIN KO;

— CHCTEMa-KJIIMEHT TIoNyyaeT paspemieHne Ha jgoctyn (authorization grant) B Buze
aBTOPU3ALIMOHHOTO KOJIa;

— CHCTEMa-KJIMEHT 3alpallnBacT MAapKep JOCTyIa, MPEIbsSBUB ABTOPU3ALMOHHBIA KOJ| CEPBHUCY
aBTOPU3ALINU;

— CepBUC aBTOPHU3ALUH AyTEHTHU(PHUIUPYET CUCTEMY-KJIMEHTa, TPOBEPSET aBTOPU3ALIMOHHBIN KOJ
U BBIJIA€T MapKep JOCTYIa U MapKep OOHOBJICHHUS;

— CHCTEMa-KJIMEHT 3alpallvBaeT Yy IOCTaBLIMKA 3alIUIIEHHBI pecypc, MPEeabsBIsAs MapKep
J0CTYTA;

— TIOCTaBIIMK pecypca MpoBepseT MapKep JOCTYIa, €CIU OH BaJHJEH, TO pa3peliaeT AOCTYI K
3aIIMIIEHHOMY PECYpCy;
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— CHCTEMa-KJIMEHT BHOBb 3alpallliBacT C IIOMOIIBIO BBIZAHHOTO paHee MapKepa JIOCTYyIl K
3aIIMIIEHHOMY PECYpCY;
— TIOCTaBIIMK pecypca IpoBepsieT Mapkep, OOHapyXHBAaeT, YTO CPOK €ro JEeWCTBHS HCTEK,

BO3BpallaeT cooduienne o6 omuoke;

— CHCTEMa-KIMEHT o0pamiaercss K CepBUCY aBTOPHM3ALMH 32 IOJYYCHHEM HOBOTO MapKepa

J0CTyNa, MPEIbSIBIISAS MapKep OOHOBIICHUS;

— CEpBHC aBTOPH3AIMU IPOBEPSET BAIUIHOCTH MapKepa OOHOBICHHUS M BO3BPAILACT JBAa HOBBIX

MapKepa: I0CcTyna 1 OOHOBJICHHUS.

Cxema B3auMOJICHCTBHS IIpE/ICTaBIeHa Ha prUCcyHKe 16.

[Tocne Toro, kak cHCTeMa-KJIMEHT MOJYyYWJIa MapKep JOCTyIa, OHa MOXET HEOIHOKPAaTHO
oOpaiarbesi 3a TOJYYCHHEM COOTBETCTBYIOIIEIO 3alUIEHHOTO pecypca, IOoKa HE HCTEYeT CPOK
neiicTBus aToro Mapkepa. Korjga 3To npousoiiier, CUCTEME-KIMEHTY NOTPEOYETCsl MOJYUYUTh HOBBIM
MapKep J0CTyIa.

KiroueBast 0coO€HHOCTB 3TOM MOJIETH B TOM, YTO CaM BIIaJeJIell pecypca HUKOTia He TOoTy4aeT
MapKep JOCTyIa, €ro IOJydYaeT cama CHCTeMa-KJIMEHT B pe3ylibTaTe NPsMOM CBS3UM C CEPBHUCOM

aBTopu3anuu (Server-side flow).
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sd [locTyn ¢ nomoLibio aBTOPU3aLIMOHHOIO kofa (obwas cxewa)/

Cuctema-knueHT Cepsuc Bnageney, MNocTaBumk
asTopu3auunm pecypca pecypca

T
|
3anpoc Ha aBTopusaumio() !

3anpoc 3anpoc Ha

T
|
|
|
|
|
aBsTOpM3aLmio() |

_gnoareepxaeHue sanpoca()
<

g ABTOPU3AUMOHHbIN KOA()

o=

3anpoc Ha nonyyeHue
mapkepa AocTyna,
aBTOPU3AUMOHHbIN KOA()

mapkep AocTyna,
4 Mapkep o6HoBnexus()

([l

L]
| |

3anpoc Ha [OCTyn K pecypcy, Mapkep goctyna()
T T
| |

| |
| 3aUWLLEHHBI pecypc() |
I I
| |

1 1 |
3anpoc Ha AOCTYN K pecypcy, Mapkep goctyna() L
| |
| |
| '
,oumbKa: HefecTBATENbHbIN Mapkep()

<l
<
[ |
3anpoc Ha nonyyeHune |
mapkepa gocTyna, |

|

mapkep o6HoBNEHuUs -

Mapkep gocTyna,
Mapkep o6HoBneHus()

<
|

i

Pucynok 16 — O61mas cxema B3aMMOAEHCTBUS MPH MOJIy4EHHUH MapKepa JI0CTYIa C MTOMOIIIbIO
ABTOPH3AIIMOHHOTO KOJIa
Jis  onTUMU3aIMK TOBTOPHOTO TIONYYEHHUS MapKepa JIOCTyNa HCIHOJIB3YeTCs MeXaHU3M
maprepa obnosnenus (refresh token): B 3ToM ciyyae nepBoHayanibHO B OOMEH Ha aBTOPU3AL[MOHHBIN
KO/ CHUCTEME-KJIMEHTY BbIJaeTCcsl HE TOJBKO MapKep J0CTyma, HO M Mapkep oOHoieHus. Korna
MapKep JIOCTyIa TepecTaeT JeHCTBOBaTh, CHCTEMA-KIMEHT OOpamaeTcs K CepBUCY aBTOPH3AIMU 32
MOJTydYeHHEM HOBOTO MapKepa JIOCTyIa, MPEeabsBIsisl Mapkep oOHOBieHHs. CepBUC aBTOPH3AINU
MpOBEpSAET BAMAHOCTh MapKkepa OOHOBJIEHHUs (YTO OH HE ObUI OTO3BAaH M YTO CPOK €ro AeHCTBUS HE
WCTEK) U BBIJAET HOBBI MapKep JI0CTyNa U MapKep OOHOBIICHHS.
OcoOeHHOCTH MapKkepa OOHOBJICHHUS:
— wuMeer Oosiee IMTENbHBIN (MM 6eCCpOUHBI) CPOK NEHCTBUA, UeM Y MapKepa JOCTyIIa;
— TpPebABISETCS HCKIIOYUTENBHO MPHU HEOOXOAWMOCTH TOJYYHUTh HOBBIM Mapkep JJ0CTyma
(TakuM 00pa3oM, MUHIMHU3HUPYETCSI PUCK TIEpEeXBaTta);
— BBIJACTCS CEPBUCOM aBTOPH3AIMK OJHOBPEMEHHO C MAPKEPOM JIOCTYTIA;
— MOXeT OBITh OTO3BaH BJIaJIENIbLIEM pecypca.
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Takum oOpa3oM, HaTMUKE MapKepa OOHOBIICHUS MO3BOJISIET CUCTEME-KIMEHTY TOJIy4aTh HOBBIH
Mapkep AO0CTyNa Aake TOI/a, KOrJa I0JIb30BaTelb (BIaAeel] pecypca) HEJOCTYIIEH, IIPU YCIOBUH,
YTO BJaJiesel] pecypca siBHBIM 00pa3oM He 3alpeTHil JOCTYIL.

YToObl MOTYYUTh AaBTOPU3ALMOHHBIN KO, CUCTEMAa-KJIMEHT JIOJDKHA MOJIYYUTh pa3pelieHre Ha
JOCTYII K 3alllMIIEHHOMY PECypCy CO CTOPOHBI €ro Biajenbla. B ciiydae, Koraa BiajenbleM ABIsSeTCs
nonp3oBareb ECHA, cucrema-KIMEHT JODKHA HANpaBUTh [OJB30BATENsl HA  CTPAHUILY
npexocraBiennss mpas gocryma B ECUA*  (mombsoBarens [OIKeH OBbITH  IIPEABAPHTEIBHO
ayrentuduimpoad B ECUMA wumu cuctema ECHUA mompocuT ero mpoWTH HACHTH(DUKALMIO H
ayTeHTU(UKALINIO).

OTa cCchUIKa I0JDKHA COJIEPKATh CIIEAyIoNIie 00s3aTebHbIe TapaMeTPHhI:

— <client_id> — unentugukarop cucreMsi-KineHTa (MHeMOHHKA crucTeMbl B ECUA);

— <client_secret> — noanucs 3anpoca B popmare PKCS#7 detached signature B koguposke UTF-
8 or 3maueHuit weteipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasnenuteneit). <client secret> no/pkeH ObITH 3akoaupoBaH B (opmarte base64 url safe.
Hcnonb3yemplii AJis TPOBEPKU TMOAMHCH CepTU(UKAT JODKEH ObITh IPEABAPUTEIBHO
3apeructpupoBad B ECUA u npuBsizan k yueTHo 3anucu cucteMbl-kiueHta B ECUA. ECUA
noanepxkuBaer ceprudukarel B dopmare X.509. ECHUA mnoanepkuBaeT aJrOpUTMbI
dbopmupoBanus dekTpoHHOW moanucu RSA ¢ pnuno#t wmoua 2048 u  anropuTMom
kpunrtorpaduueckoro xamupoBanus SHA-256, a Takxke alropuT™M SJIEKTPOHHOW MOANUCH
I'OCT P 34.10-2001 u anroput™ kpunrorpaduueckoro xsmmposanus [OCT P 34.11-94.

— <redirect_uri> — ccpuika, 0 KOTOPO JODKEH OBITh HAIPABJICH T0JIb30BATENb MOCIIE TOTO, KaK
JlacT pa3pellieHre Ha JIOCTYI K pecypcy (CChLIKa 3aJaeTcsl B HaCTpOMKax cepBUC-TIpOBaiiepa
cucteMsl npu ee peructpanuu B ECHA);

— <scope> — o0iacTh JOCTyMa, T.€. 3alpallMBaeMble TpaBa; HAPUMEDP, €CIU CUCTEMa-KIUEHT
3alpammBaeT JOCTYI K CBEICHHSIM O COTPYAHHKAaxX OpraHU3allld, TO SCOpe JODKHA MMETh
3naueHue http://esia.gosuslugi.ru/emp_inf (¢ He0OOX0AUMBIMU TTApAMETPAMH);

— <response_type> — sTo Tun oTBeTa, KOTOphd oxkumaerca or ECUA, umeer 3HaueHue code,
€CJIM CUCTEMAa-KIIMEHT JI0JDKHA TOJTYyYUTh aBTOPH3AIMOHHBIN KOJI;

— <state> — Habop cy4aifHBIX CHUMBOJIOB, UMEIOIITNH BUJ 128-0uTHOTO MIeHTH(PUKATOpaA 3ampoca

(HeoOX0MMO /1711 3alUTHI OT NepexBaTa), reHepupyercs no cranaapty UUID;

I Anpec B meMoHCTpaHIHOHHO# cpexe: https://demoX-esia.gosuslugi.ru/aas/oauth2/ac
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<timestamp> - Bpems 3ampoca aBTOPH3AlMOHHOI0 Koaa B ¢popmare yyyy.MM.dd HH:mm:ss Z

(manpumep, 2013.01.25 14:36:11 +0400), nHeobxoaumoe s UKCAIMK Hadajga BPEMEHHOTO

MIPOMEXYTKa, B TEUCHHE KOTOPOro OyIeT BalMJEH 3ampoc C JaHHBIM HJECHTHU()UKATOpOM

(<state>);

<access_type> — npunumaet 3HaueHue “offline”, ecnu TpeOyercss UMETh AOCTYH K pecypcaM U

TOoraa, Koraga BJIaacJI€ll HE MOXET OBITH BBI3BAH (B 9TOM CJiyda€ BBIIIYCKACTCAd MapKEpP

0OHOBJIEHHUS ); 3Ha4YeHHE “‘online” — qoCTyI TPeOyeTCs TOJBKO MPU HATUYHMH BJIaJICIIbIIA.

Ecin B Xozxe aBTOpu3anuu He BO3HMKIO omunbok, To ECHUA ocyuiecTBiser peaupext

MOJIB30BATENs 10 CChUIKE, yKa3aHHOW B redirect uri, a TakKe BO3BpallaeT JBa O0O0s3aTEIBHBIX

napamerpa:

<code> — 3HaueHKE aBTOPU3AI[MOHHOIO KOJ1a;

<state> — 3nadyeHme mapametpa State, KOTOpHI OBUI MOJIYYCH B 3allpOCE€ HA aBTOPHU3AIHIO;

CUCTCMA-KJIMCHT OOJDKHA IMPOBECTU CPABHCHUC OTIIPABJICHHOIO W IIOJYUCHHOI'O IMapaMETpa

state.

B cnyuae ommOKu cepBUC aBTOPU3allMK BEPHET B MapaMeTpe error koj omuOKku (Hampumep,

“access_denied”) U He mepeHANPaBUT MOJIL30BATENS 110 aapecy, ykazanHomy B redirect_uri. [Tepeuenn

BO3MOJKHBIX OIIMOOK NpUBECH B Tabmuie 9.

Tabnuua 9 — OmmbKky omMOOoK MPH MOTyYEHUH MapKepoB JOCTyNa

Ne Kon mapamerpa Onucanue napamerpa
ESIA-008003: B 3anpoce oTcyTcTBYeT 00s13aTeNIbHBIN MapaMeTp,
1. |invalid_request 3ampoc BKIIIOYAeT B ceOs HEBEpHOE 3HAUEHHE Mapamerpa WM
BKJIIOYAET MapaMeTp HECKOJIbKO pas3.
) ESIA-008004: Bragenen pecypca WIH CEpBHC aBTOPU3ALUHU
2. | access_denied
OTKJIOHMJI 3a1poc.
3 ) ) ESIA-008005: Cucrema-kiIMeHT HE MMEET IpaBa 3alpalluBaTh
- | unauthorized_client
MOJIy4eHHEe MapKepa JOCTYyIa TaKUM METO/I0M.
i i ESIA-008006: 3ampormieHHas 001acTh JocTyma (SCOPe) ykasaHa
4. | invalid_scope
HEBEPHO, HEM3BECTHO MM C(HOPMUPOBAHA HEKOPPEKTHO.
ESIA-008007: Bo3nukia HeoXWIaHHas OMMUOKa B pabote
5. server_error CCpBHCA ABTOpPH3ALMM, KOTOpas IpHBEIA K HCBO3MOXXHOCTH
BBITTOJIHUTH 3aI1POC.
6. | temporarily_unavailable ESIA-008008: CepBuc aBTOpH3allMd B HACTOSIIECEe BpPeMsl HE
MOET BBIIOJHUTH 3alpoc  M3-3a OONBIION Harpy3kd WIH
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Ne Kon mapamerpa Onucanue napamerpa
TEXHUYECKUX pabOT Ha cepBepe.
ESIA-008009: CepBuc aBropw3aluil HE  IOJCPKUBACT
7. | unsupported_response_type
MOJIyYCHHUE MapKepa J0CTYIa 3TUM METOIOM.
. . . ESIA-008010: He vypmamoces DpoOU3BECTH ayTEHTU(OUKALIUIO
8. | invalid_client Y P yrestid
CHUCTEMBI-KJIMCHTA.
ESIA-008011: ABTOpM3aIlMOHHBINA KOJ| MJIM MapKep OOHOBIICHUS
i i HEJICHCTBUTEJICH, MPOCPOUYCH, OTO3BAaH WMJM HE COOTBETCTBYET
9. | invalid_grant poep Y
aJipecy pecypca, yKazaHHOMY B 3allpoce Ha aBTOPU3AIMIO, WM
OBbUT BBIJIAH JPYTOi CUCTEME-KITHEHTY.
ESIA-008012: Tun aBTOPU3ALHOHHOTO KOJIa HE
10. | unsupported_grant_type
[O/IICPYKUBACTCSI CEPBUCOM aBTOPHU3AIHH.
. . ESIA-008013: 3ampoc He COIEPKUT asaHus Ha 00JacThb
11. | invalid_scope P P Ve
noctyra (SCope).
i i ESIA-008014: 3anpoc He coAepKUT 00s3aTENBHOrO Mapamerpa
12. | invalid_request P a pavEIp
[
13. | invalid_request ESIA-008015: HeBepHoe BpeMs 3ampoca.

Korga aBTOpu3alMOHHBIA KOJ TMOJy4Y€H, CHUCTEMa-KIMEHT MOXXET Cc(OopMUpOBaTh 3aIpoc

metogomM POST na https-anpec ECUA s nonydeHus mapkepa HOCTyl'Ia42. 3anpoc JOJIKEH

COACPIKATH CIICAYIOIINEC CBCACHUA:

<client_id> — unentudukarop cucrembi-kiareHTa (MEHeMOHHKa cucteMbl B ECUA);

<code> — 3Ha4YeHHE ABTOPU3AIMOHHOTO KOJa, KOTOpBIA ObuT paHee monydeH ot ECUA u

KOTOpBIfI H606XO,[[I/IMO 0OMEHSATH Ha MapKep J0CTYyIIa,

<grant_type> — npuHuMaeT 3HaueHue “authorization code”, ecnum aBTOPU3ALMOHHBIA KOJ

0oOMeHHUBACTCS Ha MapKep JOCTyIla,

<client_secret> — moamucs 3anpoca B popmare PKCS#7 detached signature B komguposke UTF-

8 or 3Hauenuit yerpipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3

pasznmenuteneii). <client secret> momxkeH OBITH 3akoaupoBaH B ¢opmare base64 url safe.

Wcnonb3yemplii i1 TpPOBEpPKU TMOAMHCH cepTU(UKAT JODKEH ObITh IpeaBapUTEIbHO

3apeructpupoBad B ECUA u npuBsizan k yueTHoi 3anucu cucreMbl-kinenta B ECUA. ECUA

2 Azpec B leMOHCTpaHIHOHHO# cpexe: https://demoX-esia.gosuslugi.ru/aas/oauth2/te
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noanepxkuBaer ceprudukatel B popmare X.509. ECHUA mnomumepkuBaeT alropUTMbI
dbopmupoBanust 3neKTpoHHOW moamucu RSA ¢ gnuHoM kimroua 2048 u  anroputMom
kpunrorpadgudeckoro x3mmpoBanus SHA-256, a TakkKe aaropuTM AJIEKTPOHHOW IOIIUCH
I'OCT P 34.10-2001 u anroputm kpuntorpapudeckoro xasmmupoBanus ['OCT P 34.11-94.

— <state> — Habop ciy4aifHBIX CUMBOJIOB, UMEIOIINH BUJ 128-0uTHOTO MIeHTH(HKATOpa 3ampoca
(HeobxoauMo Ui 3alUThl OT IMepexsara), reHepupyercsa no crangapty UUID; stor Habop
CUMBOJIOB JIOJDKEH OTJIMYaThCs OT TOrO, KOTOPBIA MCHOJB30BAICA TPU MOJTYYECHUU
aBTOPU3ALMOHHOIO KOJA;

— <timestamp> — Bpems 3ampoca mapkepa B (opmare yyyy.MM.dd HH:mm:ss Z (umanpumep,
2013.01.25 14:36:11 +0400), neobxoaumoe ajs GUKCAIUN Hayalla BpEMEHHOTO IPOMEXKYTKa,
B T€YEHHE KOTOPOTro Oy/IeT BAIHJIEH 3alpocC C JaHHBIM HJIeHTU(DUKATOpOM (<state>);

— <token_type> — Tum 3ampamiBaeMoro Mapkepa, B Hacrosimee Bpems ECHA nogaepxuBaet

TOJILKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycneuHo npouen nposepky, To ECHUA Bo3pamaet orser B popmare JSON:

— <access_token> — mapkep I0CTyIa JUisi JAHHOTO pecypca;

— <expires_in> — BpeMsi, B TEYEHHE KOTOPOTO UCTEKAET CPOK JICHCTBHS Mapkepa (B CEKYHIax);

— <state> — Habop ciay4yallHBIX CHMBOJIOB, uUMeroumuil Buja 128-OuTHoro uaeHTH(HUKATOpA
3ampoca, renepupyercs no cranaapty UUID (coBmnagaer ¢ naeHTH(HUKATOPOM 3ampoca);

— <token_type> — Tun mpemocTaBIeHHOro Mapkepa, B Hactosuiee Bpemsi ECUA noanepxusaet
TOJIBKO 3HaucHHue “Bearer”;

— <refresh_token> — mapkep 0OHOBICHUSI [J1s1 JAHHOTO pecypca.

IIpumep otsera:

{

“access_token”
YeyJhbGciOiJSUzIINiIsInNidCI6ImFjY2VzcyIsInR5cCI6IkpXVCIsInZlciI6oMX0.eyJleHAIOJEzZNTkINDAXOD
csInNjb3B1TjoiaHROcDpcLlwvZXNpYS5nb3N1lc2x1Z22kucnVeL2VtcFI9pbmY b3JnX29pZD0xMDAWMDAWMzU3Tiwia
XNzIjoiaHROcDpcLlwvZXNpYS5nb3N1c2x1Z2kucnUiLCJuYmYiOjEzNTk1MzY10DcsInVybjplc2lhOnNpZCI6IJE2
ZDAmOTNKLTZjZTgtNDE30S04ZmFmLTdmZDQ2ZDMyMDhhNiIsInVybjplc21hOnNial 9pZCI6MTAWMDAWMDMANSwWiY2x
PZW50X21kIjoiRVNJIQSIsImlhdCI6MTM10TUzZN]jU4N30"”,

“expires_in” : 3600,

“state” : “9be638a9-0e05-42el-b4f8-a3e30457fbdd”,

“token type” : “Bearer”,

“refresh token” : “54039d1f-9917-43cd-961a-2729c891ef8c”

}

[Tpu HEBO3MOKHOCTH BbIIa4X MapKepa JA0CTyIa Bo3BpariaeTcst Ko omuoku (Tabmuima 9).

[Ipn wcmonbp30BaHWKM MapKepa JOCTyNa CHUCTEMaM-KIHMEHTaM pPEKOMEHIYeTCsl CHadaia
MIPOBEPSITh, HE HCTEK JIM CPOK ero AeiicTBus. Eciu Mapkep mpocpodeH, TO IS YCHEIHOTO JOCTyHa K
3alIMIIEHHOMY pecypcy TOoTpeOyeTcsl TNpenBapUTEIbHO TONYYUTh HOBBIA MapKep IOCTyma C

HCIOJIb30BaHUEM Mapkepa 0OHOBJIeHHs. JlJis 3TOro cucTeMe-KIUEeHTY ciaeayeT chopMHpoOBaTh 3arpoc
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Merogom POST B ampec ECUA, umenomuili CTpyKTypy, aHAJIOTHYHYIO MEPBUYHOMY 3alpocy Ha
noiyyeHue Mapkepa. OCOOEHHOCTH 3HAUYEHUH MapaMeTpoB 3ampoca:
— <code> — 3HauCHHE MMEIOIETrOCs Y CHUCTEMbI-KJIIMEHTa MapKepa OOHOBICHHUS, KOTOPBIA
clieyeT 0OMEHSATh Ha HOBBIM MapKep JIOCTYIIa;
— <grant_type> — momxHO uMeTh 3HadyeHue “refresh token”, mockonbky Mapkep OOHOBIICHUS
0OMEHHUBAETCs Ha MapKep J10CTYyIa;
OtBer Ha 3TOT naerca B ¢popmare JSON u mMmeeT Ty ke CTPYKTypy, KaKk ¥ MPU NEPBUIYHOM
MPEJOCTaBICHUN MapKepa AOCTyna. B 3TOM oOTBeTe COACpXKHUTCS HOBBIA MapKep OOHOBJICHHSA,

KOTOPBIN cuCTEeMa-KJIMEHT JOKHA XPaHUTh BMECTO YK€ UCIOIb30BAaHHOIO MapKepa OOHOBIICHUS.

I'.3 Moaejab KOHTPOJISI AOCTYIIA HA OCHOBE MOJTHOMOYHUI CHCTEMBbI-

KJIHEHTA

OTta MOJeNb KOHTPOJS TPEANOoJIaraeT, 4To CUCTEMa-KIMEHT CaMOCTOSTEIILHO oOpalmaercs K
CepBUCY aBTOPH3AIMK U mosydaeT Mapkep jgoctyma (client-side flow) na ocHoBanuu nmerommxcst (1
3a)UKCUPOBAHHBIX B CEPBHCE AaBTOPHU3AIllMH) IIOJIHOMOYUH CHUCTEMbI-KIMeHTa. JlaHHas MoJelb
KOHTPOJIA JIOCTYNa MPEIoyiaraet, Yro CHCTEMa-KIMEHT MPH JOCTYIEe K 3allUIIEHHOMY pPecypcy
HETOCPEJICTBEHHO TMOJydaeT paspemieHre (B (opme Mapkepa JJ0OCTyna) CO CTOPOHBI CepBHCa
aBropu3aiuu. B 001mem Buie cxeMa B3auMOCHCTBUS BBITIISIUT CIAEAYIOIUM 00pa3oMm:

— CcHCTeMa-KIIMEHT oO0pallaeTcss K CEepBUCY aBTOPU3AllMU 3a BBIJAYe Mapkepa JJOCTyIa,

MO3BOJISIONIETO MOJNYYHTh TOCTYI K 3alIUIICHHOMY PeCcypcy;

— CEpBUC aBTOPU3AIMHU AYTCHTUPHUIIMPYET CUCTEMY-KIMEHTA U BbIJIACT MapKep JIOCTYIIA;
— CHCTEMa-KIMEHT 3alpaliiBaeT y IOCTABIIMKA 3allUIIEHHBI pecypc, MPEIbsBIsAsS MapKep

JOCTYTIa;

— TIOCTaBINHUK pecypca MpoBepsieT MapKep JOCTYIa, €CIU OH BaJHJICH, TO pa3periaet A0CTYI K
3alUIIEHHOMY PeCcypCy.

JlanHast Mozenb KOHTPOJIS JOCTYIa MPOUIUTIOCTPUPOBaHA Ha pUCyHKe 17.
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sd Cxema B3anmopencTsus /

Cuctema-knmeHT Cepsuc MocTaBuyk
aBTOpM3aLUn pecypca

3anpoc Ha nonyyeHune
Mapkepa goctynal)

mapkep gocTtyna()

|
3anpoc Ha noJlyYeHne pe:cypca, mapkep goctynal)
|

3aUpLeHHbIN pecypc()
T

[ip

Pucynok 17 — Cxema B3auMOJICHCTBUS IPU PEATTU3aLIUN MOJIEIN KOHTPOJIS I0CTYIIAa HAa OCHOBE
HOJTHOMOYUI CUCTEMBI-KJIMEHTA

[TockonbKy MmosydyeHHe Mapkepa JO0CTyIa MpH MCIOJIb30BaHUM JTAHHOH MOJENIN KOHTPOJS He
npezroiaraeT oOpamieHus K BIaJelbIly pecypca, To Mapkep oOHOBICHHS HE mpuMensercs. Cucrema-
KJIMEHT TIOCJ€ HUCTEYEHHUs CpoKa JAEWCTBHUS MapKepa JOCTylna MOXET oOpaTUTbCi K CEpBHUCY
aBTOPU3ALIMHU U MTOJYYUTh HOBBIH MapKep JOCTyma.

JInst monydeHWs: Mapkepa JOCTyla CHCTeMa-KIMEeHT JO0JDKHA HampaBuTh 1o https-agpecy
cepBuca aBtopusanuu (ECUA) 3ampoc meromom POST. 3ampoc nomkeH coaepkarh CIEayHOIINe
CBECHMUS:

— <client_id> — unentudukarop cucteMsi-KiueHTa (MHeMOHHKA cucTeMbl B ECHA);

— <response_type> — ucrosib3yemMas MoJiellb KOHTPOJIS JI0CTYyIa; MPUHUMAET 3HadeHue “‘token”,
€CJIM IPOUCXOJUT O€3yCIIOBHOE HAJIEJIEHUSI CUCTEMbI-KJIMEHTA [TOJIHOMOYUSIMU;

— <scope> — o0macTh JOCTyIa, T.€. 3alpaliiBaeMble TpaBa; HAPUMEP, €CIU CUCTEMa-KIUCHT
3ampammuBaeT jgocTyn K gaHHbiM  MC, TO scope JODKHO HMMETh  3HAueHHe
http://esia.gosuslugi.ru/sbj_inf;

— <state> — Habop ciydallHbIX CUMBOJIOB, UMEIOIINH BUJ 128-0UTHOTO HASHTH(PHUKATOpa 3ampoca
(HeoOXoaMMO /IS 3allUThl OT MepexBara), reHepupyerca no crangaprty UUID; stor HaGop
CHMBOJIOB JIOJDKEH OTJIMYaTbcs OT TOTO, KOTOPBIM HCHOJB30BAJICS TMPU TOTYYESHUU

ABTOPHU3AIMMOHHOI'0 KOJ1a.
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.4

<timestamp> — Bpems 3ampoca mapkepa B ¢opmate yyyy.MM.dd HH:mm:ss Z (uampumep,
2013.01.25 14:36:11 +0400), Heobxoaumoe 1j1si GUKCAIIMK Hadajaa BPEMEHHOTO TIPOMEKYTKA,
B TEUEHHE KOTOPOro Oy/eT BaUACH 3alpoC C JaHHBIM HACHTHU(PHUKATOPOM (<state>);
<token_type> — tun 3ampammBaeMOro mapkepa, B Hacrosmiee Bpems ECHUA mommepkuBaet
TOJILKO 3HaueHue “Bearer”;

<client_secret> — noanucs 3anpoca B popmare PKCS#7 detached signature B konuposke UTF-
8 or 3HaueHmii yerbipex nmapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (6e3
pasznmenuteneit). <client secret> goikeH ObITh 3akogupoBaH B ¢opmare base64 url safe.
Hcnonb3yemslii 1151 OpMUPOBaHUS TOINUCH CEPTU(DUKAT TOJKEH ObITh 3aPETUCTPUPOBAH B
ECHUA u mpuBsizan k ydeTrHol 3amucu cucrembl-kinueHnta B ECMA. ECUA noanepxxusaer
ceprudurarel B Qopmare X.509. ECHA mnopnmepxkuBaer anroput™mbl (GOpMHUPOBaHUS
anekTpoHHoU monmucu RSA ¢ mmmHoil kimoua 2048 u alropuTMOM KPUNTOTpaQUuecKoro
xammpoBanug SHA-256, a taxxe anroputm snektpoHHod noanucu ['OCT P 34.10-2001 u
anroput™ Kpunrorpadpuueckoro xsmuposanus [OCT P 34.11-94.

Ecnu 3anpoc ycneuHo npoien nposepky, To ECHUA Bo3paiaet orser B popmare JSON:
<access_token> — mapkep gocTyna i JAHHOTO pecypca;

<expires_in>— Bpems, B TEUCHHUE KOTOPOTO UCTEKAET CPOK JCHCTBUs Mapkepa (B CEKYH/IaX);
<state> — Habop ciy4alHBIX CHMBOJIOB, UMeroIui BHJ 128-OuTHoro wuieHTHdUKaTOpa
3amnpoca, renepupyercs o crangapty UUID (coBnagaeT ¢ uneHTUPpUKaTOpoM 3ampoca);
<token_type> — Tun npenocraBieHHOrO Mapkepa, B Hactosinee Bpems ECUA monaepxkuBaer
TOJILKO 3HaueHue “Bearer”;

[Tpu HEBO3MOXKHOCTH BbIJaUM MapKepa JA0CTyIa Bo3BpainaeTcs ko omuoku (Tabmuima 9).

HcnoabzoBanne OAUth 2.0 pos ayreHTHDUKAIIAN MOJIb30BaTENS

B o0miem Buzie cxema ayTeHTU(UKALUS BBITJISAUT CIEAYIOIIUM 00pa3oM:

CHCTEMa-KJIIMEHT TOTOBUT 3alpoc Ha AayTeHTU(UKAIMIO I0JIb30BATENsl C HEOOXOJUMBIMU
napaMmeTpamu;

cUCTeMa-KJIIMEHT OTHpaBJsieT 3alpoc Ha ayTeHTH(UKALMIO B aJpec CepBUCA aBTOPU3ALUHU
ECHA,;

CEpBHUC aBTOPU3ALIUU ayTEeHTU(UIUPYET MOIb30BATENS;

CepBUC aBTOPU3ALIMU TOJTYYaeT COIJIacHe IMOJIb30BaTeNsl Ha MPOBEACHUE ayTEHTU(UKAIUHU B

JTaHHOM CHCTEME;
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— CEepBHUC aBTOPHU3ALIMU MEpPEHANPAaBISET MOJIb30BaTENsI 00paTHO B CUCTEMY-KIMEHT U IMEepeaeT
aBTOPHU3ALIMOHHBIN KO,

— cucTeMa-KIMeHT (GOopMHUpYeT 3ampoc C HCIOJIb30BAHMEM aBTOPU3AIMOHHOTO KoJa Ha
MOJTy4YeHUS MapKepa UIACHTU(DUKALUY;

— CHCTEMa-KJIMEHT IOJy4yaeT OTBET, COAepKAIIUNi HEOOXOJUMBINA MapKep UACHTHU(PHUKAIIY;

— CHCTEMa-KJIIMEHT MPOBOIUT BaJUAALHMI0O MapKepa HWACHTHU(PHUKAIUU W H3BIEKAeT M3 MapKepa
UICHTU(PHUKATOP MOJIB30BATES.
Janee Ooiee JeTanbHO pPacCMOTPEHBI (OPMHUPYEMbIE CHUCHEMOW-KIMEHTOM 3alpochl U

nosy4daemsbie et otBeTsl or ECUA.

YToObl MOTYYUTh AaBTOPU3ALMOHHBINA KO, CUCTEMa-KIMEHT JIOJDKHA MOJIYYUTh pa3pelieHre Ha
MpoBeJeHNE ayTeHTU(uKanuu mnonp3oBarens. [ 3Toro cucTema-KIMEHT [OJDKHA HAIMpPaBHUTh
MOJIH30BaTENsl HA CTPAHMILY TIpeocTaBiieHus npas goctymna B ECUA.

OTa cCchUIKa JI0JDKHA COJIEPKATh CIEAYIoNIe 00s3aTeIbHbIe TapaMeTPHhI:

— <client_id> — unentudukarop cuctembi-KineHTa (MHeMOHHKA cucTteMbl B ECHA);

— <client_secret> — moanucs 3ampoca B popmare PKCS#7 detached signature B koauposke UTF-
8 or 3HauyeHuii cremyronmx napamerpoB HTTP—3ampoca: scope, timestamp, client_id, state
(Oe3 pazmenureneii). <client secret> noymkeH ObITh 3akoaMpoBaH B (opmate base64 url safe.
Hcnonb3yemblii  JUIsl TPOBEPKU TOANUCH CEPTUPHUKAT JOJDKEH ObITh MpeABAPUTEIBHO
3apeructpupoBadn B ECUA u npuBsizan k y4eTHoi 3anucu cucteMbl-kinenta B ECUA. ECUA
noanepxkuBaer ceprudukarel B dopmare X.509. ECHUA mnoanepkuBaeT alrOpUTMbI
dbopmupoBanusi dneKTpoHHOM moamucu RSA ¢ anunoit kmoua 2048 u  anroputMom
Kkpunrorpaduueckoro xsmmpoBanusd SHA-256, a Taxke alropuT™ 3JIEKTPOHHOW IMOAMHUCH
I'OCT P 34.10-2001 u anroput™m kpunrorpaduueckoro xsumposanusi OCT P 34.11-94.

— <redirect_uri> — ccpuika, 10 KOTOPOU JOJDKEH OBITh HAIPaBIICH IOJIb30BATEIb TIOCIIE TOTO, KaK
JlacT paspellieHre Ha MpOBEJeHHE ayTeHTU(PHUKAIMH (CChUIKa 33/1a€TCs B HACTPOMKaX CepBHC-
npoBaiiiepa cuctemsl ipu ee perucrpanuu B ECHA);

— <scope> — o0nacTh J0CcTyna, T.€. 3alpaliuBaeMble MpaBa; i MPOBEACHUS ayTeHTH(PHUKAIUN
moJIb30BaTe sl SCOPE JO/KeH MMeTh 3HadeHue http://esia.gosuslugi.ru/openid. Eciu cucreme
noTpe0yercsi MOoJdy4YeHUue AONOJHUTENbHBIX JTaHHBIX O IOJIb30BaTele (HalpuMep, AeTajbHas
uHpopManus 00 OpraHu3alusix), TO MOT'YT OBITh YKa3aHbI IOTIOJIHUTENIbHBIE SCOPE;

— <response_type> — sTo TuIl OTBeTa, KOTOphId oxkumaerca or ECHUA, umeer 3HaueHue code,

IOCKOJIBKY CUCTCMA-KIIMCHT AOJI)KHA MTOJYUUTH aBTOpI/I3aI_IPIOHHI>Iﬁ KOA,
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<state> — Habop CiIy4ailHbIX CHMBOJIOB, UMEIONINI BUJT 128-0MTHOTO MACHTH(HUKATOpa 3a1poca
(HEOoOX0MMMO TSI 3aIIUTHI OT MepexBara), renepupyercs 1o ctanaapty UUID;

<timestamp> - Bpems 3ampoca aBTOPH3AIlMOHHOr0 Koaa B ¢opmare yyyy.MM.dd HH:mm:ss Z
(mampumep, 2013.01.25 14:36:11 +0400), Heobxonumoe st puKcay HavYajia BPEMEHHOTO
MPOMEXYTKA, B TEYCHHE KOTOPOro OyAeT BAIMIEH 3ampoc C JaHHBIM HACHTU(UKATOPOM

(<state>);

Ecniu B xome ayreHTHdUKAIMU HE BO3HUKIO omuOokK, To ECHUA ocymecTBiser penupexT

MOJIb30BaTENsl 1O CCBhUIKE, YyKa3aHHOW B redirect uri, a Takyke BO3BpamlaeT JBa 00S3aTEIbHBIX

napamerpa:

<code> — 3HaueHKE aBTOPU3AI[MOHHOTO KOJIa;
<state> — 3HaueHue mapamertpa State, KOTOpsbIii ObUT MOJyUEH B 3aMpoce Ha ayTeHTU(UKALIUIO;
CUCTEMA-KJIIMEHT MOJDKHA IIPOBECTH CPABHEHUE OTIIPABJIECHHOIO M IIOJYYEHHOIO Ilapamerpa

state.

Korz[a aBTOpI/ISaHI/IOHHHﬁ KOIA TMOJYYCH, CUCTCMA-KIIMCHT MOXKCET C(I)OpMI/IpOBaTB 3aI1pocC

metosioM POST B anpec ECUA st monydyenust Mapkepa uieHTuGUKauy. 3arnpoc J0KEH COIepPKaTh

CJICOAYIOIIUEC CBCACHUA:

<client_id> — unentudukarop cucrempl-KineHTa (MHeMOHHKa cucteMbl B ECUA);

<code> — 3HavyeHHE aBTOPU3AIMOHHOTO KOJa, KOTOpBIii ObL1 paHee moiyueH ot ECUA u
KOTOPBIM HEOOX0IMMO OOMEHSITh Ha MapKep WACHTU(PUKAIUH,

<grant_type> — mnpuHuMaeT 3HaueHue “authorization code”, ecrau aBTOPU3AUOHHBIA KOJ
0OMEHMBAETCS Ha MapKep HIeHTH()UKALINY,

<client_secret> — moxmnucs 3amnpoca B popmare PKCS#7 detached signature B koaupoke UTF-
8 ot 3HaueHuit yerwipex mapamerpoB HTTP—3ampoca: scope, timestamp, clientld, state (0e3
pasznmenuteneii). <client secret> gomxkeH OBITH 3akomupoBaH B ¢opmare base64 url safe.
Vcnonb3yemblid  JUIsi TPOBEPKU TOANUCH CEPTUPHUKAT JOIDKEH OBbITh MpeABAPUTEIHHO
3apeructpupoBad B ECUA u npuBsizan k yueTHoi 3anucu cucteMbl-kiuenta B ECUA. ECUA
noanepxuBaer ceprudukarel B dopmare X.509. ECHUA mnomuepkuBaeT aarOpUTMBI
dbopmupoBanus deKTpoHHOW moxanmucu RSA ¢ gnuHOM kmroua 2048 w  anroputmMom
Kpunrorpaduueckoro xsmupoBanus SHA-256, a Taxke alropuT™m 3JIEKTPOHHOW IMOAMUCH
I'OCT P 34.10-2001 u anroputm kpunrorpaduueckoro xammposanus [OCT P 34.11-94.
<state> — Habop ciryuyaifHBIX CHUMBOJIOB, UMEIOIIUH BU]I 128-OUTHOTO MACHTU(DHUKATOPA 3ampoca
(HeoOXoaMMO /IS 3alUTHl OT TepexBara), reHepupyercsa no crangapty UUID; stor HaGop
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CHMBOJIOB JIOJDKEH OTJIMYaTbcs OT TOTO, KOTOPBIA HCHOJB30BAJICS TMPH TOIYYCHUH
aBTOPHU3ALMOHHOTO KOJIa;

— <timestamp> — Bpems 3ampoca mapkepa B (opmare yyyy.MM.dd HH:mm:ss Z (Hampumep,
2013.01.25 14:36:11 +0400), nHeoOxoaumMoe Aisi (pUKCAMK HaYaja BPEMEHHOTO MPOMEXYTKa,
B T€YEHHE KOTOPOro Oy/IeT BaIMJIEH 3aIllpoC C IaHHBIM UJICHTU(PUKATOPOM (<state>);

— <token_type> — Tum 3amparimBaeMoro mapkepa, B Hacrosinee Bpemsi ECUA mnomaepxuBaet

TOJILKO 3HaueHue “Bearer”.

Ecnu 3anpoc ycnemno nporren nposepky, To ECUA Bo3Bpamaer oret B popmare JSON:

— <id_token> — mapkep uaeHTH(PHUKALINHT;

— <access_token> — mapkep I0CTyIa JUisi JAHHOTO pecypca (€I OH 3arpalinBaics);

— <expires_in> — Bpemsi, B TCUCHHUE KOTOPOTO UCTEKACT CPOK JICHCTBHSI MapKepa (B CEKyH/Iax);

— <state> — nHabop ciy4ailHBIX CHMBOJIOB, MUMerOmWK BuI 128-OutHOro wuiaeHTH(UKATOpa
3arpoca, renepupyercs no cragaapty UUID (coBmagaer ¢ uaeHTU()UKATOPOM 3a1poca);

— <token_type> — Tum mpemocTaBIeHHOr0 Mapkepa, B Hactosiiee Bpemss ECUA noaaepxuBaet
TOJNBKO 3HaueHue “Bearer”.

IIpumep otsera:

{

“id token”:
“eyJhbGciOiJSUzIINiIsImtpZCI6IjF10OWdkazcifQ.ewogImlzcyI6ICJodHRWO18vc2VydmVyLmV4YWlwbGUuY29
tIiwKICJzdWIiO0iAiMIQ4Mjg5zYxMDAXI1iwKICJhdWQi0iAiczZCaGRSa3FOMyIsCiAibmOuY2Ui0iAibiO0wUzZEV3p
BMk1gIiwKICJ1leHAiOiAxMzExM]jgxOTcwLAogImlhdCI6IDEzZMTEYODASNZ£Q.ggW8hZ1EuVLUxNuuIlJKX V8a OMXz
ROEHR9R6jgdqrO0OF4daGU96Sr P6qp6IcmD3HP990bilPRs-cwh3LO-
pld6wad8ThehcwlL7F09JdijmBgkvPeB2T9CINgeGpe—

gccMg4vEKjkM8FcGvnzZUN4 KSPOaAplt0JlzZwgjxgGByKHiOtX7TpdQyHES1cMiKPXfEIQILVgOpe E2DzL7emopW
0a0ZTF m0_NOYzFC6g6EJbOEOROSK5hoDalrcvRYLSrQAZZKf1yuVCyixEoVIGENQC3 osjzw2PAithfubEEBLuVVk4
XUVrWOLrL10nx7RkKUSNXNHg-rvKMzqg”,

“expires in” : 3600,
“state” : “9be638a9-0e05-42el-b4£f8-a3e30457fbdd”,
“token type” : “Bearer”,

}
HpI/I HCEBO3MOXHOCTH BbIAAYH MapKepa A0CTYIla BO3BPAIIACTCA KO OIIIMOKH.

Jlanee cucreMa-KIMEHT AOJKHA MPOM3BECTH BalUIAlMIO MapKepa UACHTU(UKAINK, KOTopas
BKJIIOYAET B ce0s1 CIIEYIOIINE TPOBEPKHU:
1. Tposepka wunentudukatopa (MHemMoHumku) ECUA, coxmepxkamieiics B Mapkepe
UICHTH(PUKAIUH.
2. IlpoBepka maeHTHHUKATOpa (MHEMOHWKH) CHUCTEMBI-KIIMEHTA, T.€. UMEHHO CHCTEMa-
KJIMEHT JI0JKHA ObITh YKa3aHa B KAUECTBE aJipecara MapKepa UIACHTHUPHUKAIIH.
3. TlpoBepka monamucu Mapkepa UIACHTHPHUKAIMHK (C HCMOIB30BAHUEM YKa3aHHOTO B

MapKepe alropuTMa).
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4. Texymee BpeMs JODKHO OBITH HE MO3/HEE, YeM BpeMs MpPEKpalleHUs] CPOKa ACUCTBUS
MapKepa UIeHTU(DUKAITUH.

[Tocne Bamumauuu Mapkepa HUICHTH(PHUKAIUU CUCTEMA-KIMEHT CUYUTAeT IOJIb30BaTelNs
ayTeHTU(UIUPOBaHHBIM. [l MOJydeHHs] JOMOJIHUTENbHBIX MJAHHBIX O II0JIb30BaTele CIEIyeT
UCTOJb30BaTh HWACHTU(PHUKATOP IOJIb30BATEN, H3BJICUCHHBIM M3 Mapkepa HWACHTUDUKAINH, U
COOTBETCTBYIOMIME Tporpammubie uHTepdeiicet ECHUA (Tpebyromue, B CBOIO ouepenb, Mapkepa
JOCTYIIa).

JletanbHble cBeIEHUS O MapKepe uAeHTUPUKAuK npeacTasieHsl B [Ipunoxenun I°.7.
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I'.'5 Ocob0ennocTn ykazanusi 00J1aCTH J0CTYNA (scope)

Ilpn 3anpoce Ha MONy4EeHUS MapKepa AOCTyNa CHCTEMa-KIMEHT J[OJDKHA O0s3aTelnbHO

YKa3bIBaTb COOTBCTCTBYI-OH_II/Iﬁ Scope, T.c. 00/1acTh J0CTYyIIa (TI/IH JaHHBIX, K KOTOPBIM CUCTCMA-KIIUCHT

HaMepeHa MOJyYUThb AOCTYII).

B ECHA ucnons3yroTces cleayrome TUIlbl SCOPE:

1. Jaunsie o cyowekte (http://esia.gosuslugi.ru/shj_inf). DtoT scope ue mapamerpusyercs, T.K.

CY6’BGKT, JaHHBIC O KOTOPOM HaMEpC€HaA IOJYYUTh CUCTEMA-KIIUCHT, SIBHBIM o6pa30M YKa3aH B

3aIIpoCe, a TAKKEC COACPKUTCS B CAMOM MAapKEpE NOCTYIIA.

2. JlanHple 0 moib30Barene. B cucTeme NpeayCMOTPEHBI CleAylomue SCOPE, TO3BOJISIOIINE

MOJIY4UTh JaHHBIE O moJib3oBarene (Tabmuia 10).

Tab6muma 10 — [IpenocraBnsempie ECMA HaOOpBI TaHHBIX O TIOJIB30BATEINE

Ne Ha3zBanmue scope

Ha3panue Habopa naHHBIX

Cocras Ha0opa 1aHHBIX

1. usr_brf

[TpocmoTtp KOHTAKTHBIX
JTAHHBIX U
UACHTUPUIMPYIOIIEH
unpopmanuu (PUO, nomn,

email, M00. Tenedon)

®dUO;

1oJ;

email (xpome
KOPIHOPaTUBHOTO);

MO00. TenedoH.

2. usr_exp

IIpocmotp pacuIMpeHHON
uHpopmanuu (Bce JlaHHBIE
yuetHor  3amucu  ECHA
KpOME JaHHBIX O IOYTOBOM
azpece, aapece pPErucTpanuu
1 uHbopMauu 00 OCHOBHOM
JTIOKYMEHTE,

YA0CTOBEPSIOIIEM JTUYHOCTD )

Bce cBenenus o nois3zoBarene
KpOME JIaHHBIX O TIOYTOBOM
azpece, aJipece perucTpanuu u
UHpOpMaLUu 00 OCHOBHOM
JIOKYMEHTE, YAOCTOBEPSIOIIEM

JINYHOCTB.

3. usr_inf

[IpocMoTp BCeX  MaHHBIX
Ballled  Y4YETHOM

ECHA

3aIllucu

[Tonnas nndopmanus u3

npodus.

OtH Scope yka3wiBatoTcs B popmare /scope?paraml=valuel&param2=value2, rane <paramil>

— Ha3BaHwue, a valuel — 3HaveHue mapamerpa. MOXKeT HCIOIb30BaThCs MTApaMeETp:
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— <oid> - BHyrpeHnwii wuacHTH(UKaTop moab3oBareass B ECHUA (oOs3aTenbHBII
rnapameTtp);
[Tpumep scope:
scope="http://esia.gosuslugi.ru/usr_inf?oid=1111111"
Hannuue mapkepa ¢ TakuM SCOPE TMO3BOJSET MOJMYYUTh IMOJHBIM JOCTYN K JaHHBIM O
MOJIh30BAaTENIE C IAaHHBIM YHUKAIbHBIM HoMepoM (1111111).
[Ipunate pemieHne O NPEAOCTABICHUWM JAHHBIX O T[OJb30Barene (T.e. O BbJaye

COOTBCTCTBYIOLICTO MapKepa) MOXCET UCKITIOYUTCIIBHO CaM IT10JIb30BaTCIIb.

3. Haunbie 00 opraHuzauuu. B cucreme npeaycMOTpeHBI CleAyrolue SCOPe, MO3BOJISIONIHNE
MOJIY4UTh JaHHblie 00 opranu3zanuu (Tadmuma 11).
Tabnuna 11 — IpenocraBnsembie ECUA Habopbl JaHHBIX 00 OpraHu3anuu
Ne Ha3zBanmue scope Ha3Banue Habopa JaHHBIX CocTaB Hadopa JaHHBIX
1. org_brf [TpocmoTtp OCHOBHOM |—  COKpallleHHOE HAUMEHOBAHUE
uHbopMaIuu 00 OpraHu3aIH;
opranuzanuu «{Ha3Banue}» |— monnoe HAaUMEHOBAaHUE
(na3Banme, Tun, OI'PH, OpraHu3aluy;
NHH, OPraHU3alUOHHO- |  THMm OpraHu3alyu
npasoBas popma, KIIIT) (“AGENCY”
wm “LEGAL”);
— OI'PH opranuzanuu;
— HWHH opranusanuu;
—  KOJ OpraHu3aIMOHHO-
paBoBOM (HOPMBI;
— KIIIT opranu3zarmum.
2. org_inf [TpocmoTp Bcex nmaHHBIX 00 | [TomHas mHpOpManus u3

opranm3ann  «{Ha3Banwue}» | mpoduiisa opraHu3aium, a TaKxKe
U €€ COTPYIHUKAX nH(pOpMaLIUS O COTPYAHHUKAX,
T.€. IOCTYI K pecypcam
/orgs/{org_oid}/emps u
lorgs/{org_oid}/grps.

Kpowme Toro, Hanu4ue JaHHOTO

MO3BOJISIET MTOJIYYUTH KPATKYIO
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Ha3sBanmue scope Ha3Banue HaOopa JaHHBIX CocraB Ha0Opa JaHHBIX

I/IH(bopMaI_[I/II-O O ITOJIB30BATCIAX

KaK (pU3MUECKUX JIHMIax

(/prns/{oid}).

I.e

DtH Scope ykaszwiBaloTcs B opmate /scope?paraml=valuel&param2=value2, rae <paraml>
— Ha3BaHwue, a valuel — 3HaueHue napamerpa. J{0JKEeH UCIIOIb30BaThCS TapaMeTp:

— <org_oid> — Buyrpennwuii uaentudukaTop opranusanuu B ECUA.
[Tpumep scope:

scope="http://esia.gosuslugi.ru/org_inf?org_oid=1000000357"
Hannuue wmapkepa ¢ TakuM SCOPE TMO3BOJISIET MONYYUTh TMOJHYIO HHGOpManuo 00
OpraHu3aliy ¢ JaHHBIM YHUKaJbHBIM HOMepoM (Ha3Banue, Tur, OI'PH) u ee corpynHukax.
[IpunHATh pemeHre o NPeNoCTaBICHUM JaHHbIX 00 opraHuzauuu (T.e. O BbLAaue
COOTBETCTBYIOILIEIO MapKepa) MOXKET HUCKIIOUYUTEIbHO PYKOBOJUTENb 3TOM OpraHu3alyiy UiIu
aMUHHCTpATOp npoduiisa JaHHOU opranuzanuu B ECUA.
Jlanubie JUTSt uaeHTuGUKaIu u ayTeHTU(UKALUN M0JIb30BATENS
(http://esia.gosuslugi.ru/openid). DTtorT SCOpPe WCMONB3yeTCS B MENAX  MPOBEACHUS
ayTeHTU(QUKALUM TIOJb30BaTeNss W TOJIy4YeHUs Mapkepa ujaeHTHPukauuu. OH He
napaMmeTpu3yercs, T.K. 10 ayTeHTU(DUKALUN Y CUCTEMbI-KJIMEHTa OTCYTCTBYeT HH(popMaIus 00

HHGHTH(bHKaTOpe MOJIB30BaTCJIA.

CBeneHnsi 0 CTPYKTYpe U MPOBePKe MapKepa A0CTyna

Ucnonezyemblii ECUA Mapkep cOCTOUT U3 TpeX yacTei:

3aronoBok (header), B koTOpoM cojepxkuTcs oOuas MHPOpMaLus O THIIE MapKepa, B TOM
qrcie 00 UCTIONb30BaHHBIX B XOZ€ €ro (OPMHUPOBAHUS KPUIITOTPAYUIECKUX ONeparHsX.
Habop yrBepxkaenuii (payload / claim set) ¢ comepkaTenbHbIMU CBEACHUSIMH O MapKepe.
[Tonmuck (signature), KoTopasi yI0CTOBepsieT, 4To Mapkep «Bblgan» ECHUA u He OblT U3MEHEeH
IpU nepeaaye.

Yactu MapKepa pasaCiICHbI TOHKOﬁ, TaK 4TO OH UMCCT BU:

HEADER.PAYLOAD.SIGNATURE

Mapkep repeiaeTcst B BHJE CTpOKH B popmate Base64url®,

Kaxxnas yacte Mapkepa coepXut Habop yTBepxkaeHu (claims) Tpex TUIOB:

* IMoapoGree cm. B: http://tools.ietf.org/html/draft-ietf-jose-json-web-signature-02#appendix-B
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3aronoBok (header) comepUT OMUCaHKE CBONCTB UCTIOIB3YEMOT'0 MapKepa:

1. Anroput™m mmdpoBanus (“alg”, cranmaprHoe obo3HaueHue); B Hacrosumiee Bpemsi B ECUA
MOJJEP)KUBACTCS  aJIrOPUTM  3JeKTpoHHOM mnoanucu RSA  SHA-256, pexoMeHmyeMblid
cnenudukanyeld (COOTBETCTBYET 3HAYCHHUIO “RS256”)44 U aJTOPUTM JJICKTPOHHOW IOITUCH
I'OCT P 34.10-2001 (cootBetctByeT 3HaueHuo “GOST34107);

2

2. TI'moGanpHbIl THD Mapkepa (“typ”, cranmapTHOoe obOo3Hauenue), kotopeiii B ECHMA Bcernma
nmeet 3HaueHue “JWT” (JSON Web Token);

3. ECHUA-cnennduyeckuii THII MapKepa U ero Bepcus (“sbt” u “ver” cOOTBETCTBEHHO, IPUBATHOE
o0o03HauYeHHe), 9YT0 HeoOXoauMO i ucroyb3oBanus B ECMA HECKONBKHX THIIOB MapKepa,
JUTSL MapKepa JIocTyma — “access’”.

Hanpuwmep, 3aronoBok mapkepa aoctyna B ECUA GyneT uMeTh Cielyromnuii BUI:

{ "alg" . "R8256" o "typ" . "JWT" o "ver" . O’ "Sbt" . "access” }
CooOmenne (payload) BkirouaeT B ceOsi colepiKaTelbHBIE YTBEpPXKIEHUS O cyObekre. B

cllydae, €Clid CHUCTeMa IPOBOJUT ayTeHTU(UKAIMIO MOJb30BaTeNsl C HCIONb30BAHHEM MEXaHH3Ma
SAML, cucreme Her HeoOxomumocTHu pa3duparscs B ¢opmate payload mapkepa moctyma. OmpHako
€CIIM CHCTEMa IIPOBOJMT ayTeHTU(UKAIIMIO MOJIh30BaTeNs ¢ ucnosib3oBanneM REST, eif HeoOxoaumo
u3BJIeYb HEOoOXoauMyro HH(popMammio u3 coobiieHus mapkepa (payload) u mpoBepuTh MOAIKCH
ECHA.

CooOuieHne BKIIOYAET B ce0s cosiepiKaTeabHble YTBEPKACHUS O MapKepe J0CTyIa U CyObeKTe:

1. [lanubie 0 Mapkepe A0CTyna:

— BpewMs npekpaieHus aencteus (“exp’’) — B cekynaax ¢ 1 suBaps 1970 r. 00:00:00 GMT;

— BpeMs Hauvana aeiicteus (“nbf”’) — B cexyrmax ¢ 1 saBaps 1970 r. 00:00:00 GMT, T.e. Mmapkep
Helnb3s 00padaThIBaTh 1O HACTYIJICHUS YKa3aHHOT'O BPEMEHH;

— Bpems Bbaauu (“iat”) — B cexynaax ¢ 1 suaBaps 1970 r. 00:00:00 GMT;

— opraHu3zanus, BbllycTUBIIAasg Mapkep (“iss”), s wmapkepoB ECHA Bcerma wumeer
ONpe/IeIeHHOEe 3HAau€HHE, KOTOPOE COBMAJaeT C I0JIEM «CYOBEKT» HCIOIb3yeMOIo
ceprudukara ECUA (http://cyOnekr);

— anpecar Mmapkepa (“client_id”) — yrTBepkacHHE, OTPaHUYMBAONIEE CHCTEMBI/TTPHIOKCHHUS
(«aymuTopusi»), KOTOpble MOTYT HCIIOJIb30BaTh 3TOT Mapkep. i oOo3HaueHHs aapecara B
ECHUA wucnons3yercs MHemoHuka pgaHHoM MC, 3apeructpupoBanHoii B ECHA.

COOTBCTCTBCHHO, HCIIOJIb30BATh MApPKEP MOTYT TOJIBKO CUCTCMEI C 3TON MHEMOHUKOM.

O http://tools.ietf.org/html/draft-jones-json-web-token-10#section-8
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— unentudukarop mapkepa (“urn:esia:sid”’) — HaOOp CIydallHBIX CUMBOJIOB, UMEtOITUHN BU 128-
OuTHOTO MACHTH(UKATOPA, CreHeprupoBaHHOTO 1Mo ctanaapty UUID.

2. JlanHbIe O CyOBEKTE:!

— wungeHtudukarop cyonekra (“‘urn:esia:sbj_id”’), B kauecTBe 3HaueHHs yKasbIBaeTCs 0id, 3TOT
UACHTH()HUKATOP YHUKAJICH JUIsl KAXKJIOTO CYObeKTa, 3apeructpupoBanHoro B ECHA;

— obmacte goctymna (“scope”), B KadecTBE 3HAYCHUsT — Ha3BaHUE O0JacTH, K KOTOpOM
npeocTaBsieTcs qoctyn (Hampumep, “http://esia.gosuslugi.ru/usr_inf”).

[Tpumep coodmienus (payload) mapkepa nocryma 8 ECUA:
{"exp":1393858241,
"scope":"http:\/\/esia.gosuslugi.ru\/usr inf?0id=1000023328",
"iss":"http:\/\/esia.gosuslugi.ru",
"nb£":1393854641,
"urn:esia:sid":"f9cbc3bf-8fal-42c8-a838-6e02baae8328",
"urn:esia:sbj 1d":1000023328,
"client id":"TEST SYSTEM",
"iat":1393854641}

[Moamuck (Signature) mapkepa OCYLISCTBISIETCS 11O TOM AITOPUTMY, KOTOPBIH yKa3bIBaeTCsi B
napamerpe “‘alg” wmapkepa. [loamuce BBMHCISETCS OT JABYX MPEOBIAYIIMX YacTel Mapkepa
(HEADER.PAYLOAD).

Cucreme-kiieHTy, ucnonb3yromryro Mexanusmbl REST u OAuth 2.0 mis ayreHTndukammmn
[I0JIb30BaTENIeH, PEKOMEH/IYeTCsl OCYILECTBIIATh IPOBEPKY MAapKepa JOCTYIA, UCIIOJb3Ysl JaHHBIE O €ro

45.
noznuch. B 061ieM Brjie 9Ta nporeypa BKIIOYAeT B ce0st CIIeyIONIHe mar”;

1. OcymectBnenue base64url-nexoqupoBanus mepBbix ABYX uactedl Mapkepa. B header ykaszan
aJIrOpuTM 1K poBanus (mapamerp alg).

2. Tperbs yacTh Mapkepa J0CTyNa IpejacTaBisieT coboit noamuck B popmare PKCS#7 detached
signature B kogupoBke UTF-8 oT 3HaueHuil nepBbIX JABYX dYacTell Mapkepa JocTyna
(HEADER.PAYLOAD). Heo6x0aumMo0 OCYyIIECTBUTH NPOBEPKY AJAHHOW IEKTPOHHON MOANNCH
C UCIIOJIb30BaHMUEM cepTH(HKaTa KiIro4a IpoBepKy 31eKTpoHHOH noanucu ECHA.

3. TlpoBepka BpeMeHH BbIIauyM, Hayaia U MPEeKpalieHus MapKepa.

4. TlpoBepka opraHu3aiiiy, BEITYCTUBIIEH MapKep, a TAKXKe aapecaTa MapKepa.

I'.7 CseaeHus o CTpyKType MapKepa uaeHTUQUKAIUA

CrpykTypa Mapkepa MHICHTHU(UKALMU aHAJIOTMYHA CTPYKType Mapkepa jgoctyma (CM.

[Tpunoxxenue ['.6) 1 COCTOUT U3 TEX K€ TPEX YACTEH: 3ar0J0BOK, HAOOP YTBEPKIECHUH U MOAMHKCH.

4 TonpoGHee CM.: http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf,

http://tools.ietf.org/pdf/draft-ietf-jose-json-webh-signature-02.pdf, http://tools.ietf.org/pdf/draft-ietf-
jose-json-webh-encryption-02.pdf
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http://tools.ietf.org/pdf/draft-jones-json-web-token-10.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-signature-02.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-encryption-02.pdf
http://tools.ietf.org/pdf/draft-ietf-jose-json-web-encryption-02.pdf

Oco0eHHOCTh 3aroyioBKa Mapkepa HIACHTH(PHUKAIUU COCTOMT B TOM, YTO HETO 3HAYCHHE
arpuOyta “sbt” pasno “id”.
[Tpumep 3aronoBka Mmapkepa naeHtudukanuu B ECUA:
{"alg" :"RS256" ’ "sbt":"id" ’ "typ" c"JWT" ’ "ver": O}
CooOuienue, BKIIOYaOIIee B cedst cofepKaTellbHbIe YTBEPKICHUS 0 MapKepe UAeHTUpUKaIu
Y TI0JIb30BATElEe, BKIIIOYACT CIEAYIOUINE aTpUOYThI, COBIAIAIOIIUE C aTpuOyTaMHu MapKepa JocTyna:

— BpeMs NpeKpamieHus aenctaus (“exp’);

— Bpewms Bbiauu (“iat”);

— OopraHm3alys, BeITycTUBIIAs Mapkep (“iss”);

— anapecat mapkepa (“client_id”);

B mapkepe naeHTH(UKAIIT HCIIONB3YETCs TaKKe CICAYIONMNA Habop criennuIecKux yTBepKICHHUI:

1) upentudukaTop Mapkepa (“nonce”), mepemaaeTcs B HEU3MCHHOM BHE U3 COOTBETCTBYOILIETO
3arnpoca Ha MPOBEACHHUE ayTeHTU(DUKAIIIH.

2) unentudukatop cyobekra (“sub”), B kauecTBe 3HaueHMs ykKasbiBaercs 0id.  ODTOT
UACHTU(DUKATOP YHHKAJIEH JUIsI KaXIOro CcyObekTa, 3apeructpupoBanHoro B ECHUA, wu
OCTaeTCsl HEeM3MEHHBIM MPH MOCIEAYIOIUX ayTCHTHPHKAIUAX.

3) Bpemst ayrentudukammu (“auth_time”) — Bpems, korga mNpow3oNUIAa ayTEHTU(DHUKAIHS
MOJIh30BaTeNs, yKa3biBaeTcs B cekyHaax ¢ 1 sasaps 1970 r. 00:00:00 GMT;

4) wmetoj ayreHTUHKanUK (“amr”, mpuBaTHOE 0003HAYCHUE), MOXKET PUHUMATh JIBa 3HAUYCHUS:
“DS” (snexTponHas noanuck) unu “PWD” (mapoinb);

ITpumep coobuienus mapkepa uaeHtupukamun B ECUA:

{

"exp":1394034968,

"client id":"TEST SYSTEM",
"iss":"http:\/\/esia.gosuslugi.ru",
"nbf":1394033168,
"nonce":"5111e23b98e8f18b3b2110aca5£5a5¢c3959£818bc47£30£69fcee99£5145977a",
"sub":1000004892,

"amr":"PWD",

"auth time":1394032133,
"iat":1394033168

}

[Moamuck (Signature) mapkepa OCYIIECTBISIETCS 1O alTOPUTMY, KOTOPBIA YKa3bIBaeTCsS B

napamerpe “‘alg” wmapkepa. Iloamuce BBMHCHSETCS OT JABYX MpPEABIAYIIMX YacTell Mapkepa

(HEADER.PAYLOAD).
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NMPUNOXEHUE 1. CEPBUC PETUCTPALINA
MMOJIb30OBATEJIS U HOATBEPXKIEHUSA JUYHOCTHU

B wnemsax peructpaumu mnosb3oBareneii B ECHMA, a Takke MNOATBEPXKICHHUS JIMYHOCTH
nmosib30Baresiel, co3man U onyonukoBaH B CMOB asnektponHbIil cepBuc «CepBUC perucTpanuu
noJib3oBarenel EnuHoi cucreMbl uaeHTUUKAMKU U ayTeHTHuGuKanuny». CepBruc MpeaHa3HAYCH IS
ucrnonb3oBanus Oneparopamu Bbigaun kiroda [IDI1 — opranuzanusMu, KOTOpble B COOTBETCTBUH C
noctanoBieHreM [IpaBurensctBa PD ot 25 suBaps 2013 r. Ne 33 «OO0 wWCHoONb30BaHUM MPOCTOU
ANIEKTPOHHOW TMOAMUCH MPH OKA3aHUU TOCYNAPCTBEHHBIX M MYHUILHUMAIBHBIX YyCIyr» o00JalaroT
MpaBOM CO3JaHHUsS (3aMEHbI) W BBIAAYM KIIOYA MPOCTHIX DJIEKTPOHHBIX MOANMCEH U YCHIICHHBIX
KBUTM(DHUIIMPOBAHHBIX ~ JJICKTPOHHBIX IMOANMKMCEH B IENIAX OKa3aHWUsS TOCYHApCTBEHHBIX W
MYHULUIAJIbHBIX ycnyr46.

Hannsiit ceppuc ECUA noanepsxuBaet cienyomue GyHKIUH:

— HHHULIMMPOBAHHUE PErUCTPAallUM HOBOW IMOATBEPKIEHHOM Y4YETHOM 3alMCH IOJb30BATENs B
ECHA c Bbiaueit uaeHtudukaropa 3asBKH Ha PETUCTPALIMIO MOJIb30BATENsl, a TAaKXKEe MapoJis
MOJIH30BATEJNS JIJIs IEPBOTO BXO/1a B CUCTEMY;

— TMPOBEpPKa CTaTyca BBINOIHAEMOIN perucTpalumy,

— TIOJATBEPKIEHUE YUETHOH 3amucH (MMOATBEPKICHUS IMYHOCTH ) mojb3oBaTenss ECUA;

— HHHUIMMPOBAHUE MPOIEAYPbl BOCCTAHOBJIEHUS JOCTYNA K MOJATBEPKAEHHOW YYETHOW 3alUCH
nonb3oBarens B ECUA ¢ Beimaveil uaeHtudukaTopa 3asiBKM Ha BOCCTAaHOBJIIEHHE JOCTYIA, a
TaK>Ke MapoJisi MOJIB30BATENs ISl BXOJIa B CUCTEMY;

— I[POBCPKa CTaTycCa BBIIIOJIHSAEMOM npoueaypbl BOCCTAHOBJICHUSA I[OCTYI'I2147.

.1 Perucrpanus mojb3oBareJieu

Oo0mast cxema perucTtpaiv IO0JIb30BATCIIA C HMCIOJB30BAHUEM OJJICKTPOHHOI'O CEPBHUCA

BKJIFOUaeT B ceOst crenyromue maru (Pucynok 18):

40 [Topsimok co3anust 3alMcu PerucTpa OPraHoB M OpraHu3aluid, IMEIOIIHUX MPaBO CO3/1aHus (3aMEHbBI)
U BBIJIAYH KJIIOYA MPOCTON 3IIeKTpOoHHOH noanucH (OnepaTopoB Belgauu kiaroua [1311), onpenenen B
. 12 Pernmenra.

" leranbHast uH(GOpMAIHUS 0 paboTe CepBICa U MOTYyIEHHH K HEMY JOCTYIIa COICPIKUTCS B
PykoBoacTBe nmonp3oBaresns 3neKTpoHHOro cepBruca CMOB «CepBucC peructpaiuy noiab30BaTenen
Enunoii cucteMbl HACHTU(DUKAIINY U ayTCHTU(UKALII.
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NC ormpaBiaser 3ampoc Ha PErUCTpalyio, BKIIOYAIONIUN MEpCOHAIbHBIE JAaHHBIE
MOJIb30BATENS, & TAKXKE PsiJl NOMOJHUTEIIbHBIX [TAPAMETPOB.

ECHA Bo3zBpamiaet uaeHTU(PUKATOP 3asBKU Ha PETHCTPAIMIO MOJIb30BATEINsI, a TAKXKE MepeaacT
1apoJib JUIsl IEPBOTO BXOAA.

ECHA mnpoBoauT mnpoBepKy AaHHBIX mosb3oBarens B BI'MP, ecnu mpoBepku mpoMeHbI
YCIELIHO, TO PETUCTPUPYET YUETHYIO 3aIUCH.

HC npu HEoOXOJUMOCTH BBI3BIBAET METOJ, MO3BOJISIOIIMN MPOBEPUTH CTATYC BBIMOIHSAEMOM
perucTpaluu, B KadecTBE BXOJHBIX MapaMETPOB YyKa3biBas HICHTU(PUKATOP 3asBKA Ha
PEruCTPALMIO TI0JIb30BATEIIS.

ECHA Bo3Bpaiaer craTyc perucTpanuu nojab30BaTes.
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act PerMCTpaLlMﬂ nonb3oBaTtens /
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Pucynox 18 — O0mias cxema perucTpaiuu rnojib30BaTens




JI.1.1 3anpoc Ha perucTpanmio

JUs MTHULMUPOBAHMSI PErMCTPALlUd HOBOW MOATBEPXKAEHHON y4ETHOM 3alMCHU MOJIb30BaTels B
ECHA Heo6xo1uMo BbI3BaTh METO «3aperucTpUpOBaTh MOATBEPKAEHHYIO YyuéTHYI0 3anuck B ECUA
C BbIJIaueil mapoJist i IEPBOTro BXOJa».

B kauecTBe BXOJHBIX MapaMeTPOB METO[ MOJIy4aeT NEPCOHAIbHbBIE JaHHbIE PETUCTPUPYEMOTO
[I0JIb30BaTENs, HEOOXOAUMBIE AJs NPOBEJCHMS OIEpalyu, a TaKXkKe JaHHble O CHoco0e 10CTaBKH

mapoJ 41 IIEPBOTro BXoJ4a B CUCTEMY. Bo3MoxHEI CICOYIOIIUEC CIIOCOOBI JOCTaBKH.

OTIIpaBKa Ha aJpec JIEKTPOHHOM MOUTHI (IIPU YCIOBUH, YTO IIPU BBI30BE CEPBUCA a/IpeC YKa3aH
Cpely JIMYHBIX JJAHHBIX TOJIb30BATEs);
— OTIpaBKa Ha HOMep MOOUJIBHOrO TenedoHa (IpH yCIOBUH, YTO IIPU BBI30OBE CEpBHCAa HOMEP
yKa3aH CPe/iv JIMYHBIX JJAHHBIX M0JIb30BATEIIs);
— OTIIpaBKa B OTBETE Ha 3aIIPOC O PETUCTPALIUN;
— OTHpaBKa Napoiisi He TpedyeTcs (Hampumep, eciau MoJIb30BaTellb OyJeT BXOJIUTh B CUCTEMY C

HCII0JIb30BAaHUEM 3JIEKTPOHHOM MOMNKCH).

B kadecTBe BBIXOJHBIX IApaMETPOB METOJ BO3BpAIIACT PE3YJbTaT BBINOJHEHUS ONEpalvu
(ycnmemHo uiau He ycnemHo). Ilpu ycnemHoM 3aBeplIeHMHM B OTBETHOM COOOLIEHMH COAEPIKUTCS
UIeHTU(UKATOP 3asBKU Ha PETHCTPAIUIO mojib3oBarens (requestld), mockonbky BeprduKamms TaHHbIX
I0JIb30BATENS OCYILIECTBISETCSI B aCHHXPOHHOM pekuMe (B CHily Bo3MOKHOUM HenoctynHoctu BI'MP
®OUB nns ocymiecTBiaeHUs BepudrKalMy NEPCOHAIBHBIX JaHHBIX IMOJIb30BATENEH), a TakKe Mapoiib
U1l IEpBOTO BXOJIa B CUCTEMY (€CIIM YKa3aH COOTBETCTBYIOIIUH cITOCOO JOCTaBKU MapOJIs).

[Tpu HeycremHOM 3aBepLICHUHM METO]I BO3BpalllaeT OUIMOKY, COJEp KAIlyl0 KOJ U TEKCTOBOE
OIMCaHKUEe OLINOKH.

Ecnn 3asBka Ha peructpauuio cosgaHa ycnemHo, ECMA HampaBiseT MNOJIb30BaTENO IO
YKa3aHHBIM B 3allpOC€ KaHaJlaM CBSI3U YBEJOMJIEHHE 00 yclexe MPOBEpKH M BO3MOXKHOCTH BXOJIa B
YUETHYIO 3anuch. Eciau 1aHHbIE MOIB30BaTENs HE Mpouutd nposepky o bI'MP (1 B 3asBke ykaszaH e-
mail uw/mamu Homep MoOuIBHOTO Tenedona), ECUA Hampapiser noiabp30BaTei0 YBEIOMICHUE 00 ITOM.
Perucrpanus yuérHoil 3amucu, gaHHble npoduias Kotopoil He mpouun npoBepky no BI'MP, ne

MPOU3BOIUTCA.

/1.1.2 IIpoBepka cOCTOSIHMS BBINOJHEHHS 3a1Ipoca

Jlna nposepku craryca peructpauuun MC pomxHa mpousBecTd BbI30B Metona «IIpoBeputh
3asBKy Ha pErucTpalui0 Y4YeTHOM 3alucH», B KauecTBE BXOAHBIX IApaMETPOB METOJ IOIydacT

UAeHTUHUKATOP 3asABKM Ha perucrpamnmio monb3oBarens (requestld). Cucrema, ocCymiecTBISIOIIAs
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BbI30B cepBuca ECUA, ¢ ucnonp3oBanreM requestld MoxeT mosy4uTs JaHHBIC TOJIBKO IO 3alpocaM,
KOTOpBIE OBLIIM MHUIIMMPOBAHBI €l CaMOA.
B orBeTHOM cooOLIeHNM nepeaaeTcss MH(GOpMaIus 0 TEKYIIEM CTaTyCce BBIIIOJIHEHUH Ollepaliu

I10 PErucCTpatru 1moJIb30BaTCIIA.

/.2 TloarBepikaeHue JUYHOCTH MOJIb30BATEJIS

CepBuC perucTpanuu IoJib3oBareneli, 3apeructpupoBanHeii B CMDB, obecneunBaer
BO3MOKHOCTb IOATBEPKICHUS JIMYHOCTU B oTneneHun Omneparopa Beiiaun kimrova 11911 Jlns aroro
HeoOxomumo BbI3BaTh MeTo «lloaTBepauTh NMYHOCTH rpakgaHuHa PO wmm uHOCTpaHHOTO
rpaxnaannHa B ECUA» nanHoro cepBuca.

UToObI MOATBEPUTH CBOIO YYETHYIO 3aIHCh, MOJIb30BATENh JOJDKEH MPEIBAPUTEIBHO CO31aTh
HEMPOBEPEHHYIO WM MPOBEPEHHYIO YYETHYIO 3allMCh. DTO MOXET CAeNaTh J000H MOJIb30BaTelb,
UMEIOILIUI HOMEep MOOHMIILHOTO Tene(oHa WU aJpec IEKTPOHHOM MOYTHI, UCIONB3YS BeO-uHTEepdeiic
ECHA. TloaTrBepkieHHast ydeTHasl 3alHCh CO3/Ia€TCs TOJb30BATEIEM W3 HEMPOBEPEHHON YUEeTHOU
3alMcl B pe3yjibTaTe YCIEUIHOW MPOBEPKH JIMYHBIX JAHHBIX II0JIb30BaTedsl B  0a30BbIX
rocynapcTBeHHbIX HH(popMannoHHbIX pecypcax (CHUJIC, ®UMO, nacnopTHble NaHHBIE U Op.) U
MOJTBEPXK/IEHUS JIMYHOCTH OJHUM U3 JOCTYIHBIX CIIOCOOOB, B YaCTHOCTH, MOCPEACTBOM OOpaIlleHus B
OJIMH U3 LIEHTPOB 00CITy)KMUBaHMUSL.

[Ipu perucrtpauuu ydeTHOM 3amMcu B LEHTpe OOCITYKHBAaHUS C TIOMOIIBIO MeEToja
«3aperucTpupoBaTh MOATBEPKAEHHYIO yuéTHY0 3anuck B ECHA ¢ Bbmaueil maposs JUisl TIEPBOTO
BXOJ1a» Cpa3y CO3[AeTCsl MOATBEPKACHHAs yUETHAs 3allUCh MI0JIb30BaTEINs.

B kadecTBe BXOJHBIX MapaMEeTPOB METOJ, HAIIEJICHHBIH Ha MOJITBEP)KICHHE JIMYHOCTH,
[IOJIy4aeT JaHHbIE JOKYMEHTA, YAOCTOBEPSIOIIETO JIMYHOCTb, A TAaKXe psAI JAONOIHUTEIBHBIX
napameTpoB. B dacTHOCTH, MOXXET OBITh IepeaH OJMH M3 BO3MOXKHBIX THUIIOB KOHTakTa (email nim
mobile) s uaeHTHGUKAMY 3asIBKM HAa TOATBEPXKICHUE YUEeTHON sarmicu’®,

B kauecTBe BBIXOJHBIX IMMapaMETPOB METO/ BO3BPAIIACT PE3YJIbTAT BBIIIOJIHCHUA OIICpaAIHH.

4
8 Vkazanue OJHOTI'O THUIIA KOHTAKTa HeO6XOJII/IMO JJId cliydas, Korjaa UMECTC HECKOJIBKO 3asBOK Ha
HO,Z[TBep)KI[eHI/IC JIMYHOCTHU C UACHTUYHBIMHU JaHHBIMU IIOKYMCHTa, y,[[OCTOBCpHIOH.[CFO JINYHOCTB.
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/.3 BoccraHoB/IeHHE 10CTYNA K MOATBEPKIACHHOM YUETHOM 3aIIUCH

moJb30BaTe/id

CepBuC perucTpanuu IoJib3oBareneii, 3apeructpupoBanHeii B CMDB, obecneunBaer
BO3MOKHOCTb BOCCTAHOBJICHUsSI JIOCTYIA K ITOATBEPKICHHOM YYETHOM 3allMCH IIOJIb30BATENs B IPH
aBke k Omepatopy Bbyiauu kitoua [IDI1. Jlng storo HeoOxoaumo BbI3BaTh MeToll «BoccTaHOBUTH
JOCTYII K Y4ETHOH 3aIIMCH N10JIb30BATEN» TaHHOIO CEPBUCA.

B kadecTBe BXOIHBIX IIApaMETPOB METOJ IOJYy4aeT IEPCOHAIbHBIE IJAHHBIE I10JIb30BATEN,
HE0O0XOAUMBIE JUIS IPOBEJCHUS ONIepaIiH, a TAKXKE JaHHBIE O CIIOCO0E JOCTaBKHM Mapois Ui BXoJa B
cucreMy. Bo3MOXHBI cienyromue crnocoobl 10CTaBKH:

— OTIIpaBKa Ha aJipec 3JIEKTPOHHOHN MOYTHI (IIpY YCIOBUH, UTO MPHU BBI30BE CEPBUCA AJPEC YKa3aH

CpeH JIMYHBIX JaHHBIX [OJIb30BATEIIs);

— OTIpaBKa Ha HOMEpP MOOWJIBHOTO TenedoHa (P yCIOBUH, YTO MPH BBI3OBE CEpBHCAa HOMED
yKa3aH Cpeliy JMYHBIX JaHHBIX [10JIb30BATEIs);
— OTIPAaBKa B OTBETE Ha 3alpOC O BOCCTAHOBJICHUU JOCTYIIA.

B kauecTBe BBIXOJHBIX IApaMETPOB METOJ BO3BpAIIAET PE3YJbTAT BBIIIOJHEHUS OIEpalyy
(ycnemHo wiu He ycnemHo). Ilpu ycnemHoM 3aBepIIeHHH B OTBETHOM COOOIIEHMM COJEPIKUTCS
ueHTH(UKATOp 3asSBKM Ha BOCCTaHOBJIECHHE noctymna (requestld), mockosibKy MpH BOCCTAHOBJICHHH
JOCTyNa OCYIIECTBIsIETC BepU(UKAILUSA JTAHHBIX IOJb30BATENl B ACHHXPOHHOM peXuMe (B CHIY
B0o3MOkHOH HenoctynHoctd BI' P ®OUB s ocymiecTBiieHUs BepupUKAILMK EPCOHATBHBIX JAHHBIX
I0JIb30BAaTeNei ), a TaKkKe Maposb JUIs BXOAA B CI/ICTeMy49.

[Tpu HeycnenHoM 3aBepIIEHUH METOJI BO3BPAILAET OLIMOKY, COJEPKallyl0 KOJ U TEKCTOBOE
OIMCaHHUE OLINOKH.

Ecin 3asiBka Ha BOCCTaHOBJIEHHME JOCTyna BbloiHeHa ycnemHo, ECHUA nanpasuser
MOJIB30BATENII0 0 YKa3aHHBIM B 3alpoce KaHajlaM CBSI3U yBeAOMJIEHHE OO0 ycrexe MpOBEpKH U
BO3MOKHOCTH BXOJla B YUETHYIO 3anuCh. ECiau naHHBIE OJIB30BATENS HE MPONUA npoBepKy 1o bI' P
(u B 3asBKe ykazaH e-mail w/uiu Homep MoOmibpHOTO Tenedona), ECUA HampaBiiseT mojbpb30BaTeso
yBeJIOMJICHHE 00 3TOM, IIPU ATOM BOCCTAHOBJIEHHE JJOCTYIA K YYETHOM 3aIMCH HE POU3BOIUTCHS.

Omneparop Begaun kiaroua [IDI1 mmeer BO3MOXKHOCTH NMPOBEPUTH CTATYC BOCCTAHOBIICHHUS

noctyna. Jma storo MC Omneparopa Beimaum kimroda [IDI1 momkHa mpous3BeCTH BBI30OB METOJIA

4

o HCO6XOIH/IMOCTB BBITIOJTHEHU S IIPOBEPOK JAHHBIX MOJIB30BATECIIA CBA3aHa C TEM, YTO €TI0 I/IJICHTI/I(DI/IKS.LH/IOHHBIG JaHHBIC
((DI/IO, JaHHBbIC TOKYMCHTA, YAOCTOBCPAOLICTO HI/I‘{HOCTL) MOTI'JIM UBMCHUTLCSA K MOMCHTY BOCCTAHOBJICHUS JOCTYIIA. B
9TOM CJIy4ac MOJb30BaATC/Ib COXPAHACT BO3MOKHOCTb BOCCTAHOBJICHUS JOCTYIIA K CBOEH y‘leTHOﬁ 3aI1uCu.
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«[IpoBeputh 3asfBKy Ha BOCCTAaHOBJCHHE JOCTyNla K YYETHOM 3alKch», B KadeCTBE BXOJHBIX
napamMeTpoB METOJ NOJydaeT WACHTH(UKATOp 3asBKM Ha BOCCTaHOBIeHHEe noctyna (requestld).
Cucrema, ocyiecTBistonias Boi3oB cepsuca ECUA, ¢ ucnonb3oBanuem requestld Moxer monyduth
JaHHBIE TOJBKO I10 3alpocaM, KOTOpbIe ObUTH MHUIIMUPOBAHBI €l cCaMOH.

B oTBeTHOM co0OmeHNH nepenaeTcs nHGopMaIHs O TEKYIIEM CTaTyce BBHIIIOJHEHUS OTepaluu

BOCCTAHOBJICHUSA JOCTYyIIA K y’-ICTHOﬁ 3aIllMCH I10JIb30BAaTCIIA.

1.4 PexoMeHIAUU MO UCIOJIb30BAHUIO CEPBUCA

.4.1 O01ue pekoMeHIaluU
HpI/I O6paH_I€HI/II/I IIOJIB30BAaTCJlIsA B L[eHTp 06CJIy>KI/IBaHI/I$ISO PEKOMCHAYCTCA BBIACHUTDH
OCHOBHYIO LCJIb 06pameHI/m, B 3aBHCHMOCTH OT 3TOI'O BBI6paTB MCTOJ CCpBHCA ECUHA. OcHoBHBIE

CIICHApUU TIPEJICTABJICHBI B Ta0HIe 12

Tabnuma 12 — [enu oOpareHus moJIb30BaTEIs

Ne Ieanb oOpamenus Pexomenayemoe neiicreue

Br130B MeTOga «3aperucTpupoBarhb
Peructpanus B ECUA (nons3oBateib
MOATBEPKIEHHYIO YU€THYIO 3anuch B ECUA ¢
1. | He 3amoHsAJ 3a8BKY Ha
BbIJ1aueil mapoJis AJis NEPBOro BX0/1a» cepBUca

MOJTBEPK/ICHUE YIETHOMN 3aIHCH)
ECHUA

IToaTBepk1eHUE YUETHOU 3aliCU

ECHA (nonbp3oBaTelib 3aroHsII

Br130B MeTOa ((HO,Z[TBCp,I[I/ITL JIMYHOCTD

rpaxxaaHnHa P® nimm mHOCTpaHHOTO

3asBKY Ha IMOATBCPKACHUC U YTO OHA

ObLJIa yCTIEIIHO TPOBEPEHA)

2.
3asBKY Ha MMOATBEPKICHUE YUYETHOU rpaxknannna B ECA» cepsuca ECUA
3aI1CH, 3asBKa IPOBEPEHA)
Br130B MeToza «3aperucTpupoBarh
MOATBEPKIEHHYIO Yu€THYt0 3anuck B ECUA ¢
Perucrpamnus 8 ECUA (monb3oBarens
BbIJIaY€l MapoJisl AJIs IEPBOTO BX0/1a» CEpBUCA
HE YBEPEH, YTO KOPPEKTHO 3aII0JIHUII
3. ECHA. Cnenyet npeaynpennTh M0JIb30BaTENs,

YTO 1A nepBoro BXOoJ1a B y‘-IeTHYIO 3aIlInuCh
caenyet ucnonb3oBaTh cBsi3ky CHUJIC u

napoJib, BeIAaHHBIN B LleHTpe oOcmyxuBaHusl.

>0 [Topsimok peructpanuu HeHTpoB obcmykuBanus Oneparopos Bbiaun kintoua [1911 onpenenen B 1.

13 PermameHnra.
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Ne ean oopamennst Pexomenayemoe aeiictBue

Br13oB metona «IIpoBepuTh 3asBKy Ha

PErucCTpannuro yquHoﬁ 3alIiuCu» AJis1 BBIICHCHU A

BrpIACHUTB, 10 KAKUM NIpUYMHAM JeTajeid OMOKY U TOCIEAYIOINN BBI30B
4. | peructpanusi B ECUA ne npouuta METO/1a ««3aperucTpUpoOBaTh MOATBEPKIEHHYIO
YCIICIHO. yuéTtHyto 3anuch B ECUA ¢ Bbiiaueid maposs

JJIs1 TIEPBOro BXoJda»» € UCIIPaBJICHHBIMU

HapaMeTpamH 3aIpoca.

Boccranosnenne nocrymna Bb130B MeTOz1a « BOCCTaHOBUTH 1OCTYII K
5. | (moyp30BaTenb paHee ObLI Y4ETHOM 3anucu nosb3osarens» cepsuca ECHA

3apeructpupoBad B ECHA)

/1.4.2 PekoMeHganuu Mo BbIOOPY cOC00a JOCTABKHU MAPOJIst

[Tpu perucrpanuu noaTBepxaAcHHON yuyeTHoW 3anucu B ECUA pexkoMeHayeTcss OTIPaBISITH
napojb A MEPBOrO BXOJAa Ha HOMEpP MOOMIBHOrO TenedoHa IMOJIb30BATENs, €CIIU MPOM3BOJUTCS
oObIYHAsl perucTpaunus noib3zoBareis. Eciu mpous3BoguTcs perucrpauus ¢ BblAaYeH IMOJIb30BaTENIO
3JIEKTPOHHOM MOATNHKCH, TO PEKOMEHAYETCS HE OTIPABIATH apOJIb.

Ecnu nonbp3oBaTens HE UMEET MOOMIIBHOTO Tele(OHa, TO JOMYCTUMO UCIONb30BATh OTIPABKY
HapoJisi AJIs IEPBOrO BXOJA HA aJIpecC JIEKTPOHHOM MOYTHI.

Ecnu y nonb3oBartens HET HU HOMepa MOOMIIBHOTO TeneoHa, HU aipeca dJIEKTPOHHON MOYTHI,
a100 OH SIBHO MONPOCHI BbIAATh €MY MapoJib B LEHTPe 0OCIYKMBaHHs, BO3MOKHA Iepeiada Maposis

IS TIEPBOTO BXOJIa HETTOCPEICTBEHHO OIIEPaToOpPOM.

/1.4.3 PekoMeHIaIMU 10 COXPAHEHUIO IAHHBIX M0J1b30BaTE/IA
[Tpu popmupoBaHUM 3ampoca Ha PETUCTPALIMIO MTOJIH30BATENS PEKOMEHIYETCSI COXPAHATD:
— uaeHTU(HUKATOp 3asBKM HA PETUCTPAIIHIO TTosIb3oBaTess (requestld)
— BCE JJaHHbIE, NIEPENAHHBIE METONY «3aperuCTPUpPOBaTh MOATBEPKAEHHYIO YUYETHYIO 3alllCh B

ECHA c Bpl1adeil napoJs Ajs IEPBOro BXOIay.

Ecnmu monp3oBatens Oynmer mpomH(DOPMUPOBAH O BO3HHKIIEH B XOJI€ PErHCTPAllMM OIIMOKE
(Hampumep, MO ajpecy JIEKTPOHHOM IMOYTHI), TO OH OyIeT MMEeTh BO3MOXHOCTb OOpaTUThCS B CBOMU
Llentp perucrpanuu A NposicCHEHUs cutyauuu. B atom cinydae unentugukarop 3asBku (requestld) u
metoa «IIpoBeputh 3asBKy Ha PETUCTPAIMIO YYETHOM 3aIMCH» MO3BOJIAT MOJIYUYUTh JOMOJHUTEIbHYIO

nH(pOpMaIHIO 0 pUUKMHAX Mpodiembl. B uacTHOCTH, eciu mpH 3ampoce Oblia A0mylleHa orneyaTrka, To
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orneparop, HUMEA COXPAHCHHBIC JAaHHBIC I10JbB30BATCIIA, GYI[CT HMCTh BO3MOXHOCTb OTIPABUTH

HCIIPABIICHHYIO 3asBKY Ha PETUCTPALUIO YYETHON 3aIIUCH.

I[.4.4 PeKOMeHI[aHl/IH IO BBI3OBY M€TOAA «HOI{TBepI[I/ITI) JUYIHOCTD I'PaKIaHUHA

P® niau nHocTpanHoro rpaxaanuia B ECUA»

IIpu BwI3OBe cepBuca «llogTBepauTh IUYHOCTHL TpaxkaaHuHa PO wiM MHOCTPAHHOIO
rpaxgannaa B ECUA» crnemyer ydecTb, 4TO Ja)ke IMPH SBHOM YyKa3aHUM HOMEpa MOOUIBHOTO
TenedoHa / ajpeca UIEKTPOHHOW MOYTHI BO3MOXKHA CHUTYyallMs, 4TO Y4eTHas 3aluch, TpeOyrolas
MOJTBEPXKIECHUS JIMUYHOCTH, He OyJeTr HaijeHa. DTO BO3MOYKHO, HAIpPUMEp, €CIU I10JIb30BaTellb
COOOIINII HEKOPPEKTHBIN HOMEp MOOMIBHOTO TenedoHa / aapec JIEKTPOHHOHN MOYTHI, TUOO 3TOT THUII
KOHTaKTa He ObLJI TIOATBEPXKICH B yUeTHOH 3amucu. CleayeT yrOuHUTh y MOJIb30BaTeNsl, KaKoil JIOTHH
OH MCIIOJIB3YeT JJI BXOJa B CBOI YYETHYIO 3allUCh M OCYLIECTBUTH BbI30B Merona «lloarBepanth
JMYHOCTB TpakaaHnHa PO win nnoctpanHoro rpaxaanuiHa B ECMA» UMEHHO ¢ 3TUM HapaMeTpOM.

[lpy yka3aHWM KOHTAaKTOB HEOOXOAWMO MeEpeaBaTh TOJIBKO OJUH THUM KOHTakTa (email wmim
mobile) s uaeHTHGUKAIUY 3asIBKM HAa TIOATBEPIKJICHIE YUYETHOM 3aIncy.

Ecnu nonb3oBaresns He HOMHUT HOMEpP MOOMIIBHOTO TesiehoHa / afpec 3JIeKTPOHHOM MOYTHI, TO
MOKHO MPEUIOKUTh €My IMPOBECTH PETUCTpAIMIO Y4eTHOM 3amucu. J{ias 3Toro cienyeT BBI3BATh
METOJ «3aperucTprpoBaTh MOATBEPX AEHHYIO yu€THyro 3amuck B ECHMA c¢ Beimauedd maponst amis

MEPBOTO BXO1a».
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NMPUNOXEHWE E. HEPEKOMEHIYEMBIE K
JTAJBHEHIIEMY UCIIOJIB30BAHUIO
®YHKIIUOHAJBHBIE BO3MOKHOCTHU ECUA

E.1 OO0mmue cBeaenus

B pesynbrare pa3BuTHsS HEKOTOpble (hYHKIHMOHAIbHBIE BO3MOKHOCTH ECHA coxpanstorcs
HCKJIIOYHMTEIIBHO B LEJSAX 00ecrieueHus: 00paTHOM COBMECTUMOCTH.

Pazpabotunkam panee unterpupupoBanusix MC ¢ ECHA pexomeHayeTcst 0TKa3aTbCs OT UX
UCIOJIb30BaHUS.

Paspaborunku BHOBb wuHTerpupyembix MC ¢ ECHA pexomeHzayeTrcs HCIONb30BATh

aKTyajibHble (yHKLIHOHaNIbHBIE Bo3MOxHOCcTH ECHA.

E.2 YcrapeBmmue yresep:xxaenus SAML

Tabnuma 13 — Ilepedyens aTpuOyTOB, MOAIEPIKKA KOTOPBIX B OyayiemM OyaeT mpekpaiieHa

Ne | ATpudyrt Onucanue IIpumevyanue

1. | attachedToOrg [Tpu3HaK BKIIOYCHHOCTH Heo6x011uMo HUCI0Ip30BaTh

(mpucoeaunenus) k opranuzanuu | globalRole

2. |inn HMHH nons3oBaTens Heo0xonuMo ucnonn308aTh
personINN
3. | name HNms nosp3oBaTens Heo0xoanMo MCIIONIB30BaTh

lastName / firstName /

middleName
4. | nsild Muemonuka OI'B Heo0xoaumMo KCIob30BaTh
orgOGRN wu orgType
5. | personType Kareropwus nomnb3oBarelis. Heo6xo1muMo uCcmosnp30BaTh
[TpuauMaeT cremyromnme personCitizenship.
BO3MOYKHBIC 3HAUCHHUS:
R — rpaxnanun P® (Russian);
F — uHOCTpaHHBII TpakJaHUH
(Foreigner).
6. | snils CHUMJIC nonp3oBarens. Heo0xonuMo ucmnoins308aTh

personSNILS
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Ne | ATpudyrt Onucanue IIpumeyanue

7. | userType Tun mosp3oBaTeNs Heo0Oxoaumo ucmonb30Bath
globalRole

8. | userName JloruH monp30BaTENs. Heo6xoaumo ucnosb3osats Userld,

personSNILS
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